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Preface

I

Global Navigation Satellite System (GNSS) generally refers to various global
satellite navigation systems, and their augmentation systems. It can provide accu-
rate position, velocity and time (PVT) for any person or object at any place and at
any time. GNSS, as an important space information infrastructure, reflects a
country’s comprehensive national strength. Major countries and organizations all
around the world have been vigorously developing satellite navigation systems with
various characteristics, such as the Global Positioning System (GPS) of the USA,
the GLObal NAvigation Satellite System (GLONASS) of Russia, the Galileo
System of Europe (Galileo), the BeiDou Satellite System of China (BeiDou), the
Indian Regional Navigational Satellite System (IRNSS) of India, and the
Quasi-Zenith Satellite System (QZSS) of Japan. Since 1996, the United States has
initiated the “GPS modernization” project. In recent years, we have seen the most
extensive GPS satellite launching schedule since 1993, and the first GPS III is
scheduled to be launched in 2018. China proposed a “three-step” development plan
for the Beidou system. In 2012, the Asia-Pacific Regional Navigation Satellite
System was constructed and put into use (making China the third country in the
world to put a GNSS system into operation); and since then, China has been making
steady progress toward establishing a global system by launching the first global
GNSS satellite in July 2017. In the future, all these systems will be integrated into a
Global Navigation Satellite System of Systems, to provide more reliable and
accurate services for global users.

GNSS applications are almost ubiquitous, and can be applied in almost any
imaginable situation, including air, sea, and ground transportation and management,
smart grid, telecommunications systems, mobile phone positioning, smart carrier
tools, exploration and mapping, criminal tracking, emergency rescue, disease
control, fishing operations, oil exploration, precision agriculture, as well as military
applications such as precise weapon guidance and targeting. GNSS are embedded
in all the above applications as a stealthy technology running in the background. It
can also provide support for many critical infrastructures tightly connected to the
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operations of a nation and the livelihood of its people, e.g., smart grids (timing
service), bank operations (timing service), transportation systems (location and
timing services), and communication systems (location and timing services).

GNSS is vulnerable because it is so valuable! Since GNSS satellites are usually
positioned 20,000-30,000 kilometers above the earth, their signals are very weak (it
can be compared to observing a 50W light bulb from approximately 20,000 kilo-
meters away), and they are usually more than 20 dB below the noise level, meaning
that they are very vulnerable to a variety of malicious and unintentional interfer-
ences. Unintentional interferences include ionospheric scintillation, solar radio
pulse interference, multipath interference, Radio Frequency Interference (RFI), and
pulse interference generated by DME (Distance Measuring Equipment) and
TACAN (Tactical Air Navigation System) equipment working in the aeronautical
radio protection band. Malicious interferences include jamming and spoofing.
Jamming can make the receiver out of lock, but the monitoring and suppression of
jamming are easier and more established methods are available, as many related
techniques can be borrowed from the radar field. Spoofing takes advantage of the
open transparency and predictability of GNSS civil signals, and it can create
interference signals very similar to authentic GNSS signals. Consequently, spoofing
has superior concealment and can result in greater repercussions. Spoofing can
generate timing and positioning errors, or even take control of the target receiver,
without the user even being aware of its presence. Due to the existence of these
interference sources, GNSS cannot provide safe and reliable services.

The robustness and safety of GNSS have led to great concerns around the world
for the past dozen years. Below are comments made by some renowned political
characters, GNSS experts, and related organizations in the US:

(1) Former U.S. President Barack Obama (February 2013)

“Critical infrastructure must be secure and able to withstand and rapidly
recover from all hazards.”

“The nation’s critical infrastructure provides the essential services that
underpin American society. Proactive and coordinated efforts are necessary to
strengthen and maintain secure, functioning, and resilient critical infrastructure
—including assets, networks, and systems....”

(2) Former US President George W. Bush (December 2004)

“...the Global Positioning System has grown into a global utility...integral to
the U.S. national security, economic growth, transportation safety, and
homeland security, and are an essential element of the worldwide economic
infrastructure....”

“The Secretary of Transportation shall...develop, operate, and maintain
backup position, navigation, and timing capabilities that can support critical
transportation, homeland security, and other critical civil and commercial
infrastructure ...in the event of a disruption of the Global Positioning System
or the other space-based positioning, navigation, and timing services.”
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(3) US National Positioning, Navigation, and Timing (PNT) Advisory Committee
(November 2010)

“The United States is now critically dependent on GPS...cell phone towers,
power grid synchronization, new aircraft landing systems, and the future FAA
Air Traffic Control System cannot function without it...increasing incidents of
deliberate or inadvertent interference that render GPS inoperable for critical
infrastructure operations.”

“We strongly recommend that the previously announced decision (to deploy
eLoran as the primary Alternate PNT) should be reconfirmed and quickly
implemented.”

(4) The “Father of GPS,” Prof. Brad Parkinson at Stanford University (2013)

“Reliance on satellite navigation and timing systems has become a single point
of failure for much of America and is our largest, unaddressed critical
infrastructure problem.”

“Positioning, Navigation and Time (PNT) service has become a worldwide
utility-thanks to GPS. In fact, PNT service is now worth billions of dollars a
year, yet taken for granted. On the other hand this service is potentially
threatened by jamming and related threats. I subscribe to PTA-Protect,
Toughen and Augment this valuable asset. Particularly appealing is the use of
eLoran to Augment or as a standalone service. In this role, eLoran would be a
powerful deterrent to malicious interference.”

(5) Renowned GNSS interference mitigation expert, Prof. Todd Humphreys at
University of Texas at Austin (2013)

“The next few decades will see pervasive autonomous control systems become
critical to the world economy-from autonomous cars and aircraft to smart
homes, smart cities, and vast energy, communication, and financial networks
controlled at multiple scales. Protecting these systems from malicious navi-
gation and timing attacks is a matter of urgent societal interest.”

“The greatest upcoming challenge in PNT security will be providing proof of
location or time to a skeptical second party.”

In the present day, there are many types of jamming equipment in the market,
including the Personal Privacy Device (PPD), which can be purchased cheaply
online. In November 2011, in an event that shocked the whole world, an Unmanned
Aerial Vehicle (UAV) owned by the US Central Intelligence Agency (CIA) was
captured by Iran with only minor damage to the landing gear, which was estimated
to be caused by the landing. Until today, the exact reason has not been released.
Engineers from the Iranian side claimed that they had interfered with the com-
munication link between US UAV operators and the UAV, causing the UAV to
switch to an autopilot mode. Then the UAV was guided to a base in Afghanistan
relying solely on the GPS equipment on the UAV. When the UAV was in this
working mode, Iranian engineers claimed that they had tricked the UAV to fly to
Iran_using_spoofing. Some US_experts_questioned the claims made by Iranian
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engineers because the CIA UAV usually uses a military code, so it should have
been very difficult to use spoofing against it. Instead, the experts envisaged the
following scenario: The Iranians used jamming and spoofing simultaneously to
interfere with GPS military and civil signals respectively, and the UAV was set in a
mode in which the civil signals were used when the military signals were jammed.
Regardless of which explanation is correct, the evidences imply that the UAV was
experiencing malicious interferences of jamming and spoofing simultaneously.

In 2001, the US Department of Transportation evaluated the impacts on trans-
portation facilities by vulnerabilities of GPS, and expressed concerns on the threats
posed by spoofing. In 2008, researchers created low-cost spoofing devices that
could be made based on software radio technology and components from general
stores, and showed that spoofing signals can be successfully generated using this
low-cost approach. In June 2012, Prof. Todd E. Humphreys, the head of radio
navigation lab of the University of Texas at Austin, was invited by the US
Department of Homeland Security to perform two public test studies in order to
evaluate the impacts of spoofing and jamming on civil UAVs (which will be
merged into the national airspace system) and smart grid. The results showed that
these systems were easily affected by spoofing. In July 2013, in an actual field
demo, the same lab successfully tricked a ship into deviating from its original route
using spoofing.

The above events show that the robustness and safety of GNSS face very big
challenges. The Science and Technology Directorate (S&T) is a branch within the
United States Department of Homeland Security. Part of the S&T’s mission is to
evaluate the impacts of jamming and spoofing, study interference mitigation
measures, and provide better practical means to protect critical infrastructures. In
June 2014, former US Defense secretary Ashton Carter expressed concerns about
the lack of robust PNT. One of the senior US officers even proclaimed that “GPS is
much too vulnerable, we must replace it with new inertials and chip scale atomic
clocks.” It is reported that the US has been evaluating various possibilities on
alternative PNT schemes that can complement GPS. The goal is to improve GPS
robustness and safety through integration.

Interference monitoring and suppression for GNSS have drawn great attentions
around the world. In 2011, the International Committee on GNSS promoted the
establishment of a special workshop on Interference Detection and Mitigation
(IDM). In 2012, the first workshop session was held at the Vienna International
Convention Center in Austria with the main topics being compatible interoper-
ability among different GNSS systems, and interference monitoring and suppres-
sion. The workshop has been held for five consecutive sessions. In addition, at the
GNSS academic annual meeting hosted by ION (Institute of Navigation), IDM has
always been a hot topic and focus for discussion.

II

I studied in the Northwestern Polytechnic University’s first accelerated
Bachelor’s/Master’s pilot program from 1985 to 1991. When I was studying for my
master’sydegreessIparticipatedsinsresearch works on super-resolution array signal
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processing. From 1991 to 1994, I worked on my Ph.D. degree in the field of radar
signal processing at Xidian University. During this period, I participated in the
research on Airborne Early Warning Radar Space-Time Adaptive Processing
(STAP) led by Prof. Zheng Bao, who is the academician of the Chinese Academy
of Sciences. This was the earliest group to start systematic STAP research in China.
Since then, this research group has achieved advanced research results on par with
the findings of other leading international scholars in the field. For example, Dr.
Richard Klemm, the author of the first STAP monograph, stated the following in
the foreword section of his book “There are activities all over the world, especially
in the USA and China.” Between 1997 and 2002, as a postdoctoral fellow and a
visiting professor, I worked in the Spectrum Analysis Lab at the University of
Florida, USA. During that period, I collaborated with Prof. Jian Li, who is an IEEE
fellow and a winner of the American Presidential Young Investigator (PYI) award,
in studying spectral estimation based on decoupled parameter estimation theory and
robust Capon beamforming. In 2004, I participated in research on anti-jamming
technology for the Galileo system in the Imperial College of London as part of the
China’s first group of distinguished research scholars. In summary, my research
interests have always been focused on sensor array signal processing
(super-resolution direction of arrival estimation, adaptive beamforming, and
space-time adaptive processing), modern spectrum analyses and their applications.

In the summer 2002, I was invited to be a visiting professor at the Spectrum
Analysis Lab at the University of Florida. My main research focus there was to
study robust Capon beamforming and its applications. During that tenure, I read the
introduction on GNSS robust beamforming written by Professir Sayed’s research
group at Stanford University. Another paper brought to my attention was titled
“Wideband cancellation of interference in a GPS receiver array,” written by
Dr. Ronald L. Fante from the MITRE corporation and published in IEEE
Transactions on Aerospace and Electronic Systems, in which the author expanded
the STAP technology used for airborne early warning radar to GNSS applications,
and used the technology to suppress wideband interference and dispersive multipath
interference. Similarly to me, Dr. Fante was originally engaged in airborne radar
signal processing works. These two papers have cultivated my strong interest in
GNSS interference mitigation technology.

I

This book is the first most comprehensive monograph on the subject of GNSS
adaptive interference mitigation. The book covers the topics of jamming (including
high dynamic jamming), spoofing, multipath interference, and pulse interference
suppressions. We have mainly studied the above methods based on array signal
processing, including spatial domain, and spatial-temporal domain adaptive fil-
tering. These methods take full advantage of the characteristics of GNSS signals,
e.g., small power, periodic repetition, and known spread spectrum code. Only
autonomous systems are considered, i.e., no other sensors are used (e.g., inertia
navigation) to provide supplementary information. The focus of this book is on the
robustradaptivesfilteringmmethodsthatsissnot sensitive to array calibration errors.
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Direction of Arrival (DOA) estimation and multipath time delay estimation can
both take advantage of the methods based on decoupled parameter estimation
theory. By using this approach, an estimation problem of multiple overlapping
signal parameters can be converted into a series of estimation problems on a single
signal parameter using a cyclic optimization algorithm with a special structure (the
key is to assure the accuracy and computation efficiency of these single signal
parameter estimations). This approach has the benefits of simple and effective
computation, good convergence, and robustness to model errors.

v

The research works and achievements listed in the book have been sponsored by the
Chinese National Outstanding Youth Fund (60325102) and National Natural
Science Foundation of China (61179064, 61172112, 61471363, 61271404). And
thanks to the sustained support of the National Natural Science Foundation of
China, these research works have lasted 12 years.

First of all my grateful thanks go to my Ph.D. advisor, Academician Zheng Bao
at Xidian University. I have benefited throughout my whole life from my research
experiences on STAP under his guidance. His attitudes and methods toward aca-
demic research have made profound impacts on my life and career. My thanks also
go to Prof. Jian Li at the University of Florida USA. During my three working
tenures in her lab, we have co-authored and published more than 20 articles in IEEE
and IET/IEE journals, which have greatly improved my academic prowess. These
papers were mainly focused on using the decoupled parameter estimation theory
and method in various applications. Many of the achievements of this book would
not have been possible without the guidance from my two mentors. My appreci-
ations are also extended to my lab mates in the former STAP group at Xidian
University (Dr. Yuhong Zhang, Dr. Guisheng Liao, Dr. Yongliang Wang,
Dr. Lingrang Zhang, and Dr. Xiaochu Chen). Together we have enjoyed memo-
rable school years. I am also grateful to my other co-authors at the Key Lab for
Advanced Signal Processing at China Civil Aviation University, as well as
Associate Professor Tieqiao Hu, Dr. Lunlong Zhong, and many other Ph.D. and
master students involved in related research works.

Parts of the formal texts of this book were tentatively finished on September 11,
2015. From September 14 to September 18, at the ION GNSS+ 2015 meeting held
in Tampa, Florida, USA, I led two co-authors of this book in efforts to further
improve our draft by communicating face to face with our colleagues from all
around the world. I fondly remember how I became interested in GNSS interference
mitigation 12 years ago in Florida. Now, after attending this meeting in the
beautiful city of Tampa, I feel extremely grateful and delighted to have come back
with this book to where this journey started. This foreword was composed all at
once on my return flight from Tampa to Beijing in a single session.

On the return flight from Tampa, Florida Renbiao Wu
September 2016
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Chapter 1
Principles of Satellite Navigation System

1.1 Introduction

Satellite navigation is the technology that uses navigation satellites to transmit
positioning signals, in order to provide real-time positioning for users in the air, on
the ground, at sea, and in space. Since it can provide high-precision information
such as three-dimensional position, velocity and time (PVT) for any location and on
any people and objects, it has unparalleled advantages over other navigational
technologies. Thus, it can be widely applied in civil fields such as transportation,
surveying, mapping, telecommunications, water conservancy, fishery, forest fire
prevention, disaster reduction, and disaster relief. It can also be used in military
fields such as aerospace and weapon guidance. Consequently, the satellite navi-
gation system has become a keystone for a country’s space information infras-
tructure, and an important indicator to reflect its status as a modern country, a great
power, and the country’s comprehensive national strength. Major countries and
organizations all around the world have been vigorously developing satellite nav-
igation systems with various characteristics.

Global Navigation Satellite System (GNSS) is an integrated constellation sys-
tem, and generally refers to all existing global satellite navigation systems, and
regional and enhanced navigational systems, such as Global Positioning System
(GPS) of USA, GLObal NAvigation Satellite System (GLONASS) of Russia,
Galileo System of Europe, and BeiDou Satellite System of China. The related
augmentation systems include the Wide Area Augmentation System (WAAS) of
USA, the European Geostationary Navigation Overlay Service (EGNOS) of
Europe, the Multi-functional Satellite Augmentation System (MSAS) of Japan and
the GPS Aided Geo Augmented Navigation (GAGAN) of India, etc.

The original version of this chapter was revised: For detailed information please see Erratum.
The erratum to this chapter is available at https://doi.org/10.1007/978-981-10-5571-3_7

© Science Press, Beijing and Springer Nature Singapore Pte Ltd. 2018 1
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However, since the distance from a GNSS satellite to a receiver can range from
20,000 km to more than 30,000 km, and a typical satellite transmitter’s power is
generally only a few tens of Watts, the GNSS signal becomes very weak when it
reaches the ground. For example, the signal power of a GPS L1 signal is approx-
imately —160 dBw when it reaches the earth’s surface, which is lower than a
receiver’s thermal noise level by about 20 dB [1], therefore GNSS can be easily
impacted by various types of external interference. To enhance GNSS performance
under complex electromagnetic environments, effective interference mitigation
algorithms must be studied.

First of all, this chapter briefly introduces developments of various GNSS. Then,
to help readers to understand the contents of subsequent chapters, the C/A (Coarse/
Acquisition) code is used as an example, to briefly introduce the composition of a
satellite navigation system and the principles of acquisition, tracking and posi-
tioning for a receiver. Lastly, the impacts of interference on GNSS receivers are
briefly introduced.

1.2 Development and Current Status of GNSS

As stated above, the four existing major GNSS constellation systems are GPS of
USA, GLONASS of Russia, Galileo of Europe, and BeiDou of China. Table 1.1
compares satellite constellations and current statuses on satellite constellation net-
works for the four major GNSS. The cutoff date for the statuses on satellite con-
stellation networks is July 30th, 2015.

Next, we give brief introductions on the four major GNSS.

Table 1.1 Constellations of different GNSS

GNSS constellation systems GPS GLONASS Galileo Beidou
Designed satellite Number of 24 24 30 35
constellations satellites

Number of 6 3 3 3

orbital planes

Orbit 55 64.8 56 55

inclination

angle (°)

Operation I1h58min |11 h15min |13 h 12 h 55 min

cycle

Satellite MEO 20220 | MEO 19130 | MEO 23222 | GEO 36000

orbit (km) MEO 21500

IGSO 36000

Status Number of 31 28 8 19

satellites
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1.2.1 GPS

The US department of Defense started to develop GPS in the 1970s, and it was the
third large-scale space program created by US following the Apollo Moon program
and the Space Shuttle program. On February 22nd, 1978, the first GPS satellite
during the development stage was launched successfully. But the GPS system did
not begin its formal operation until 1995. GPS signals use CDMA (Code Division
Multiple Access) modulation to allow multiple satellites to share the same time and
frequency in a given band. The initial GPS signal design has two spreading codes:
coarse/acquisition code (C/A code) and precision code (P code). The C/A code is a
pseudo-random code open to the public, with a code length of 1024 and a code
period of 1 ms. The P code’s usage has been restricted, and this special
pseudo-random code has been reserved for US military applications, with a longer
code length and code cycle. Initial GPS carrier signals include L1 signal (center
frequency of 1575.42 MHz) and L2 signal (center frequency of 1227.6 MHz). The
C/A code is broadcasted on the L1 carrier only, while the P code is broadcasted on
both the L1 and L2 carriers [1, 2]. The United States, in the mid-1990s, for national
security reasons, included SA (Selective Availability) on the GPS signal, which
intentionally increased positioning errors on receivers, so the precision was only
around 100 m. In May 2000, the use of SA was discontinued, which has greatly
promoted the applications of GPS.

To conduct a comprehensive upgrade of the GPS system, and to replace failed
satellites to ensure normal system operations, the United States has initiated the
“GPS modernization” project since 1996. With the advances of the GPS modern-
ization process, L2C signal, M code signal, L5 signal and L1C signal, as mod-
ernized GPS signals, have expanded the initial GPS signal family [3]. The L2C
signal is a newly added civil signal on the L2 frequency that was formerly used for
military application only. Due to the more flexible signal structure it has, naviga-
tional precision has been improved. M-code is a newly added military code to
improve the original military code’s interference mitigation capability and safety.
Unlike the P code, M code uses an autonomous positioning method in the design:
the receiver can directly solve the position solely based on the M code. After
overcoming many technological challenges and constant launch time delays, the
GPS IIR-20(M) satellite, carrying the newly added third civil signal L5, was
launched on March 24th, 2009, and then it started to successfully transmit the L5
signal on April 10th, 2009. One of the objectives for launching L5 signal is to
provide service for Safety-of-Life (SoL) applications. L5’s carrier frequency is
1176.45 MHz, which is located on the internationally protected ARNS
(Aeronautical Radio Navigation Service) frequency band, making it convenient for
aviation authorities to effectively manage radio interference encountered in this
frequency band. But, this also results in some electromagnetic compatibility
problems between the L5 signal and existing navigation equipments working on the
ARNS frequency band. Compared with the C/A code on the L1 frequency, the L5
code has a higher code rate (10.23 Mcps), greater transmission power, and better
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interference mitigation performance. The L1C signal is the fourth civil signal that is
designed for facilitating interoperability between the GPS and other GNSS.
The GPS 1III satellite carrying the L1C signal has been planned to launch in 2017.
The constellation and network status for the GPS are shown in Table 1.1.

1.2.2 GLONASS

GLONASS was developed by the former Soviet Union in 1976, and has been
managed by Russian government since the collapse of the Soviet Union [4]. On
October 12th, 1982, the first GLONASS satellite was launched successfully,
indicating the birth of the second GNSS after the GPS. Unlike GPS, initial
GLONASS signals used Frequency Division Multiple Access (FDMA) technology,
so that all satellites within the GLONASS system used the same spreading code, but
different satellites used different signal carrier frequencies. This arrangement is very
different from the CDMA technology used by the GPS system to distinguish its
satellites. All GNSS signals broadcasted by any one of the GLONASS satellites
were modulated on two types of carrier signals, i.e. L1 and L2 frequencies, where
L1=1602 + 0.5625 x k (MHz), and L2 = 1246 + 0.4375 x k (MHz). The k in the
formula represents the serial number of a satellite.

Although GLONASS constellation had already completed a full layout com-
posed of 24 satellites and one spare satellite in 1995, Russia could not afford to
launch substitutes for failed satellites due to lack of funds after the collapse of the
former Soviet Union. After an economic upturn, on August 20th 2001, Russian
government approved the initialization of 2002-2011 GLONASS development
plan. The plan aimed to recover and modernize the GLONASS. Huge amount of
funds was raised to promote the construction of GLONASS. From 2003, the
GLONASS system had entered a stage of comprehensive upgrading, during which
time new GLONASS-M and GLONASS-K1 were launched in succession. In 2008,
GLONASS declared that it would add CDMA civil signals, thereby making it more
compatible and interoperable with other GNSS systems. At the same time, Russia
declared that future GLONASS satellites would broadcast CDMA signals while
maintaining the original FDMA signals. On October 2nd, 2011, the launch of the
24th satellite marked the first comprehensive restoration of GLONASS since 1996.
The constellation and network status for the GLONASS are shown in Table 1.1.

1.2.3 Galileo

The Galileo satellite navigation system is developed and established by European
Union (EU). The plan was published by the European Commission in February
1999, and has been a joint responsibility of the European Commission and the
European Space Agency. [S]. The first Galileo satellite was launched on December
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28th 2005. Galileo, like GPS, uses CDMA signal encoding. Galileo signals have
four carrier frequency bands: L1 frequency band (center frequency of
1575.42 MHz), ESA frequency band (center frequency of 1176.45 MHz, the same
as that of GPS L5), ESB frequency band (center frequency of 1207.1 MHz), and E6
frequency band (center frequency of 1278.75 MHz). Every satellite can broadcast
on all four frequency bands. After the establishment of Galileo system, five types of
service modes can be provided: Open Service (OS), Commercial Service (CS),
Safety-of-Life (SoL), Public Regulated Service (PRS), and Support to Search and
Rescue Service (SAR).

On March 27th 2015, the 7th and 8th Galileo satellites were launched. The
constellation and network status for the Galileo are shown in Table 1.1. Even
though the original Galileo plan aimed to complete the whole system construction
in 2007, and started commercial operations in 2008, the Galileo plan has been
postponed repeatedly due to economic and other reasons. The new plan is to
complete the construction of Galileo system before 2020 and provide full services.

1.2.4 Beidou

Beidou is a satellite navigation and positioning system under construction in China
with independent intellectual property rights. Compared with other systems, one of
the highlighted features of the Beidou system is that it is capable of short message
communication. The feature has important applications in applied areas such as
transportation (especially offshore sailing) and emergency rescue [6]. China
developed a “three-step” development plan for the Beidou so that the step-by-step
implementations have followed a general principle of “Regional first, global next;
active first, passive next”, as illustrated in Table 1.2. The experimental system (the
st generation system) had begun development since 1994, and achieved regional
active positioning capability in 2000. The second step, the construction of the
Beidou (the second generation system) started in 2004, and the regional passive
positioning capability was achieved in 2012. Lastly, for the third step, in 2020, the
Beidou will have the global passive positioning capability.

On October 31st, 2000, the first Beidou experimental satellite was launched. The
construction of the Beidou experimental system indicated that China had become

Table 1.2 Three-step development plan for Beidou

Milestones 2000 2012 2020
Goals Regional active Regional passive Global passive
positioning positioning positioning

Current Completed Completed Under construction
status
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the third country in the world to have its own GNSS. On April 14th 2007, the first
Beidou satellite was launched. On December 27th, 2012, Beidou started to formally
provide services in the Asia-Pacific region. On December 27th, 2013, the system
documentation (ICD documentation) of “Beidou Navigation System Signal in Space
Interface Control Document (Version 2.0)” was officially released, reflecting the
willingness to have more open, in-depth, and extensive cooperation with other
countries in the world. The ICD file defines the related contents such as signal
structure, basic parameters and ranging codes, for public service signal B1I and B2I
between the Beidou space constellation and user terminals. Among them, the B11
signal’s carrier frequency is 1561.098 MHz, and the B2I signal’s carrier frequency
is 1027.14 MHz, and the chip rates for B1I’s and B2I’s signal ranging codes are
both 2.046 Mcps, with a length of 2046 bits.

Presently, the construction for step 3 of the Beidou has been making steady
progress based on the plan. On March 30th, 2015, the 17th Beidou satellite (the first
experimental global satellite) was launched, with more than 95% parts localization
rate, and the LOONGSON CPU made in China was used for the first time. On July
25th, 2015, the 18th and 19th Beidou satellites (both are experimental global
satellites) were launched, with more than 95% parts localization rate, and the new
generation high-precision rubidium clocks independently developed by China were
installed on both satellites respectively. The constellation and network status for the
Beidou are shown in Table 1.1.

1.3 Composition of GNSS

For convenience, we briefly introduce the composition of a GNSS system using the
GPS as the example [1, 2]. As shown in Fig. 1.1, the GPS mainly comprises three
segments: the space constellation segment, the ground monitoring and control

Space Constellation & Py
Segment odis 4 "‘El

Ground Monitoring
and Control
Segment

ERE fyl_llsl
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segment, and the user equipment segment. Among the three segments, the first two
segments are controlled by the United States, while the user equipment segment can
be freely designed and selected by users.

The space constellation is composed of orbiting GPS satellites. The satellites are
evenly distributed on six orbital planes maintaining 55° inclination angles with the
earth’s equatorial plane. The respective orbital planes are separated by 60° from
each other, i.e. the right ascensions of the ascending nodes (RAAN) for the
respective orbital planes are separated by 60°. The arguments of latitude for the four
satellites in every unique orbital plane are 90° apart from each other, while the
satellite located within every orbital plane leads the corresponding satellite orbiting
the adjacent orbital plane on its west by 30°, to satisfy the requirement of providing
even global coverage by GPS satellite signals. The average altitude of the satellite
orbits is 20,200 km, and the orbital period is 11 h, 57 min and 57.26 s, i.e.
12 sidereal hours. In short, the satellite constellation orbital parameters and the
distribution are determined after a comprehensive optimization, to ensure that four
or more GPS satellites with more than 5° elevation angle can be observed simul-
taneously at any time and place on the earth. Generally 9—12 satellites can be
observed simultaneously. The diagram of the GPS constellation is shown in
Fig. 1.2.

The ground monitoring and control segment is composed of a master control
station, three injection stations, and five monitor stations. The ground monitoring
and control stations are mainly located in the United States or in overseas US

Fig. 1.2 GPS constellation
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military bases. The master control station is located at Falcon Air Force Base in
Colorado, and is equipped with large-scale computers, to calculate satellite ephe-
meris and satellite clock correction parameters based on observed GPS data given
by various monitoring stations. In addition, the master control station performs
satellite control as well: when a working satellite experiences failure, the spare
satellite can be dispatched. The injection stations are located in Ascension Island,
Diego Garcia and Kwajalein, and their main function is to inject the satellite
ephemeris and satellite clock correction parameters calculated by the master station
to the satellites. The monitor stations are equipped with GPS receivers, atomic
frequency standards, and computer processors. The master station also has the
functions of a monitor station as well. The other four monitor stations are located at
Hawaii, Kwajalein, Diego Garcia, and Ascension Island, which are mainly used to
monitor satellites’ status. In short, the ground control segment can monitor the
statuses of GPS signals, to ensure normal operation of satellite navigation, and to
provide real-time information updates.

The main functions of a user receiver are GPS signal acquisition, tracking and
demodulation, and positioning calculation based on the intersection principle as
illustrated in Fig. 1.3. If three-dimensional positioning information is needed, sig-
nals from more than 4 satellites must be received (the impacts of receiver clock bias
need to be taken into consideration, more details can be found in Sect. 1.5.2).
A complete set of GPS user equipments includes receiver hardware, software, and
post-processing software package for GPS data. Presently, various types of receiver
have been becoming smaller in volume, lighter in weight, and more convenient for
users.

Position of The
First Satellitée

Position of The
Second Satellite

Position of

A Receiver
I

Position of The
Third Satellite

Fig. 1.3 Intersection principle of GPS positioning
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1.4 GNSS Signals
1.4.1 GNSS Signal Structure

GPS/GNSS signals consist of three parts: carrier, spreading code and navigation
message (D code). Traditional GPS navigation signals refer to the navigation sig-
nals broadcasted by Block IIR series satellites (or other satellite series before it),
e.g. navigation signals broadcasted by L1 frequency and L2 frequency. For modern
GPS satellites, new military M code has been added in addition to the L1 and L2
frequencies, and three civil signals L2C, L5 and L1C have been added as well [3].
All carrier frequencies are modulated by dedicated Pseudo Random Noise
(PRN) code, navigation message are used for each satellite, and the CDMA mul-
tiplexed mode has been used. Various parameters of present GPS signals are shown
in Table 1.3 [3].

The initial GPS system has two ranging codes: Course-Acquisition code (C/A
code) and Precision code (P code). The GPS navigation message sets data at a
50 Hz rate, and through the corresponding modulation method, it is modulated onto
the 1.023 MHz C/A code and the 10.23 MHz P code.

1.4.2 Transmission Carrier

As described above, modern GPS signals are composed of three carrier frequencies:
L1, L2, and LS. The reference clock frequency for the signals is fy = 1.023 MHz,
and various frequencies needed are generated using a frequency synthesizer. The
center frequency of L1 is 1575.43 MHz, and its wavelength is 19 cm. The center
frequency of L2 is 1227.6 MHz, and its wavelength is 24 cm. The center frequency
of L5 is 1176.45 MHz, and its wavelength is 26 cm.

Table 1.3 Related parameters of GPS signals

Codes Carrier frequency (MHz) | Modulation Chip rate (Mcps) | Chip length
type

LIC/A | 1575.42 BPSK 1.023 1023

LIP BPSK 10.23 6.187104e12

LIM BOC 5.115 Undisclosed

LIC MBOC 1.023 10230

L2P 1227.6 BPSK 10.23 6.187104e12

L2CM BPSK 0.5115 10230

L2CL 767250

L2M BOC 5.115 Undisclosed

L5 1176.45 QPSK 10.23 10230
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We highlight the L1 and the L5 frequency signals here. The L1 frequency
provides two ranging code signals: the C/A code and the P code. The LS5 frequency
provides ranging code and synchronization code. On the L1 frequency, the C/A
code and the P code are orthogonal to each other, and a single satellite’s transmitted
signal can be expressed as

SLi1(t) = ApP(t)D(2) cos(2nfit + ¢) + Acc(t)D(t) sin(2 wfit + ) (1.1)

where Sp;(7) is the L1 frequency signal; A, is the P code amplitude; P(r) = +1
denotes the P code; D(¢) = £1 denotes the data code; f; is the L1 carrier frequency;
¢ is the initial phase; Ac is the C/A code amplitude; ¢(r) = £1 denotes the C/A
code.

The L5 signal is composed of two components with equal magnitudes and in a
phase quadrature relationship. Between the two components, one component carries
navigation information, which is also known as the data channel. And the other
channel that does not carry navigation information is known as the pilot channel or
dataless channel [3]. A single satellite’s transmitted L5 signal can be defined as

Sis (l‘) = d(Z)NHlo(Z)C[(Z) COS(2TEf5l + d)) +NH20(I)CQ(I) sin(27rf5t+ ¢) (12)

where S5(f) is the L5 frequency signal; d(¢) is the navigation data stream after
encoding; NHyo(t) and NHy () are the NH codes with 10-symbol and 20-symbol
periods, and they can also be called the synchronization code; c(¢) is the PRN code
of the data channel; c(?) is the PRN code of the pilot channel. Each satellite has a
pair of unique ¢(f) and cq(?) codes, but ¢((r) and c(?) are not correlated to each
other, and the PRN codes of different satellites are not correlated either; f5 is the L5
frequency; ¢ is the initial phase.

Due to the use of spread spectrum, the signals are very weak, and far below the
noise level. At the same time, due to relative movement between satellites and
receivers, the Doppler effect ensues.

1.4.3 Ranging Code

The C/A code is a short code, with 1.023 MHz chip rate, 1023 chip length, and
1 ms chip period. The main reason for using a short code length is to facilitate a fast
signal acquisition. Different satellites use different C/A codes.

The C/A code generator is composed of two sets of 10-stage shift registers: G,
and G,, as shown in Fig. 1.4. The characteristic polynomials for the two 10-stage
linear feedback shift registers G|, G, can be expressed as

Gi=1+x" +x" (1.3)
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Fig. 1.4 C/A code generator

Gy =1+ +2 +2° 4+ +27 +x1° (1.4)

where G| and G, can both generate 1023-bit long maximal linear shift register
sequence (m sequence), and the initial conditions are both 1, which can usually be
depicted using a polynomial form 1 + Y x, where x' refers to the i th stage’s output
by a modulo-2 addition (XOR) input shift register, and 1 refers to feed the output of
the adder to the first stage. The C/A code of every satellite is obtained by XORing
G,’s and G, ’s direct output sequences. G;’s delay effect is obtained by selecting the
positions of the two taps and performing an XOR operation, so the result is still a
Pseudo-random code sequence with a changed phase. The C/A codes for different
satellites are produced by using different tapping method, and the tapping method
for every satellite can be seen found in reference [1, 2].

Different GNSS signals can be detected and distinguished by utilizing the
characteristics that the C/A codes have good autocorrelation and cross-correlation
and each GNSS signal’s C/A code is different. This is the basic working principle of
GNSS receivers.

ICD-GPS-200 stipulates that the C/A code is generated by forming a time delay
through two taps of the shift register G,, therefore there are only 45 Gold code
combinations. Among them, 32 Gold codes associated with the best characteristics
are used for space GNSS signals. Since the C/A code has the characteristics of
circulation correlation, when we study correlation functions for the C/A code, we
essentially only consider its characteristics inside one period. When the delay time
is within a C/A code period, the autocorrelation function of the C/A can be
approximated as

— g
R(t) = Te ~0c 1.5
) {0 “ others (13)
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Fig. 1.5 Correlation characteristics of C/A codes

where T is the chip length of the C/A code and t represents the time delay in the
autocorrelation function.

Different GNSS satellites are allocated with different C/A codes. In the process
of de-spreading, a receiver generates all satellites’” C/A codes locally, and then
makes phase shifts in order to perform correlation calculation with received GNSS
signals. Since autocorrelation is strong with the C/A code sent by the corresponding
satellite, a peak value is formed when the phase delays are the same. While for
different satellites, the cross-correlation coefficients are very small. Consequently,
by using the C/A codes’ autocorrelation and cross-correlation characteristics, dif-
ferent GNSS signals can be distinguished. Figure 1.5 compares autocorrelation and
cross-correlation functions for GNSS signal’s C/A codes.

The power of a GPS/GNSS signal’s C/A code is approximately —160 dBw,
therefore its carrier-to-noise ratio (CNR) is 45.2 dB-Hz. The navigation message,
obtained by the receiver terminal after de-spreading and demodulation, has a 50 Hz
chip rate, while the chip rate for the C/A code is 1.023 MHz. Consequently the C/A
code has approximately 43 dB of spread spectrum processing gain. After
de-spreading, the signal-to-noise ratio (SNR) is approximately 25.2 dB, which is
sufficient to ensure that the receiver can perform normally when receiving weak
signals.

The chip rate of the P code is 10.23 MHz. The spectral width of the main lobe is
20.46 MHz and it is generated by two PRN code sequences with the same chip
rates. The first pseudo noise sequence has a length of 15 345 000 chips, and the
length for the other one is 15 345 037 chips. The difference between both
sequences’ lengths is 37 chips, and the lengths for both sequences are mutually
prime to each other. Consequently, the synthesis code for the two codes has a chip
length of 23 017 555.5 s, which is a little longer than 38 weeks. Since the code is
reset once a week, the actual P code chip length is 1 week. The 38-week long code
is divided into 37 different P codes, so that each satellite can use different part of the
same long code.
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1.4.4 Navigation Message

Navigation message is the navigation positioning data sent to users in the form of
binary codes. It is mainly composed of satellite ephemeris, clock bias correction
parameters, signal propagation delay parameters, satellite status information, time
synchronization information, and an almanac for all satellites. The navigation
message is transmitted to users through pseudo random code after spread spectrum
modulation. A receiver performs demodulation on the received signals, so the
related navigation message can be obtained, and the position information for the
receiver can be calculated.

One basic unit of the navigation message is the mainframe. Each mainframe has
a length of 1500 bits, which can be further divided into five sub-frames. Each
sub-frame contains 10 words, and every word contains 30-bit navigation data. The
format of a navigation message is shown in Fig. 1.6. Since the navigation mes-
sage’s transmission rate is 50 bits/s, 6 s is needed to transmit a sub-frame, and 30 s
is needed to transmit a main frame. The first two words in each sub-frame are a
telemetry word (TLM) and a handover word (HOW). The first 8 bits of the TLM is
the synchronization header. The first 17 bits of the HOW is the time of the week
(TOW) count, using 6 s as the unit, and the 20th-22nd bits are used for sub-frame
ID.

The reminder of the message constitutes the first and second data blocks, which
include satellite clock calibration parameters, clock reference time, atmospheric
correction parameters, and satellite ephemeris or orbit parameters. The sub-frame 4
and 5 constitute the third data block, which carries the almanac information for all
GPS satellites. Consequently, to accurately calculate the satellite ephemeris data,
the complete data for at least the first three sub-frames is needed.
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Fig. 1.6 Navigation message structure
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1.5 GNSS Receiver
1.5.1 Types of GNSS Receivers

A GPS signal receiver is the terminal device used to implement GPS satellite
navigation positioning. It is a type of wireless receiver equipment used for
receiving, tracking, converting and measuring GPS positioning signals. It has all the
characteristics of commonly used wireless receiver equipments, and is capable of
acquiring, tracking and processing weak GPS signals.

GPS receivers can be categorized into the following types:

1. Categorization based on working principles

For GPS satellite measurement techniques based on the passive ranging prin-
ciple, the key is how to measure the distance between a GPS signal receiver antenna
and the GPS satellites. Based on different ranging signals used for measuring
distance, GPS receivers can be classified as below: (D) Code phase receivers use the
ranging code to determine the time delay for a satellite signal to reach the receiver.
Its real-time positioning precision is relatively low (generally around 10 m). But
this type of receiver is very cheap, so it has been widely applied. @ Carrier phase
receivers compares the reference carrier signal generated by the receiver and the
received carrier signal with Doppler shift. This type of receiver has better posi-
tioning precision than the code phase type, and it is mainly used for precise geodetic
and engineering survey applications. This type of receiver has a complex structure
and is fairly expensive.

2. Categorization based on applications

Since GPS signal receivers can measure its moving carrier’s parameters under all
weather conditions, at anytime, anywhere with high-precision, they can be classi-
fied based on the applications as below: (D geodetic receivers; (@ navigation
receivers; @ timing receivers.

3. Categorization based on the number of used carrier frequencies

Based on the number of used carrier frequencies, the receivers can be classified
as: (D A single-frequency receiver uses only a single carrier frequency signal to
perform navigation positioning measurement. @ A multi-frequency receiver
simultaneously uses multiple frequencies to provide navigation positioning
measurement.

4. Categorization based on the number of used GNSS

Based on how many GNSS are used, receivers can be classified as: D A
single-mode receiver only uses a single GNSS system to provide navigation
positioning measurements. (2) A multi-mode receiver simultaneously uses multiple
GNSS systems to provide navigation positioning measurements, e.g. a GPS/Beidou
double-mode receiver.
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1.5.2 Working Principle of GNSS Receivers

To use the working principle of a code phase receiver as an example, a satellite
navigation signal, after being transmitted by an antenna, goes through the iono-
sphere and the troposphere to reach the frontend of a RF antenna. After
down-conversion and A/D conversion, the received RF signal is amplified, and
converted to a digital intermediate frequency (IF) signal. A software receiver
acquires the received signal and obtains the satellite’s assigned serial number, initial
code phase shift, and the corresponding signal frequency containing Doppler shift
components. Then the above parameters are sent to the tracking module, to estimate
each satellite’s precise code phase shift and precise signal frequency containing
Doppler shift components. The data is then demodulated. At the same time, the
synchronization head of the demodulated data can be found using the navigation
message’s preamble, and then the navigation message can be decoded based on the
synchronized data. And these can be combined with the code phase shift to cal-
culate the Pseudo-range value. Finally, the Pseudorange value is used to calculate
the position of the user receiver.

1. Acquisition

The objective of acquisition is to obtain the satellite’s assigned serial number,
the initial code phase shift and a rough estimation on the signal frequency con-
taining Doppler shift components, in order to provide initial values for the tracking
loop.

Signal acquisition inside the GPS receiver can be regarded as a three dimen-
sional search: the first dimension is PRN code; the second dimension is spread code
phase; and the third dimension is Doppler frequency shift.

For the PRN code, if there is no supplemental information available when a
receiver turns on, and there is no knowledge on the present satellite constellation
distribution, then the number of all PRN codes is 32. Under the circumstance,
possible PRN codes must be tried one by one exhaustively. This is called a
Cold-Start since no prior information can be leveraged. If supplemental information
can reduce the search volume, then the search time can be reduced significantly. For
example, the Warm-Start or Hot-Start, using existing historic almanac or ephemeris
data and the local time, and under the condition of knowing the approximate
position, can approximately derive the GPS constellation distribution under the
current zenith. Thus it greatly reduces the search space of PRN codes, so the time
required for the search process can be shortened significantly.

For searching the pseudorandom spreading code phase, firstly local spreading
codes need to be generated. By setting different local spreading code phases, the
correlations between the local spreading codes and the input signal are calculated.
Due to the strong autocorrelation of the spreading code, strong correlation can only
be produced when the phase of a local code and the input signal’s spreading code
are aligned. Once the corresponding correlation value for a spreading code phase
surpasses a preset threshold value, the correct local spreading code phase can be
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regarded as being identified. Since the position of the corresponding peak is very
sensitive to the phases, we would lose the peak quickly if the phase difference is
more than one chip. Consequently, once a related higher peak appears, the differ-
ence between the spreading code phase of the input signal and the local spreading
code can be regarded as within one chip.

For Doppler frequency search, the local carrier is generated and adjusted first,
and then it is multiplied with the input signal. If a local carrier and the carrier of the
input signal are very similar to each other, the high frequency carrier components in
the input signal can be removed. Since possible carrier frequencies for the input
signal are not known in advance, different local carrier frequency values need to be
tried. In addition, since Doppler frequency shift can be generated due to relative
movements between receivers and satellites, all possible Doppler frequencies need
to be covered as well, and an usual range of +10 kHz [1] is used. The selection of
the frequency step is a compromise between search sensitivity and search effi-
ciency: for a fixed frequency search interval, a smaller frequency step increases the
number of searches needed, thus directly increases the workload needed to cover
the whole frequency search range, leading to a prolonged search time. But it has the
benefit of increased search precision. Figure 1.7 illustrates an acquisition search.

Presently, commonly used signal acquisition methods include traditional
time-domain sliding correlation acquisition, parallel time domain sliding correlation
acquisition, and FFT parallel acquisition. Among them, the time domain sliding
correlation acquisition method is most straightforward, but the acquisition time is
longer. The other two methods can reduce acquisition time using parallelization.
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Fig. 1.7 GPS acquisition search
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(1) Traditional Time Domain Sliding Correlation Acquisition

The time domain sliding correlation acquisition method is a method to obtain
correlation by performing a sliding operation on the C/A code in the time domain,
and then acquiring the GPS signal. The working principle is to acquire a satellite
signal, and then the receiver inputs the satellite signal into the acquisition function
module after mixing and sampling. Simultaneously, within the frequency search
range, the local carrier frequency is determined, and then the satellite’s C/A code
can be reproduced locally. After setting the local carrier frequency and the C/A
code, the received satellite signal can be multiplied with the local carrier, so the
carrier can be separated from the signal. Then the correlation calculation is per-
formed with the local C/A code to finally detect the peak value of the correlation
calculation, and record the corresponding C/A code phase of the peak value.
According to the autocorrelation characteristics of the C/A code, when the locally
generated C/A code phase is the same as the input C/A ode phase, the correlation is
at its maximum. Otherwise, the correlation value decreases. To compare the cor-
relation value to a threshold, if it is larger, then the acquisition is successful.
Otherwise, the C/A code phase needs to be changed. If all possible code phases for
a frequency have been tried out, but no peak value has been found to surpass the
threshold, then the local carrier frequency is not accurate enough to demodulate the
carrier frequency. In that case, the local carrier frequency can increase or decrease
by a given step size, and the above procedure can be repeated. In this fashion, the
search is conducted inside the frequency range, until the correlation peak value can
be acquired and the current local carrier frequency can be recorded. The frequency
shift and the initial position of the C/A code caused by the Doppler effect can be
reduced by repeated computations.

(2) Parallel Time Domain Sliding Correlation Acquisition

The time consumed for acquisition is determined by the time consumed for C/A
code correlation calculation. Under the premise that there is no means to reduce the
number of correlation calculations, to adopt a parallel computational structure helps
to reduce the computation time. There are three types of parallel acquisition: C/A
code parallel acquisition, carrier parallel acquisition, and simultaneous parallel
acquisitions of the C/A code and the carrier.

The C/A code parallel acquisition method adds N code correlators on the basis of
the traditional time-domain sliding correlation method. That is to add N — 1
computation channels in addition to the original correlation computation channel.
The C/A code correlation computations for N shifts can be performed in parallel. If
N results surpass a threshold, then the C/A code’s initial position information can be
obtained from the acquisition process. If the results do not surpass the threshold,
then all N channels would update the C/A code after shifting. Consequently the
acquisition speed of the method is N times faster than that of the traditional method.

The approach of carrier parallel acquisition is similar. The only difference is that
the parallel computations are performed on the carrier instead of on the C/A code.
In the process of satellite signal demodulation, multiple carrier signals are generated
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and the demodulated signals are fed into multiple correlators, to perform correlation
computations with the same C/A code signal.

By performing simultaneous parallel acquisitions on the C/A code and the
carrier, the results can be combined. By adopting multiple local NCOs
(Numerically Controlled Oscillator) and code correlators, shifts of the carrier and
the C/A code can be performed in parallel. Compared with the traditional acqui-
sition method, the time needed for the method can be reduced significantly, but its
hardware structure tends to be complex, so more resources are consumed.

(3) FFT Parallel Acquisition

For the time domain sliding correlation acquisition method, the acquisition
process is a process to reproduce different C/A code phases and local carriers, and
then perform correlation computations with the GPS after the sampling to obtain the
maximum value. The algorithm is very easy to implement, but the required amount
of computations is larger, and the computation time is longer. To achieve rapid
acquisition of GPS signals, the parallel acquisition method based on FFT can be
used to significantly reduce acquisition time [7].

2. Tracking

After acquiring the satellite signal, the initial estimates on the frequency and the
code phase for the input signal carrying Doppler components are obtained and fed
into the receiver’s tracking module. The role of the tracking loop is to track the C/A
code’s initial phase and the signal frequency carrying Doppler components, and to
perform the accurate synchronization between the receiver’s local signal and the
input signal. After the tracking loop finishes the satellite signal tracking, accurate
navigation messages can be extracted. Thus the accurate positions of the satellite
and the receiver can be calculated. The satellite signal tracking loop is composed of
two loops: the carrier tracking loop and the code tracking loop. The carrier tracking
loop performs the synchronization on the carrier frequency and carrier phase, while
the code tracking loop aims to obtain the C/A code phase in the satellite signal.

Figure 1.8 illustrates the working principle of the tracking loop. Firstly, the input
signal multiplies with the local carrier’s quadrature and in-phase components to
demodulate the carrier, and two channels of mixed signals can be obtained. Then,
by multiplying the local C/A code with the signal after the mixing, the satellite
signal is de-spreaded, and low-pass filters are used to filter out the high-frequency
components of the mixed signals. The discriminator gives the phase difference
between the modulating carrier in the signal and the local carrier. The main role of
the loop filter is to reduce noise, and to ensure that an accurate estimate on the
original signal’s carrier frequency can be obtained. The filter’s order and noise
bandwidth also determine the dynamic range of the tracking loop. The error signal
can be generated by subtracting the loop filter’s output signal and the original
signal, and the error signal is fed back to the filter’s input to form a closed
loop. After the phase difference message passes the loop filter, the output
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information is fed back to a numerical digital controlled oscillator (NCO). This is
used to correct the local carrier, to achieve the objective of carrier tracking.

Figure 1.9 shows the working principle of the code tracking loop. I and
QO represent the quadrature and in-phase components respectively. E, P and
L represent the local C/A code as the early code, the prompt code and the late code.
The accumulators in the loop, i.e. pre-detection integrator, code discriminator and
code loop filter, determine the characteristics of the code tracking loop.

After multiplying the input signal of the tracking loop and the straightly aligned
carrier, the input is demodulated onto the baseband. Then it multiplies with the
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three locally generated C/A code variations (the early code, the late code and the
prompt code). The integral accumulation is then performed, i.e. calculating the
correlations between the demodulated signal and the three variations of the C/A
codes. The locally generated C/A code’s chip rate can be adjusted based on the
correlation values of the three C/A code variations, and the code sequence’s
positions can be changed to maintain the same correlation values for the early and
late codes, thus the correlation value for the prompt code is kept at the maximum.
Figure 1.10 shows the chip positions where the correlation values for the late code
and the prompt code are the maximum.

In Fig. 1.10a, the late code’s correlation value reaches the maximum, verifying
that at the present time, the code phase’s correlation value has already advanced, so
the code phase needs to be adjusted. The results in Fig. 1.10b are obtained after the
code phase adjustment. At the time the correlation peak values for the early and late
codes are the same, and the prompt code’s correlation peak value reaches the
maximum, therefore the loop tracking performs properly.

The carrier tracking loop provides the local carrier information for the code loop,
and the code loop also provides the code phase delay information for the carrier
tracking loop. Essentially, the implementation mechanism for the carrier tracking
loop and the code tracking are the same. Figure 1.11 shows the coupling structure
of the two tracking loops in GNSS.

3. Positioning Solution Algorithm

There are many methods to perform positioning using GPS. They can be cate-
gorized as two types, i.e. absolute positioning and relative positioning, based on
different reference points. The absolute positioning methods determine the position
of the station relative to the Earth’s center of mass, in the protocol earth coordinate
system (i.e. WGS-84 coordinate system). In this case, it can be regarded that the
reference point coincides with the geocenter. The relative positioning methods
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determine the relative position between the station and a ground reference point, in
the WGS-84 coordinate system.

)

2
3)

(4)

®)

The main roles of the positioning module in the GNSS receiver include:

Find the synchronization header of the navigation message after the tracking
demodulation.

Perform bit and frame synchronizations.

Calculate the initial pseudorange from the satellite to the receiver using the
precise code phase shift and synchronization header position.

Use the error correct parameters to eliminate errors caused by factors affecting
positioning accuracy such as satellite clock difference, Ionospheric and tropo-
spheric errors, and perform pseudorange adjustment to calculate the accurate
satellite position at a given time.

Based on the satellite position, nonlinear least squares criterion is used to
calculate the position of the user receiver. For user position calculation, four
unknown parameters (i.e. three dimensional coordinates and receiver clock
difference) need to be solved. Consequently, to determine a user’s position,
generally signals from more than four satellites are needed.

After the pseudorange adjustment, the corresponding pseudoranges for the four

GNSS signals can be calculated as (047, 0a2, Pa3s Pas)s the equivalent distance for
the receiver clock bias is ba, and then the positioning equations become:
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PAL = \/(XA —x1)’+ (a =)+ (za —21)° +ba
Paz = \/(XA — ) 4 (A —y2)° 4 (2a —22)° + ba 1.6
PA3 = \/(XA —x3)" 4+ (ya —v3) 4 (za — 23)° +ba
Pas = \/(XA - x4)2 + (ya —y4)2 + (za — Z4)2 +ba

where (xa,ya,za) is the receiver’s coordinates under the WGS-84 coordinate
system; and (x;, y,z;) is the ith satellite’s coordinates under the WGS-84 coordinate
system.

By solving the above equations, parameters such as the receiver’s position can
be obtained. But the equations are nonlinear. To use the pseudorange positioning
algorithm, the nonlinear equations need to be linearized. Processing methods
include the iterative method and the direct solution algorithm. The iterative posi-
tioning algorithm needs the initial user position, and is highly dependent on the
initial value: if the initial value has a larger deviation, then the number of iterations
and the amount of computations would increase. The direct solution method does
not need any iteration and the initial user position, and its computation is simple and
the real-time performance is very good. But pseudoranges from at least five
satellites are required.

For the iterative positioning algorithm, an initial position (xao,Ya0,za0) Of a
receiver is identified to start the linearization, and usually the center of the earth
(0,0,0) is selected. By defining increment formula as:

XAl = Xa0 + Axa
YAl = Yao + Aya (1.7)

ZA1 = 2a0 + Aza

By performing a first-order Taylor expansion on the nonlinear parts in the
Eq. (1.6) at (xa0,YA0,2a0), the following can be derived:

XA0 — ZA0 —

pA1:p0A1+ Ax —|— A A+ IAZA—FbA
Al pAl pAl
Xp0 — X -z
paz = P+ 0T Ay PO I2Ay p OZB Ar by
Paz PAz PAz (1.8)
XA0 — X — Z '
pas = P+ 0B Ay + PO Iy OB Ay by
A3 PA3 PA3
X, Z
PA4—PA4+74AXA+)} A +74AZA+bA
PA4 PA4 PA4
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where

;

Par = \/(xAO —x1)* 4 (a0 — 31)° + (2a0 — 21)°
Pz = \/(on —x2)2 4 (a0 — 12)° + (200 — 22)° (19)
s = \/(XAO - x3)2 + (yao — y3)2 + (za0 — Z3)2

( Pas = \/(on —x4)? + (ya0 — y4)* + (za0 — 2)°

The non-linear equations are converted into a set of linear equations, and then
they can be solved using an iterative algorithm.

After receiving and obtaining the pseudo-ranges from at least 5 satellites, the
direct positioning algorithm can be used. The direct positioning method performs
transposition square on the Pseudo-range equations first to obtain:

(a1 —ba)* = (xa —x1)>+ (oa —31)° +(za —21)°
(Paz — bA)2 = (xa — x2)2 +(ya — y2)* + (za — 22)2
(Pas — ba)’ = (xa —x3)° + (ya = 33)* + (24 — 23)° (1.10)
(Pas — ba)* = (xa — x4)" + (va — y4)* + (24 — 24)°
(Pas = ba)’ = (xa —x5)° + (va —¥s)° + (za — 25)°

where pys = \/(XA —x5)" + (va = 5)" + (2a — 25)" +Da.
By subtracting the first equation from all the other equations, the pseudo-range

equations can be linearized. Given that r} = x? +y? +z7, the equations have the
forms below after the subtraction:

2(xy — x1)xa +2(y2 — yi)ya +2(z2 — 21)za — 2(par — Par)ba = (3 — 1) — (Pa2 — PA1)
2(xs — x1)xa +2(v3 = y1)ya +2(z3 — 21)2a — 2(pas — par)ba = (5 = 17) = (PAs — PA1)
2(xg — x1)xa +2(va = y1)ya +2(za — 21)2a = 2(pas — par)ba = (3 = 17) = (Pra — PAI)
2(xs — x1)xa +2(ys — y1)ya +2(z5 — 21)za — 2(Pas — Pa1)ba = (rg - rf) - (Pzzxs - Pzle)

(1.11)

Then, by solving the above linear equations, the parameters such as receiver
position and clock bias can be obtained. When the number of satellite
pseudo-ranges obtained by the receiver is larger than the minimum requirement, the
least squares algorithm is commonly used to take advantage of pseudo-ranges to
further improve ranging precision [1].
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1.6 The Impacts of Interference on GNSS Receivers

Since GNSS usually uses the CDMA multi-access technology, a periodic pseu-
dorandom spreading code is used for spread spectrum modulation on the trans-
mitter, and the same pseudorandom spreading code is used for de-spreading based
on correlation on the receiver. After the spreading spectrum modulation, the
information energy is evenly distributed on a wider bandwidth, and the power
spectral density decreases. After the spread spectrum signal de-spreading, the
wideband signal is reconstituted into a narrow band signal, and the power spectral
density increases. Consequently the spread spectrum technology itself carries cer-
tain interference mitigation capability. Nevertheless, the distance between the
satellite and the receiver is very far and the satellite’s transmitting power is rather
low. One analogy to illustrate this phenomenon is to watch a 50 W light bulb from
approximately 20,000 km away, as shown in Fig. 1.12. Similarly, the GNSS signal
received by the receiver is very weak, usually submerged in the thermal noise on
the receiver. When the receiver is under the impacts of various intentional and
unintentional RF interferences, the GNSS signal cannot be extracted from the noise,
finally leading to a decrease of positioning accuracy and locking loss on the
tracking loop. Sometimes even the satellite cannot be acquired normally [8-10].

Interference on GNSS receivers can be categorized into two types: intentional
and unintentional interference, as shown in Fig. 1.13. Intentional interference
includes jamming and spoofing; while unintentional interference includes Radio
Frequency Interference (RFI), multipath interference, and in-band pulse interfer-
ence etc.

Jammer mainly transmits high-power interference signal to jam the GNSS signal
at a receiver’s front end, so the receiver cannot accurately acquire and track the
GNSS signal [8-11]. A jammer only needs to overlay its high-power random
waveform signal with the GNSS signal on the frequency spectrum, so the technical
difficulty of implementation is low. Jamming can be further categorized as nar-
rowband interference (aiming) and wideband interference (blocking).

Based on the motion state of a receiver relative to the interference, the inter-
ference can be classified as low or high dynamic interference [12]. In a high
dynamic environment, a GNSS receiver experiences significant changes on its
motion velocity and rate of velocity change, which impact the receiver’s acquisi-
tion, tracking, and positioning, leading to serious degradation on the performance of
traditional adaptive interference mitigation techniques. This is because under high
dynamic conditions, due to high-speed motion or rotation of a receiver platform, the

Fig. 1.12 An analogy on S50W
GNSS received signal Approximately

strength 20 000km
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Fig. 1.13 Different types of GNSS interference

incoming direction of the interference related to the receiver experiences rapid
changes. Since the actual adaptive process requires stable signals, only few data
snapshots can be used to estimate the adaptive weight values. Under the condition,
if a regular adaptive beamforming method is used, the null formed around the
interference direction is too narrow. The interference could then easily shift out of
the null zone and avoid suppression, leading to the failure of regular adaptive
method.

Spoofing transmits fake signals similar to the GNSS signal to disrupt the
receiver, making it to generate faulty positioning information, or even take control
of the targeted receiver [13, 14]. Based on different working principles, spoofing
techniques can be further classified as “generating” or “meaconing” types. To use
the “generating” interference, the GNSS signal structure must be grasped, so the
implementation difficulty is high. The “meaconing” interference, after intercepting
the receiver’s GNSS signal, delays and amplifies the signal and then forwards to the
target GNSS receiver, causing the target receiver to miscalculate the signal prop-
agation time from the satellite to the receiver, and leading to a faulty positioning.
Compared with the “generating” interference, the implementation difficulty of the
“meaconing” type is much lower.

Multipath interference refers to the phenomenon that when a signal transmitted
by a satellite, after being reflected by the objects around the receiver antenna,
arrives at the receiver at the same time as the signal following a direct path. This
changes the phase discrimination characteristics at the receiving loop, leading to
positioning errors [15-17]. The existing study results have shown that the pseu-
dorange errors produced by multipath interference can range from several meters to
even hundreds of meters. In addition, for geodetic receivers with higher precision
requirements, the impacts of multipath interference are greater. Consequently,
multipath interference mitigation is one of the hot topics in the GNSS receiver
design field.
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Different from the continuous interference on the time domain, the pulse inter-
ference appears from time to time. When the power of pulse interference is large, it
leads to decoding difficulties for GNSS receivers as well, or even make them stop
normal operation. A typical pulse interference is the DME/TACAN (Distance
Measuring Equipment/ Tactical Air Navigation System) interference [18, 19] that
overlaps with the working frequencies of the GNSS GPS L5 signal, the Galileo ES
signal, and the Beidou B2 signal.

To understand the impacts of interference on the receivers more intuitively, we
use the jamming as an example for illustration. In a single antenna structure system,
8 simulated satellite signals with a —20 dB Signal-to-Noise Ratio (SNR) are gen-
erated, and they are PRN1, PRN2, PRN3, PRN6, PRN14, PRN20, PRN22 and
PRN25 respectively. By adding a narrowband continuous wave interference, and
increasing the Interference-to-Signal Ratio (ISR) until we cannot acquire GNSS
signals. The acquisition results based on different ISR conditions are obtained as
shown in Fig. 1.1.

It can be seen from Fig. 1.14 that, as the SIR increases, the number of acquired
satellites reduces significantly. When the SIR is 28 dB, only some satellites can be
acquired and when the SIR reaches 32 dB, no satellites can be acquired normally.

This shows that various types of interference pose serious threats on GNSS
systems. In November 2013, during the PNT (Positioning, Navigation, and Timing)
workshop hosted by Stanford University, a report written by FAA in US clearly
pointed out that “GNSS is vulnerable because it is so valuable!”. In the Fourth
Chinese National Conference on GNSS in May 2013, the conference report written
by Yang Yuanxi, a Beidou satellite navigation expert and a fellow of the Chinese
Academy of Sciences, also pointed out that interference mitigation is one of the few
main problems faced by GNSS. In recent years, supported by multiple
national-level projects, the Civil Aviation University of China where the authors
have been working at, has been conducting studies on GNSS adaptive interference
mitigation, and has made a series of achievements. The national-level research
projects include one national outstanding youth fund project, an oversea out-
standing young scholars funds collaborative research project, a national “863”
high-tech project, and four National Natural Science Foundation projects etc.
A series of research achievements on topics such as low dynamic jamming sup-
pression [20, 21], high dynamic jamming suppression [22-26], spoofing counter-
measures [27-29], multipath interference suppression [30-35] and pulse
interference suppression [36—39] have been achieved. In later parts of the book, we
will elaborate on related interference mitigation algorithms for different types of
interferences and different application scenarios.
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Fig. 1.14 Acquisition results based on different ISRs

1.7 Summary

Firstly, this chapter briefly introduces the GNSS and its development status. Then,
using the GPS as an example, we briefly present the basic principles of GNSS from
various perspectives such as the composition, the signal structure, and the char-
acteristics of GNSS, and the basic principles on GNSS receivers. Finally, we
present the impacts of interference on GNSS receivers, and elaborate the necessity
of GNSS interference mitigation. The simple introductions on the principles in this
chapter lay a foundation for incoming chapters in which we will present various
satellite interference mitigation techniques.
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Chapter 2
Jamming Suppression

2.1 Introduction

The vulnerabilities of GNSS systems expose them to impacts from various inten-
tional and unintentional interferences. Of these various interferences, jamming is
the most common type, which mainly includes narrowband jamming and wideband
jamming. Even though GNSS adopts spread spectrum technology so that it has
certain capability of interference mitigation, this capability is constrained by
spreading gain. Usually the power of jamming is much larger than the power of the
GNSS signal. Under these conditions, the jamming power, even after de-spreading,
is still much larger than the signal power, and consequently a receiver cannot
acquire GNSS signal.

Techniques used for GNSS jamming mitigation can be roughly divided into
three categories: temporal domain and frequency domain filtering techniques,
spatial domain filtering techniques, and space-time domain joint filtering tech-
niques. Temporal domain and frequency domain filtering techniques [1-7] have the
advantages of low cost and simplicity. But when there are multiple narrowband
jammings or one single wideband jamming (temporal domain wideband signal),
these techniques cannot deliver effective jamming suppression performance. Space
filtering technique is a commonly used jamming mitigation approach. It can
effectively suppress narrowband and wideband jammings (array wideband signals)
using adaptive antenna arrays. Existing space filtering techniques include power
minimization algorithm (also known as power inversion algorithm) [8—11], Capon
algorithm [12, 13], and blind adaptive beamforming method using GNSS signal
characteristic (the known spread spectrum code characteristic of periodic repetition)
[14, 15]. However, only space filtering technique consumes one degree of freedom
to suppress one narrowband jamming. To suppress wideband jamming, the number

The original version of this chapter was revised: For detailed information please see Erratum.
The erratum to this chapter is available at https://doi.org/10.1007/978-981-10-5571-3_7
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of antenna array elements needs to be increased. This increases the cost of GNSS
receivers and also is difficult to implement in the case of restricted antenna aperture
(e.g. airborne and missile-borne conformal arrays). Space Time Adaptive
Processing (STAP), which was originally designed for Airborne Early Warning
(AEW) radar to suppress ground clutter [16, 17], can be used to solve the above
problem. This technique, under the premise of not increasing the number of array
elements, can increase the degree of freedom of an adaptive filtering system by
using multiple taps.

Due to the limitations of temporal domain and frequency domain techniques, this
chapter only briefly introduces the temporal domain and frequency domain filtering
techniques, and highlights the spatial domain and space-time filtering techniques.
First, we introduce the general model for array signal processing, then we introduce
the conventional spatial domain adaptive filtering technique. Secondly we study
two methods that use array signal processing gain to improve GNSS signal’s
carrier-to-noise ratio (CNR) [18]. Based on this foundation, we list an implemen-
tation scheme for a type of digital multi-beam jamming mitigation receiver and its
experiment results. Finally, we study the space-time adaptive filtering algorithm and
the corresponding reduced rank algorithm and equalization algorithm.

2.2 Temporal Domain and Frequency Domain Adaptive
Filtering

Temporal domain and frequency domain filtering methods were the earliest GNSS
jamming mitigation algorithms. The temporal domain filtering method suppresses
the jamming signal by designing adaptive temporal domain filtering. Frequency
domain filtering method first converts the signal into frequency domain for pro-
cessing, then a threshold can be set, and all spectrum values larger than the
threshold are set to be zero to suppress jamming signals. Compared with the
temporal domain filtering algorithm, the frequency domain processing is easier to
be implemented, so it is a commonly used jamming suppression technique at the
present time.

2.2.1 Temporal Domain Filtering

When Q temporal domain narrowband jamming sources exist, the model of the
received signals by a GNSS receiver is

Q

x(0) = S st + > jlt) + et 2.1)

=1 q=1
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Fig. 2.1 Block diagram of an adaptive FIR filter

where  s;(t) = AiDy(t — t))c)(t — 7;)e”4"  represents the [th GNSS signal
(I=1,2,...,L); wg is the angular frequency of the signal; A; is the carrier
amplitude; D,(z) is the navigation data bit information; ¢;(¢) is the C/A code for the
Ith satellite signal; 7; is the propagation delay for the Ith satellite signal; j,(7) is the
gth jamming signal (¢ =1,2,...,0); e(z) is the thermal noise of the receiver
(usually it is additive Gaussian white noise with zero mean and ¢ variance). We
can assume that the GNSS signal, jamming signal, and noise are not correlated with
each other.

Among the signals received by the receiver, the GNSS signal and noise are
temporal domain wideband signals, and the correlation between their sample values
is relatively small. But the jamming signal is a narrowband signal, so its sample
values have a very strong correlation. At the same time, the power of GNSS signal
is much smaller than the receiver’s noise power (by about 20 dB). The sum of both
can be approximated as receiver thermal noise. Therefore the jamming signal can be
estimated by designing an adaptive linear prediction filter, as a result the jamming
signal can be subtracted from the received signal [19]. This type of filter usually
adopts the non-recursive transversal structure, also known as adaptive Finite
Impulse Response (FIR) filter. Figure 2.1 shows the block diagram of an adaptive
FIR filter used for GNSS receivers.

In Fig. 2.1, given the number of FIR taps is K, the input signal vector of the filter
can be denoted as

x(t) = [x(t = T), x(t—2Ty), ..., x(t—KT)]" (2.2)

where T is the sample time; (o)T represents the matrix transpose operation.
Assuming the filter’s weighted vector is
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w=[w, wy ..., wg| (2.3)
The filter’s output signal is
¥(1) = whx(1) (2.4)

where (o)H represents the conjugate transpose operation. To suppress the jamming
signal, we can select a filter’s weighted vector to make the filter’s output signal y(f)
the estimated jamming signal. Since the GNSS signal is very weak, and the jam-
ming signal is a strong narrowband signal, the input signal x(f) can be used as the
reference signal d(¢). By using the Minimum Mean Square Error (MMSE) for filter
design, the weighted vector can be determined. The cost function can be defined as

F(w) = E{ lx(r) — wa(z)|2} (2.5)
where E{e} denotes mathematical expectation. By minimizing F(w), we can derive
Wopr = R "1y (2.6)

where R, = E{x(¢)x"(¢)} is the autocorrelation matrix of the filter input signal;
rg = E{x(¢)d"(¢)} is the cross-correlation between the filter input signal vector and
the reference signal; and ()" denotes the conjugate operation. At present time,
many algorithms can be chosen to solve Eq. (2.6), and the most representative
methods include Levinson-Durbin algorithm, Burg algorithm, Least Mean Square
(LMS) algorithm, recursive least squares algorithm etc. The details of these algo-
rithms can be found in Ref. [20], and we will not elaborate on them in this chapter.

2.2.2 Frequency Domain Filter

A simple type of frequency domain method can be adopted for narrowband jam-
ming suppression, and its block diagram is shown in Fig. 2.2. The algorithm first
performs Fast Fourier Transform (FFT) on the input signal. Then it detects the
jamming signals and suppresses them by setting the corresponding spectral values
in the frequency domain to zero. Finally it converts the signal back into temporal

Time domain I - Interference | ) . .
input sienal FET Jamming nulling in IFET Time domain
Input signa detection e | output signal

| frequency

Jamming suppression

Fig. 2.2 Frequency domain jamming suppression block diagram
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domain using Inverse Fast Fourier Transform (IFFT), and sends the converted
signal into a common receiver for positioning calculation [21, 22].

In Fig. 2.2, the frequency domain processing performs jamming detection first,
and then sets the corresponding spectral values to zero. Using a method similar to
the Constant False Alarm Rate (CFAR) method used in radar application (more
details can be found in Chap. 6 of this book), a threshold can be pre-determined,
and the spectral values after FFT can be compared with the threshold. If a value
surpasses the threshold, it can then be regarded as a jamming signal. The jamming
signal can then be suppressed by performing zero-setting on the detected spectral
values in the frequency domain.

When multiple narrowband jammings exist, even if we can suppress narrowband
jamming by using zero-value setting in the frequency domain, the method could
cause some loss on the GNSS signal. In particular, if the jamming signal is a
co-channel wideband signal related to the GNSS signal, the GNSS signal can be
filtered out using this method. Therefore even though the temporal domain and
frequency domain methods are easy to implement, their performances can
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Fig. 2.3 Comparisons of signal spectrums before and after using temporal domain and frequency
domain methods (single frequency jamming scenario)
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drastically degrade, or even totally lose effectiveness in the cases of multiple nar-
rowband jammings or a wideband jamming.

When a jamming signal’s frequency changes over time (e.g. a linear frequency
modulated signal), a more effective method is to use time-frequency analysis tool
[23] to separate the jamming signal and the GNSS signals, and then perform
jamming suppression. References [24-27] studied the time-frequency domain
GNSS jamming mitigation method based on Short Time Fourier Transformation,
and subspace techniques etc.

2.2.3 Simulation Results

In this section we verify the effectiveness of temporal domain and frequency
domain methods through simulations. For the first simulation, the received signals
include one GPS signal and one single frequency jamming signal with 40 dB
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Fig. 2.4 Comparisons of signal spectrums before and after using temporal domain and frequency
domain methods (0.3 MHz jamming bandwidth scenario)
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jamming-to-noise ratio, —20 dB signal-to-noise ratio and the order of temporal
domain filter is 20. The received signal has a digital intermediate frequency of
4.309 MHz, with a sampling rate of 5.714 MHz. Figure 2.3 compares the temporal
domain and frequency domain methods. It can be seen in Fig. 2.3 that for single
frequency jamming, both methods can effectively suppress the jamming signal.

For the second simulation, the received signals include a jamming signal with an
approximately 0.3 MHz bandwidth, and the other simulation conditions are the
same as those for the first simulation. Figure 2.4 compares the temporal domain and
frequency domain methods. It can be seen in Fig. 2.4 that when the jamming signal
has wider bandwidth, the temporal domain processing cannot effectively suppress
the jamming signal, and even though the frequency domain processing may sup-
press the jamming signal, it could cause significant satellite signal loss.

2.3 Conventional Spatial Domain Adaptive Filtering

Temporal domain and frequency domain methods have the advantages of low cost
and simplicity. But since they lack the capability to distinguish desired signal and
jamming signal in the spatial domain, they cannot cope with a large number of
narrowband jammings and wideband jammings. Spatial domain methods can dis-
tinguish spatial directions of GNSS signals and jamming signals, so they have
become an effective means used for GNSS jamming mitigation. Among them, the
most widely used is the power minimization algorithm [9], also known as the power
inversion algorithm. The algorithm uses array antennas to suppress jamming.
Before we introduce the power minimization algorithm in this section, we first
introduce the basic principle and methodology for adaptive array processing.

2.3.1 Adaptive Array Overview

Array processing mainly processes the signal in the spatial domain, including signal
filtering, signal detection, and parameter estimation. It has a dual relationship with
the temporal domain FIR filter. FIR filter performs discrete sequential sampling on
the temporal domain signal, while array processing performs discrete parallel
sampling on the spatial domain signal. Usually we can assume the space signal is a
far field incident signal. The so-called far field means that the signal source is far
enough from the array that the wave front arrives at the array can be approximated
as a plane wave. A near field signal, on the other hand, can be regarded as a
spherical wave.

For array processing, whether a signal is narrowband or wideband is determined
relative to the array itself, which is different from the usual criterion of using the
ratio between the signal bandwidth and the center frequency. A coherent array
corresponds,_to_a_narrowband signal _and a non-coherent array corresponds to a
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wideband signal. If an array performs as a coherent array towards a certain signal,
then the maximum time difference for the signal to arrive at various array elements
should be small enough so that the signal envelops received by various array
elements are consistent. Assuming Tny,.x represents the longest time difference, and
B,, represents the signal bandwidth, then a coherent array should satisfy the fol-
lowing condition:

1
Tmax <K E (27)

i.e. the time for the signal to go through the array is much shorter than the
equivalent time width of the signal. Otherwise, it should be regarded as a
non-coherent array.

By considering an arbitrary array composed of M array elements in the far field,
there is a narrowband signal incidenting on the array, with an incident polar angle 0,
and an azimuth ¢, as shown in Fig. 2.5. Each array element is assumed to be
isotropic, and point O is the reference point for array reception data.

Under the assumed condition of far field narrowband, the received signal by the
array can be represented as

x() = a(0, ¢)s(r) +e(?) (2.8)

where x(¢) = [x,(1), x2(t), ..., xu()]" is an M x 1 dimension array data
vector (the signal sample obtained by performing a single sampling pass on the
signal is called the single snapshot data vector); e(f) is a M x 1 dimension array
representing the received noise vector; it can usually be assumed to follow a
Gaussian distribution; s(¢) is the complex envelop of the signal; a(f, ¢) is the
signal’s steering vector, and

. . . T
a(0,¢) = [e T iR eiuTey ] (2.9)
Fig. 2.5 Received signal by z
an arbitrary array 4 incident
signal
X
1
M
1X
>y
X X2
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where
. sin 0 cos ¢
u=— |sin0sin¢ (2.10)
A
cos 0
is the wave number vector.
P =%y Yms Zm]s m=12,...M (2.11)

is the three-dimensional position vector of the mth array element.

For array signal processing, a uniform linear array is a relatively common form
of array structure. For convenience, unless otherwise specified, in this chapter we
use a uniform linear array as the example to discuss adaptive array processing
algorithm. For a uniform linear array, we usually can assume the first array element
as a reference point, and then we have

a(@) _ |:1, e—jZm/{'sin()’ - e—j21r(M;1)d>inU:|T (2.12)
where 0 represents the angle between the incident signal and the array’s normal
line; d represents the distance between two array elements; A represents the
wavelength of the incident signal.

If a desired signal and Q jamming signals incident on a uniform linear array, and
their arrival angles are 0y and 0, (¢ = 1,2, ..., Q) respectively, then the array’s
received signal model becomes

x(1) = a(0p)so(r) + >_ a(0,)jy (1) +e(t) (2.13)

q=1

Adaptive array processing is also known as spatial domain adaptive filtering, and
it is one of the most important research directions of array signal processing (the
other direction is super-resolution direction of arrival estimation). Its basic principle
is shown in Fig. 2.6.

In Fig. 2.6, W = [w1,wa,...,wy]" is an array weight vector. The weight vector
performs weighted sum on the received array signals (beamforming), and the output
is used as the array output signal. The key of adaptive array processing is to select a
proper array weight vector to filter out the jamming signal and preserve the desired
signals. Various adaptive array processing methods differ on their algorithms of
calculating array weight vector. Usually we can intuitively evaluate the perfor-
mance of an adaptive array processing method using array pattern. Array pattern is
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defined as the vector weight vector’s responses to signals arrived from different
angles, i.e.

F(0) = wHa(0) (2.14)

2.3.2 Statistical Optimal Beamforming

Statistical optimal beamforming, under the assumption of accurately knowing the
received array signal’s second order statistics, calculates an array’s weight vector to
adaptively form null steering towards the direction of jamming. Therefore it can
guarantee the reception of desired signals. However, in actual application, an array
signal’s second order statistics usually cannot be obtained based on finite snapshot
data, therefore an optimal weight vector cannot be obtained. The beamforming
based on finite snapshot data is usually called adaptive beamforming. Statistical
optimal beamforming is an analysis tool for adaptive array signal processing, and it
provides a theoretical foundation for implementing adaptive beamforming.

The statistical optimal beamforming problem can be summarized as solving for
an optimal weight vector based on certain criteria. Usually these criteria are
Maximum Signal to Interference add Noise Ratio (MSINR), Minimum Mean
Square Error (MMSE), and Minimum Noise Variance (MNV). It can be proved that
these three criteria are equivalent under certain conditions [28].
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1. Maximum SINR Criterion

Let w represents the array weight array, and y(f) represents array output, then
y(1) = whx(r) (2.15)

By substituting (2.13) into (2.15), we can obtain the desired signal and the
residue jamming plus noise from the array output.

ys(t) = wHa(0)so(2) (2.16)
o

Viselt) =w (Z a(0,)j, (1) + e(t)) (2.17)
gq=1

Then the corresponding output powers are

G =E {ys(t)yf (t)} = w'gra(0)a" (0p)w = w'R,w (2.18)

9]
‘73(;'+e) = E{yjﬂ(t)y;‘“(t)} = wh (Z afla(f)q) a(0,) + ail) wEwWIR; W

q+1
(2.19)

In (2.18) and (2.19), R, and R;_, are covariance matrices for the desired signal
and jamming plus noise; af is the desired signal power; o'fl is the power of the gth
jamming signal. The maximum SINR Criterion looks for array weight vector, to
maximize the ratio between the array output signal power and the output jamming
plus noise power, i.e.

wHR,w

—_—— 2.20
mVEVlXWHRj_;,_eW ( )

where max|[e] represents the selected weight value that maximizes the [o]. Using the
w

Lagrange multiplier method, we can derive that the solution for (2.20) is equivalent
to the solution for the following generalized eigenvalue problem, i.e.

R,w = AR, . w (2.21)

Therefore, the optimum weight vector w,,, is the corresponding eigenvector for
the maximum eigenvalue in (2.21). It can be proved that, the solution of (2.21) is
equivalent to

Wonr = YR} ,a(6o) (2.22)
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2. Minimum Mean Square Error Criterion

Minimum mean square error criterion uses a reference signal to solve for the
array weight vector, i.e. to select a weight vector to minimize the mean square error
between the reference signal and the array output

ngnE{ ld(r) - wa(t)|2} (2.23)

where d(¢) is the reference signal. We define the covariance matrix of the array
received data as R, = E{x(#)x"(¢)}, then the solution (2.23) is

Wopr = R;lrxd (224)

where r,;, = E{x(¢)d % ()} is the cross-correlation between the array received
signal and the reference signal. Equation (2.24) is the solution of Wiener-Hoff
equation in matrix form and it is the optimal Weiner solution.

If the useful signal so(f) in (2.13) is used as the reference signal d(f), since the
desired signal, jamming signal and noise are not correlated to each other, then

o = pa(0) (2.25)
where u = E{so(¢)d*(¢)}. By substituting (2.25) into (2.24), we can have

Wopr = (R, ' a(6y) (2.26)

3. Minimum Noise Variance Criterion

Minimum noise variance criterion selects the optimal weight vector by mini-
mizing the array output power. To avoid the case of w,,, = 0, some corresponding
constraints need to be added. A usual constraint is to guarantee that desired signals
pass without distortion, i.e. the array’s response on the desired signal is a constant.
Therefore, the cost function for the minimum noise variance criterion is

min wR,w
W (2.27)
s.t. wha(fp) = 1
By using the method of Lagrange multiplier, the solution for (2.27) is
1 —1
Wopr = R "a(by) (2.28)

aH(Qo)R;la(H())
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The optimal beamformer expressed by (2.28) is the Minimum Variance
Distortless Response (MVDR) beamformer, also known as Capon beamformer.

To compare (2.26) and (2.28), it can be seen that the minimum mean square
error criterion and the minimum noise variance criterion differ only by a constant
factor. This value does not have impact on an array output’s SINR, so that the
minimum mean square error criterion and minimum noise variance criterion are
equivalent to each other. Based on the matrix inverse lemma it can be proved that,
under the conditions of accurately knowing the desired signal steering vector and
covariance matrix, the minimum noise variance criterion and the maximum SINR
criterion are equivalent, therefore the three statistically optimal beamforming cri-
teria are equivalent to each other.

2.3.3 Power Minimization Algorithm

To compare the three criteria in Sect. 2.3.3, it can be seen that they all need to know
the directions of the desired signal or a known reference signal. Therefore, if the
two criteria of MSINR and MNV can be used for GNSS jamming mitigation, the
directions of the GNSS signals need to be known so that the implementation is
relatively complex. If the MMSE criterion is used, then the GNSS signal needs to
be known.

Using the GPS system as an example, when the GPS signal and Q jamming
signals incident on an M-element uniform linear array, the received signal at time
tis

0

x(t) =Y _a(0)si(t)+ > a(0,)js(t) +e(t) (2.29)

=1 q=1

where s;(¢) represents the Ith GNSS signal (I =1,2,...,L); 60, is the Ith GPS
signal’s direction of arrival; a(0;) is the corresponding array steering vector; j,(r)
represents the gth jamming signal (¢ = 1,2, ..., Q); 0, is the gth jamming signal’s
direction of arrival; a(0,) is its corresponding array steering vector; e(z) represents
the thermal noise vector of the receiver, and is usually an additive Gaussian white
noise vector with zero mean and 03 variance, assuming that the GNSS signal,
jamming signal and noise do not correlate with each other.

Since the GNSS signal is very weak and buried in the noise (usually around
20 dB lower than the noise), we only need to consider jamming mitigation, i.e.
forming a null steering on the direction of jamming without considering where the
direction of the beam is pointing. This is the power minimization algorithm that has
been widely applied for GNSS jamming mitigation. The algorithm calculates array
weight vector by minimizing the output power, but prevents the weight vector from
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having a zero solution by guaranteeing that the reference antenna’s signal in the
antenna array has no distorted output, i.e.

min wR,w
W (2.30)
s.t. WH6M =1
where 8y, = [1,0,.. .,O]T is a M x 1 dimension vector. The solution for (2.30) can
be obtained using the method of Lagrange multiplier
1 R-!
Wopt - 6H ISM x 6M (231)

where R, represents the theoretical array covariance matrix, in reality it usually is
replaced by the sample covariance matrix defined as

lzx (2.32)

1

2

N
n=

where N represents the number of snapshots.

Power minimization algorithm can adaptively form a null steering towards the
jamming direction and there is no need to know the direction of the GNSS signal,
and no need to know the array manifold. Therefore this algorithm belongs to the
category of blind adaptive beamforming. The implementation is simple and it is
compatible with common receivers. But the algorithm can only suppress jamming,
and cannot aim the antenna pattern’s main lobe towards the GNSS signal.
Consequently, it cannot provide signal processing gain brought by the antenna
array, and cannot enhance the GNSS signal’s carrier-to-noise ratio. The
carrier-to-noise ratio is a very important parameter for the receiver, and the recei-
ver’s positioning accuracy is highly correlated with this parameter [29]. When the
carrier-to-noise ratio is low, the position accuracy is usually worse.

2.4 Spatial Domain Adaptive Filtering Using Periodic
Repetitive Characteristic of GNSS Signals

The power minimization algorithm is easy to implement, but cannot improve the
carrier-to-noise ratio of a GNSS signal. In this section, on the foundation of the
GNSS signal’s periodic repetitive characteristic, we discuss the algorithm that uses
the signal processing gain brought by antenna arrays to improve GNSS signal
carrier-to-noise ratio.
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2.4.1 Periodic Repetitive Characteristic of GNSS Signals

The C/A code of GPS signal is a Gold code with 1.023 Mcps chip rate, with a 1 ms
chip period, i.e. every period contains 1023 chips. For a civilian GPS signal, the
C/A code modulates the D code, and the D code chip rate is 50 Hz. Therefore
within a D code period, 20 repetitive cycles of the C/A code exist. Since a D code
does not change within one period, the corresponding 20 spread spectrum codes
have the same structure, i.e. showing the characteristic of periodic repetition. The
periodic repetition characteristic of the C/A code for a GPS signal is a special case
of signal cyclostationarity. Below we introduce the signal’s cyclostationarity
characteristic first.

For a random signal x(z), if for a certain time delay 7, the correlation value
between x(7) and the obtained signal after frequency shift x(¢) by o is not 0, then we
can say that x(7) has cyclostationarity characteristic [30], i.e.

<x(t) [x(t — T)ejz’”’] : >OC

J(BOR) (it = =)

where symbol () represents the average of infinite time observation domain; o is
defined as the cycle frequency; R (1) is a cycle correlation function of the signal

x(r) that can be defined as RZ.(t) = (x(r)[x(t — 7)e”™]") . and R.(0)=

MOE

— RL()/Ra(0)£0  (2.33)

<|x(t)|2>OO is the signal power.

Similarly, if for a certain time delay t, the correlation value between x(¢) and the
signal obtained by frequency shifting its conjugate signal by o is not 0, then x(z) has
conjugate cyclostationary characteristic, i.e.

ree (1) 2 Obt - 9] ), =R*.(1)/Ra(0) £0  (2.34)

J(BOR) (= gef)
where R*

* (1) is the conjugate cyclic correlation function of the signal x(r). To
simplify, we can denote R? (7) and R%.(7) in a unified way:

[ R*(r) whenu(t) = x(t — 7)el*™
Ra = {ij* (1) when u(t) = x*(t — 7)™ (235)

Communication signals are usually assumed to be cyclostationary signals. GPS
signals adopt a spread spectrum communication system that has the cyclostationary
property as well. Based on what was described before, since the C/A code has
periodic repetitions, we can regard the cycle frequency as « = 0, and 7 is an integer
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Fig. 2.7 GPS C/A code
signal cyclostationary
correlation diagram
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multiple of the C/A code period (1 ms). This is a special case of cyclostationary
signal. Its cycle correlation function is shown in Fig. 2.7.

For array signal processing, in terms of a M x 1 dimension signal vector x(7),
the cyclostationarity correlation matrix and the conjugate periodic stationary cor-
relation matrix are defined as

_ JR%(1), whenu(t) = x(t—1)e*™
o = {R;'x* (t), whenu(t) = x*(t—1)e*™ (2.36)

2.4.2 SCORE Algorithm

The R&D team, led by Professor Moeness at Villanova university in the US,
proposed the Self-COherence Restoral (SCORE) jamming mitigation algorithm
using periodic repetition characteristic of C/A codes [14, 31]. The schematic of the
algorithm is shown in Fig. 2.8.

As shown in Fig. 2.8, the SCORE algorithm is composed of two beamformers.
The main channel beamformer w processes the data block signal x(f), while the
auxiliary channel beamformer f processes the reference block signal x(+ — pT). The
reference block signal is the data after delaying the data block signal by
p (1 < p < 19) C/A code periods. Since a navigation data bit includes 20 C/A
code periods, we can assume that the data block data and the reference data block
are located inside the same navigation data bit. The structure can be shown in
Fig. 2.9.

When only one GNSS signal is considered, (2.29) becomes

x(t) = a(0p)s(r) + > a(0,)jy(1) +e(t) (2.37)

q=1
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Fig. 2.8 SCORE algorithm
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Fig. 2.9 Data block and reference block

SCORE algorithm assumes that the carrier waves have been synchronized
completely (i.e. without the impacts from Doppler frequency shift), and the navi-
gation data bit does not change (assuming D(¢) = 1), then (2.37) becomes

[
x(t) = Aa(Op)c(t — 7) + Y a(0,)jg(t) +e(2) (2.38)

q=1

Let the data after delaying p (1 <p <19) C/A code periods equals u(z), then

0
u(t) = x(t — pT) = Aa(Oo)c(t — T — pT)+ Y _ a(0,)jg(t — pT) +e(t — pT)
q=1
(2.39)




48 2 Jamming Suppression

Within a navigational data bit, the C/A code has the characteristic of periodic
repetition, i.e.

c(t—t1—pT)=c(t—1) (2.40)
By substituting (2.40) into (2.39), we have
%
u(t) = Aa(Oo)c(t — 1)+ Y _ a(0,)j,(t — pT) +e(t — pT) (2.41)
gq=1

In Fig. 2.8, the respective output signals for the main and auxiliary channel
beamformers are:

(1) = whx(7) (2.42)
d(t) = tMu(r) (2.43)

where w and f represent the weight vectors for the main channel and auxiliary
channel respectively. We can define

Ry = E{z(t)d* (1)} = wWE{x()u" (1) } £ (2.44)
R = E{z(t)z" (1)} = wWE{x(t)x" () }w (2.45)
Ru = E{d(t)d*(t)} = t"E{u(t)u" (1) }£ (2.46)

Since the GNSS signal, jamming signal, and noise are independent from each
other, then the received data’s covariance matrix is

R, = E{x()x"(t)} =R, +R; +R, (2.47)

where Ry, R; and R, represent the covariance matrices for GNSS signal, jamming
signal, and noise respectively. Similarly, the covariance matrix for the reference
signal is

R, = E{u(t)u”(r)} =R, (2.48)

Since jamming signals and noises have no periodic repetition characteristic, the
cross-covariance matrix between the received data and the reference data is

R, = E{x(u" (1)} = R, = c2a(6)a" (6,) (2.49)
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where o2 represents the GNSS signal’s power. Let A(z) represents the difference
between the main channel’s output signal and the reference signal, i.e.

A(t) = z(¢) — d(1) (2.50)

By fixing w, E { |A(t)|2} can be minimized in the sense of least squares

frs =R, 'r, (2.51)
where
r. = E{u(t)z*(t)} =Rl w (2.52)
Similarly, by fixing f, we have
wis = R'RUFf (2.53)

SCORE algorithm maximizes the cross-correlation between the main channel’s
output signal and auxiliary channel’s output signal in order to select the weight
vector w, then we have the following cost function

2
|de|2 [WHR ]|
max J(w,f) = = 2.54
(w. 1) RoRi  [WHR,w][f"R,f] (2.54)
By using f;5, w;s to substitute f and w in (2.54), we can have

wiR, R 'R w
J(w, f ) =—7> 2.55
(w.ti5) = M= (2:55)

iR, R 'RIf
J(E, wpg) = —x 2.56

It can be proved that, to maximize (2.55) and (2.56) is equivalent to solve the
corresponding eigenvectors for the following maximum generalized eigenvalue
problem, i.e.

R.w = /R,R, 'R w (2.57)
R.f = xR, R 'RIf (2.58)

where 4 and « are eigenvalues.
By substituting (2.49) into (2.57), we can have

R,w = yRyw (2.59)
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where 7 is the eigenvalue. It can be known from (2.59) that the solution of (2.57)
converges to the maximum signal-to-noise ratio criterion. Therefore the SCORE
algorithm can make the array pattern’s main beam point towards the direction of
GNSS signal. It can be known from the derivation process of the SCORE algorithm
that SCORE does not need to know any priori information on the array. Therefore,
it is a blind adaptive beamforming technology. Nevertheless, SCORE algorithm
only considers the scenario of one GNSS signal. Actually, a receiver can perform
positioning calculation by receiving at least 4 or more GNSS signals. When
L GNSS signals are received, (2.49) becomes

R, = ; a2a(6))a" (0)) (2.60)

where o2 represents the power of the [ (I = 1,2, ...,L)th GNSS signal; a(6;) rep-
resents the steering vector of the /th GNSS signal. Then, (2.57) has larger gener-
alized eigenvalues. Consequently, the eigenvector corresponding to the largest
generalized eigenvalue cannot ensure that the mainlobe of the pattern points to
every GNSS signal’s direction. Therefore it cannot guarantee that the receiver can
capture all GNSS signals.

2.4.3 Single-Channel Single-Delay Crosscorrelation
Algorithm

For the convenience of narration, (2.29) is re-written as below:

0

x(t) =Y _a(0)si(t)+ Y a(0y)jq(r) +e(t) (2.61)

=1 q=1

Since the period of a navigation message is much larger than the period of C/A
code, within the weight vector computation time we can assume that navigation
message does not change. For the convenience of narration, we set D;(t) = 1. The
single channel single delay cross-correlation algorithm [18] takes advantage of the
periodic repetitive characteristic of spread spectrum code to estimate the GNSS
signal direction, then performs beamforming, thereby increases a GNSS signal’s
carrier-to-noise ratio.

1. Jamming Mitigation Based on Subspace Projection Technique

When jamming exists, it is hard to estimate a GNSS signal’s direction only
relying on the periodic repetition characteristic of the spread spectrum code.
Therefore the jamming signal must be suppressed first. Since the GNSS signal is
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very weak, the array’s covariance matrix is determined mainly by jamming and
noise, i.e.

R.~R;+R. (2.62)
Since jamming and noise are not correlated with each other, then we have
(9]
R~ aza(0y) a"(0,) + 0 Luxu (2.63)
g=1

where Iy is an M x M order unit array. To perform eigenvalue decomposition
on R;, we can have

M
R, =) Jyu,u, (2.64)
m=1

where 4,, and u,(m =1,2,...,M) are R,’s eigenvalues and the corresponding
eigenvectors, and the 4,, are in descending order. Assuming that all array element
noises are independent from each other and have equal power, we can have

/11}/12}2/1Q>> /1Q+12'--:/1MIO'2 (265)

e
Then (2.64) turns into
Qo
Re = (A — 02wty + 0oLy (2.66)
m=1

By comparing (2.63) and (2.66), we know that the eigenvectors corresponding to
the array covariance matrix’s Q largest eigenvalues wu,, (m = 1,2, ..., Q) can be
expanded as the jamming subspace. So the jamming subspace is

U, =span{u;, w, ..., up} (2.67)
Then its orthogonal complement space is

U =1-U,u¥ (2.68)

By projecting the data received by the array into this space, the jamming signal
can be mitigated. The data after projection becomes

(2.69)
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where y(¢) = [y1(2),y2(2), ...,yu(t)]" represents the output data on the array
channels after projection. Since GPS adopts CDMA spread spectrum, it has certain
jamming mitigation capabilities (determined by spread spectrum gain). Therefore
when we need to adopt the specialized spatial domain adaptive jamming mitigation
algorithm to suppress jamming, we usually assume that the jamming power is much
higher than the receiver’s thermal noise power. When the noise and the signal are
not correlated, the received signal’s covariance matrix inversion is proportional to
the jamming subspace’s orthogonal complement space [32]. The detailed derivation
procedure is described as below.
Based on (2.64), we have

M

1
R'=>" i—u,,,uﬁ (2.70)

m=1 m=0+1 (271)
_! I i fn — % u,u!
a2 — A m"em
Then we have
algiTO R ' = Uy (2.72)

Consequently, we can use a receiver signal’s covariance matrix inversion R}’ Lto
replace jamming subspace’s orthogonal complement space. Then there is no need to
perform eigenvalue decomposition, therefore it can reduce the computation com-
plexity. Equation (2.69) turns into

y(t) = i a(0)Aci(t — 1 — T) e 12al=T) 4 g(r) (2.73)
=1
where
a(0;) =R 'a(0)) (2.74)
é(r) =R 'e(r) (2.75)

ol LElUMN Zyl_i.lbl
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2. GNSS Signal Direction Estimation Using Periodic Repetition Characteristic of
Spreading Code

It can be known from (2.73) that the GNSS signal is still buried by the noise after
projection. If a navigation receiver acquires and tracks the projected data directly, it
is equivalent to the power minimization algorithm. Therefore, to improve the
carrier-to-noise ratio of a GNSS signal and increase positioning precision, the signal
processing gain provided by antenna arrays must be fully leveraged. An effective
solution is to produce multiple antenna beams, and make every beam point to a
GNSS signal. This forms a null steering towards the jamming directions. The key
for such an approach is to first estimate the direction of arrival of every GNSS
signal, and then directly use the traditional high resolution DOA (Direction of
Arrival) estimation algorithm [33, 34] (e.g. MUItiple Slgnal Classification
(MUSIC) and Estimation of Signal Parameters via Rotational Invariance Technique
(ESPRIT)). The approach faces two problems: (D The number of satellites could be
greater than the number of array elements; (@ The GNSS signal is too weak. These
two problems result in the difficulty to acquire GNSS signal subspace using the
above DOA estimation algorithm. Consequently the characteristic of the GNSS
signal must be fully considered to study novel GNSS signal DOA estimation
algorithm.

Within the period of a data bit, the C/A code signal repeats itself periodically 20
times, which is also known as the periodic repetition characteristic. Therefore, for
the Ith GNSS signal, we have

Cl(t -1 7pT) = Cl(l‘ — ‘L'[) 1 <p< 19 (276)
where p is the delayed number of periods, obtained by delaying the projected signal

from the first antenna channel (usually serves as the reference antenna) with one
C/A code period, as shown in Fig. 2.10.

1 2 M
Jamming orthogonal complementary
space projection matrix
| T
u() »() 7 Y (0)

Fig. 2.10 The diagram of reference signal for single channel single delay cross correlation
algorithm
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Assuming that the delayed signal and the projected signal are located in the same
data bit and can be expressed as u(z), then we have

ult)=y1(t—-T) = XL: a (0)Ac/(t — 7 — T)e D gt —T)  (2.77)
=1

where a; (0;) is the first element of a(0;); €, (¢) is the projected noise data of the first
array channel. By making the p in (2.76) as 1 and substitute it into (2.77), we have

L
u(t) = At —1)e T & (t - T) (2.78)
=1

where A; = a; (0,)A;. Since different C/A codes are independent from each other,
the cross correlation between the projected signal y(¢) and the delayed signal u(z) is

L
r=> pa0) (2.79)
=1
where 8, = 7 e 1”#"a;(0;) is an unknown complex number. To make
B=[h. B - BT (2.80)
0=1[0,, 0, ..., 0] (2.81)
A=[a(0). a(0). ... a(0,)] (2.8)

we could re-write (2.79) in the matrix form below
r=Ap (2.83)

By using sample cross correlation vector t to replace the r in (2.83), and min-
imizing the following cost function g to estimate § and 0.

g({Bl, ﬁl}lel) =|[r— Aﬂ“% (2.84)

We expand (2.84) to have

g({0, B}iy) = (F— AB)"(F — AB)

(2.85)
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It can be known from (2.85), to minimize (2.85) is equivalent to make the first
term of (2.85) zero and maximizing its last term, i.e.

6 — arg max |4 (A"A) ' A" (2.86)
0

Correspondingly we have

= (a%)

NS (A (2.87)

The cost function in (2.86) has complex multi-peak shape, so it is hard to solve
directly. The usual method to solve the problem is to use the loop optimization
algorithm, e.g. CLEAN algorithm [35]. The CLEAN algorithm originated from
solving astronomical image processing problems in radio astronomy. Since then, it
has been widely applied in the fields of microwave imaging, image processing and
spectral estimation [36-38]. Based on the characteristic of CLEAN algorithm
(computational simplicity), it is used to solve Nonlinear Least Squares
(NLS) problems in (2.86). Before the CLEAN algorithm is given, the following
preparatory works are performed:

Given {@l, BI}IL:

is known or has been estimated, we define

s

o>

Be=F — i B, (é,) (2.88)
ll;:
We also define
2c(0k, Bi) = ||Fx — BA(00) |13 (2.89)

By minimizing gx (0, f;), we can obtain

0 = argeinax lg(éf—%] (2.90)
~H [~
. (Qk) '
T (0a(0) >
(00)a(0)
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Below we list the computation steps of the CLEAN algorithm

(1) Assuming L =1, let r; =, (2.90) and (2.91) can be used to estimate
{01 ’ [}1 }
(2) Assuming L = 2, 1, can be estimated from (2.88) using {@1, /}1 }, then 1, can

be used to estimate {(92, [32} from (2.90) and (2.91).

N a2
(3) Assuming L = 3, {0;, ﬁ,}l can be used to estimate 3 from (2.88), then r3 is
=1

used to estimate {93, [33} from (2.90) and (2.91).

The above steps are repeated, until L equals to the pre-determined number of
satellites. Then the signal parameter estimates for all the satellites and {01, ﬁ,}lL
can be obtained.

In addition to the CLEAN algorithm, the RELAX algorithm proposed by Li
et al. [39—41] is also a type of loop optimization algorithm (also known as a method
based on decoupled parameter estimation theory). The RELAX algorithm, com-
pared to the CLEAN algorithm, is more accurate and has higher resolution, but its
computation is more complex [42]. If an array antenna receives two GNSS signals
with close direction of arrivals, the RELAX algorithm can accurately distinguish
the two GNSS signals while the CLEAN algorithm cannot distinguish between the
two signals, and it can only treat the two signals as one signal for processing.
Nevertheless, this is not a problem for GNSS, because under such a scenario, the
pattern’s mainlobe obtained using the estimated direction of arrivals of the GNSS
signals using the CLEAN algorithm can point to the two GNSS signals simulta-
neously, thus it still can improve the carrier-to-noise ratio of the two GNSS signals.

3. Beamforming

After estimating directions of arrivals for all GNSS signals, these estimated
values can be used to perform beamforming. The array weight vector for the Ith
GNSS signal is

W = R;‘a(b,) (2.92)

Since the new algorithm uses the array’s single channel single delay data to

estimate GNSS signal direction of arrival, the algorithm is named single channel
single delay cross correlation algorithm. The output signal of the /th beam is

z(t) = w}’lx(t) (2.93)

The block diagram of the single channel single delay cross correlation algorithm
is shown in Fig. 2.11.
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Fig. 2.11 Block diagram of the single channel single delay cross correlation algorithm

4. Cross Correlation Vector Estimation

The single channel single delay cross correlation algorithm needs to calculate the
sample cross correlation vector I between the projected data and the data after
periodic delay. The respective definitions of the M x N order sample data matrix
after projection and the 1 x N order periodic delay sample data vector are

Yy =[y(n), y(r-1), ..., yn—(N-1)] (2.94)
uy = [u(n), ulmn—-1), ..., uln—(N-1))] (2.95)
Then we have

= ]lVYNufJ (2.96)

It can be known from (2.86) that the cross correlation vector estimate r deter-
mines the performance of the single channel single delay algorithm. Based on the
assumptions in this chapter, y(z) and u(¢) are located in the same navigation
message data bit, and consequently r is an effective estimation. Nevertheless, since
the data sample is obtained through random sampling, there is no guarantee that
y(¢) and u(r) are located in the same data bit. When both of them are located in
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neighboring data bits, then how should we estimate r? Towards this question, Ref.
[43] proposed a solution by defining the following events:

H;: y(¢) and u(z) are located in the same data bit.
H,: y(¢) and u(r) are located in the neighboring data bits.

Hy;: y(r) #0 u(z) are located in the neighboring data bits with the same navi-
gation data bit

Hay: y(t) #0 u(z) are located in the neighboring data bits with the opposite
navigation data bit.
The probabilities for the above events to happen are:

—_1_r
prob{H,} =1 0 (2.97)
prob{H,} = La (2.98)
20
prob{H} = L (2.99)
40
prob{Hy} =2 (2.100)
40

Therefore we have

vy, = E{y()u” (1)|H: }prob{H\} + E{y(t)u" (t)|H2 }prob{H>}
= E{y(t)u"(t)|H }prob{H:} + E{y(t)u" (t)|H21 }prob{Hx } (2.101)
+ E{y(t)u"(t)|Hx }prob{Ha}

Since
E{y(u (0H)} = E{y()u’ (1)|Har} = (2.102)
E{y()u"(1)|H»} = —r (2.103)
where r = AP represents the cross correlation between the projected GNSS signal

and the periodically delayed signal [see (2.83)]. By substituting (2.97)—(2.100),
(2.102) and (2.103) into (2.101), we can have

Iy = (1 - ﬂ)r (2.104)
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For the single channel single delay cross correlation vector method, we have
p =1, then

19
T = 55T~ T (2.105)

It can be seen from the above discussion that, when the impact of the navigation
data bit is considered, the cross correlation between y () and u(z) is close to r. Thus
(2.96) can be used as the estimate of r. In addition, to fully take advantage of the
periodic repetition characteristic of the C/A code, the G projected data block, and

periodic repetition data block can be selected, and the cross correlation vector’s
estimate becomes

1T G Ya(gul(g)
=— ——2L A2 2.106
rG G; N ( )
It can be proved that [31]
E{tg} =ry, (2.107)

i.e. I'g is ry,’s unbiased estimate.

2.4.4 Multiple Channel Single Delay Cross Correlation
Algorithm

Since the single channel single delay cross correlation algorithm estimates the
GNSS signal’s direction of arrival using the cross correlation between the projected
data and the reference array element’s single delay data after subspace projection, it
does not fully take advantage of single delay data of the other array elements. When
the array element fails, the algorithm might fail as well. Consequently, let u;(¢) (i =
1, 2, ..., M) represent the signal obtained by delaying the projected data y(#)’s ith
antenna channel by one C/A code period, as shown in Fig. 2.12.

Fig. 2.12 The diagram of 1 M

2
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Jamming orthogonal complement
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ﬁ |
n() »a0) iy yu(®)

u;(t)
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Then we have

ui(t) = = Z ﬁi(el)AlCl(t - T— T)e_jw‘ﬂ(t_T) + é,’(f — T)
p

(2.108)

where a;(0;) is a(0;)’s ith elements; €;(r) represents the noise data of the ith array
channel after projection. By setting the p in (2.76) as 1, and substituting it into
(2.108), we have

L
Z (0D At — ©)e 20T L & (1 — T) (2.109)

Due to independence among different C/A codes, the cross correlation between
the projected signal y(¢) and the delayed signal u,(z)

=" Ba; (0)a(0)

(2.110)

where /3, =03 e‘J‘”‘”T. By constructing a new vector
r=[r], 1}, .., rL]T (2.111)
By substituting (2.110) into (2.111) and after simplication, we can have

L
Z *(0,) ® a(0;)
=1

(2.112)
where @ denotes Kronecker product. Let
a(0) =a"(0)®a(t) (2.113)
Equation (2.112) becomes
L
F= ZB& (0r) (2.114)

Let A = [a(6)) a(6)

01)], (2.113) can be written in matrix form

(2.115)
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By substituting the 1 in (2.115) with the sample cross correlation vector f', and
minimizing the following cost function f to estimate § and 0.

(e

Equations (2.116) and (2.84) have the same structure, so they can be solved
using the CLEAN algorithm described in the Sect. 2.4.3 in this chapter. Here we list
an estimation formula when there is one single GNSS signal, i.e.

A 12
f-—A[}HZ (2.116)

) ‘5‘*(9)?2

01:arg£nax T(0)a(0) (2.117)
. a (0, )r
B, = ! ( 1)1- (2.118)

For parameter estimations for other GNSS signals, we can use similar approa-
ches like the CLEAN algorithm, to convert it to a series of single GNSS signal
parameter estimation problems. The block diagram of multiple channel single delay
cross correlation algorithm is shown in Fig. 2.13.
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In this section, we discuss two types of adaptive spatial domain filtering algo-
rithm: single channel single delay algorithm and multiple channel single delay
algorithm based on GNSS signal’s periodic repetition characteristic. It can also be
expanded to single channel multiple delays cross correlation algorithm, but
two-dimensional search is needed and the computational load is heavy. Compared
with the single channel single delay algorithm, multiple channel single delay
algorithm takes full advantage of the data from various channels in the array, so it
performs better and is more robust. For example, it is not sensitive to a fault in the
channel data.

2.4.5 Simulation Results

In this section, we use simulations to verify the effectiveness of the algorithms. For
simulations, the antenna array has a 10-element uniform linear array with an
interval of a half wavelength. 4 GPS GNSS signals, PRN1,PRN2, PRN3, and
PRN20 incident on the array from the directions of 0°, —55°, —20° and 30°, and
one jamming signal incidents on the array from the direction of 50°. The
jamming-to-noise ratio is 40 dB, and the signal-to-noise ratio is —20 dB. The
digital IF frequency for the received signal by the array is 4.309 MHz, and the
sampling rate is 5.714 MHz.

1. Adaptive Array Pattern Comparisons

Figure 2.14a—d are the adaptive array patterns for power minimization algo-
rithm, SCORE algorithm, single channel single delay cross correlation algorithm,
and multiple channel single delay cross correlation algorithm. The vertical lines in
various subfigures represent the incoming GNSS signal directions, and the vertical
dashed lines represent the incoming direction of the jamming signal. By comparing
Fig. 2.14a—d, we can see that all these methods can suppress jamming. But the
array pattern generated by the SCORE algorithm only forms main lobes on the
directions of the PRN1 and PRN3 GNSS signals, and for the PRN2 and
PRN20 GNSS signals it even has a suppressive effect. The power minimization
method cannot provide gains on any satellite. The two new algorithms discussed in
this chapter can generate multiple beams, and can ensure that every beam’s
mainlobe always aims towards the direction of one GNSS signal, so the array
pattern with high gain can be obtained.

2. Comparisons of Acquisition Results

Figure 2.15 shows the acquisition results after applying the SCORE algorithm
for jamming mitigation. In Fig. 2.15, the x-coordinate represents the GPS satellite’s
PRN number, and the y-coordinate represents the normalized acquisition factor,
which is defined as the ratio between the maximum and the second maximum
normalized correlation peaks in the receiver acquisition module. Figure 2.15 shows
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Fig. 2.14 Comparisons on adaptive array patterns obtained by different methods
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that the algorithm only acquires two GNSS signals (PRN1 and PRN3). This is
because the pattern formed based on this method cannot accurately aim towards
every GNSS signal, and it can even degrade some GNSS signals (PRN2 and
PRN20). As a result the receiver cannot acquire all GNSS signals.

Figure 2.16 shows the acquisition results using the single channel single delay
cross correlation algorithm for jamming mitigation. The multiple channel single
delay cross correlation algorithm’s simulation results are similar to the single
channel single delay cross correlation algorithm, and as a result we cannot draw any
redundant graphs for that algorithm. Figure 2.16 and the plots for all the other
acquisition have the same coordinate meanings as the Fig. 2.15. Therefore the
descriptions are not repeated. It can be seen in Fig. 2.16 that every beam generated
by the new algorithm points to a GNSS signal and as a result the receiver can
acquire GNSS signals. Since the new algorithm does not use the same weight vector
to generate multiple beams, the receiver has to acquire the output of every beam
separately, thus we have four plots of acquisition results. It can be seen that the new
algorithm is not directly compatible with regular receivers. A receiver adopting the
new algorithm needs to perform acquisition, tracking and solve parameters such as
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Fig. 2.16 Single channel single delay cross correlation algorithm’s acquisition results
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pseudo-range on every individual beam, then combine these information to perform
positioning calculation. Its procedures to perform acquisition, tracking,
pseudo-range calculation, and positioning calculation are the same as regular
receivers, and can be implemented using software receivers.

Figure 2.17 compares the acquisition results on the same GNSS signals using
the single channel single delay cross correlation algorithm and the power mini-
mization algorithm. Among the subfigures, Fig. 2.17a corresponds to the power
minimization algorithm; Fig. 2.17b corresponds to the single channel single delay
cross correlation algorithm; Fig. 2.17c corresponds to the multiple channels single
delay cross correlation algorithm. It can be seen in Fig. 2.17, after jamming miti-
gation, even though the power minimization algorithm can acquire the GNSS
signal, the sidelobe level of the normalized cross correlation coefficient is rather
large. These two algorithms take advantage of the GNSS signal’s periodic repetition
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Fig. 2.18 Comparisons of output signal-jamming-plus-noise curves for different algorithms

characteristic to aim the antenna mainlobe towards the direction of the GNSS
signal, and consequently its acquisition result is much better than that of the power
minimization algorithm.

3. Comparisons of output signal-jamming-plus-noise ratio

Figure 2.18 compares the output signal-jamming-plus-noise ratio curves of the
single channel single delay cross correlation algorithm and the power minimization
algorithm. Among them, the solid line is the curve for the optimal processor, the
“*” line is the curve for the single channel single delay cross correlation algorithm,
the “LJ” line is the curve for the power minimization algorithm, and the “A” line is
the curve for the multiple channel single delay cross correlation algorithm. It can be
seen in Figure 2.18 that since the power minimization algorithm has no beam
pointing direction, it cannot improve output signal-jamming-plus-noise ratio, i.e. it
cannot improve a GNSS signal’s carrier-to-noise ratio. But the single channel single
delay cross correlation algorithm can increase a GNSS signal’s carrier-to-noise
ratio. And as the input signal-to-noise ratio increases, the output signal-jamming-
plus-noise ratio can approach the theoretical optimum value.

2.5 Spatial Domain Adaptive Filtering Using Known
Spreading Code Information

The adaptive jamming mitigation algorithm using a GNSS signal’s periodic repe-
tition characteristic can generate multiple beams aiming towards the GNSS signals.
But array manifold information is needed to estimate the directions of the GNSS
signals. If the array has errors such as amplitude error, phase error, or array position
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error, the algorithm performance degrades. In essence, the adaptive jamming mit-
igation algorithm based on the GNSS signal’s periodic repetition characteristic is
equivalent to the MMSE criterion described in Sect. 2.3.3. In this section, from the
perspective of MMSE criterion, we discuss the algorithm for GNSS signal recon-
struction using the de-spread re-spread technique when given known spread
spectrum code, and performing beamforming using the reconstructed signal as the
reference signal. The algorithm does not need to know the array manifold and the
directions of the GNSS signals, so it is very robust. This type of algorithm origi-
nated from the blind adaptive jamming mitigation algorithm for the CDMA system,
and the most typical variant of the algorithm is the least-squares de-spread re-spread
multi-target array [43—-46].

2.5.1 Least-Squares De-spread Re-spread Multi-target
Array

The least-squares de-spread re-spread multi-target array using spread spectrum
information [47] is a blind jamming mitigation algorithm aiming towards CDMA
systems. This method uses the spread spectrum codes for different users in the
CDMA system to obtain the weight vector of a multi-target beamformer, thereby
forming multiple beams. To be more specific, the correlations between different
users’ received signal and spread spectrum code are calculated, to estimate every
user’s bit information. Then, the spread spectrum code is used again to perform
re-spread on the estimated bit information, and the signal after the re-spread is used
as the reference signal for the adaptive beamformer to refresh the weight vector.
Since GPS signals use CDMA modulation as well, the de-spread and re-spread
techniques can be used for GPS jamming mitigation. But compared with other types
of CDMA signals, GPS signals are very weak, so the correlator might fail when
jamming exists. Consequently, this characteristic has to be fully considered when
the de-spread re-spread algorithm is applied. The block diagram for least-squares
de-spread re-spread algorithm is shown in Fig. 2.19.
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Element2 Correlatorl—Pl Detector
Element M [: xut) g 5 Wy / Spread sptlctrum code c(f)
4,(1)

D, (¢
< Spread |« ' ()
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Fig. 2.19 Block diagram for least-squares de-spread re-spread algorithm



68 2 Jamming Suppression

In Fig. 2.19, y,(r) denotes the array output of the /th GNSS signal; w; =
Wi, wi, - WIM]T is the array weight vector for the /th GNSS signal; d,(¢) is the
re-spread signal of the /th GNSS signal. The Least Squares De-spread Re-spread
(LS-DR) determines the optimum weight vector w; by minimizing the cost function
in (2.119)

N N
Fw) = ly(n) — di(m)P = [wix(n) — dy(n)|® (2.119)
n=1

where N is the number of samples, and the number of samples within a C/A code
period is usually selected. The problem of minimizing (2.119) can be solved using
the generalized Gauss method [44]. And the cost function can be expressed as

=

Flw) =" g2(w) (2.120)

n=1

where g,(w;) = |wi'x(n) — dj(n)|, and its gradient is

V(W) = x(n) . () (2.121)

where v;(n) = wix(n) — dj(n). Based on the Gauss method, the weight vector’s
updating formula is

wi(k+ 1) = wi(k) = [G(wi(k))G" (w(K))] ' G(w(k))g(wi(k)  (2.122)

where
gw) =[gi(w), gi(wr), ..., gN(W’)],Tr (2.123)
=[], @), ..., [w(n)]]
G(w) = [V(gi(w)), V(g2(w)), ..., Vien(w))] (2.124)
By substituting (2.121) into (2.124), we can obtain
Gw) = [x()l, x@E8, . xWEG] =XV @a2s)
where
.y X(N)] (2.126)

Vi (N) D (2.127)
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Based on (2.125)—(2.127), we can obtain
G(w)G"(w;) = XV, ViIxXH = xx" (2.128)

From (2.123) and (2.125), the following can be obtained

(1) vi (1)
G(w)g(w) =XV,| =X| : | =XX"w—d) (2.129)
vi(N)]| Vi (N)
where
d = [4(1), @), ... 4m)" (2.130)
By substituting (2.128) and (2.129) into (2.122), then
wilk 1) = wi(l) — (XX O] XWX EwE) -]
= [X(R)X"(0)] X (k)d, (k)
where
X(k) = [x(14+kN), xX(2+kN), ..., x(N+kN)]" (2.132)
d,(k) = Di(k)[c/(1+kN — %), c;(2+KN —7%), ..., c(N+kN —1)]"
(2.133)

where D;(k) is the navigation message’s estimate of the /th GNSS signal, i.e.

+
Dy(k) = sgn{ Z ] } (2.134)
where sgn is the signal function, then we have
yilk) = Di(L4KN), 3i(1HkN), o 3N+ AN) T = [w] ()X ()]
(2.135)

Based on the derivation steps of the above least squares de-spread re-spread
algorithm, it can be seen that, to obtain Dl(k), we need to estimate the /th GNSS
signal’s 7. For a spread spectrum system, the estimation of this parameter can be
regarded as a synchronization problem, and usually a correlator structure [35] is
used to achieve synchronization and obtain the estimate on the 7, denoted by 7.
During the synchronization process, the locally generated spread spectrum code
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Fig. 2.20 Block diagram of estimating time delay parameters using correlators

¢/(r) gradually delays by a half chip interval. Correlations are calculated between
every delayed spread spectrum code sequence and the array output data y;(¢). Then
the outputs from every correlator are selected, and the maximum output is selected.
At this point we can consider that the spread spectrum code on the branch corre-
sponds to the maximum output and the transmitted signal achieves the coarse
synchronization. The time delay of the corresponding spread spectrum chip is 7.
The detailed block diagram of the correlator is shown in Fig. 2.20.

The least squares de-spread re-spread algorithm for the /th GNSS signal can be
summarized as below:

(1) initialize weight vector w;(0).

(2) calculate array output vector y,(k) using (2.135).

(3) use the correlator shown in the Fig. 2.20 to estimate 7, and then use (2.134) to
obtain the estimated navigation message D;(k).

(4) use (2.133) to re-spread the navigation message, and obtain the reference signal
d; (k).

(5) use (2.131) to update the weight vector w;(k + 1).

(6) repeat step (2)-step (5), until F(w;(k+ 1)) is smaller than the preset threshold,
and the algorithm converges.

2.5.2 New De-spread Re-spread Jamming Mitigation
Algorithm

The least squares de-spread re-spread algorithm described in Sect. 2.5.1 needs to
have a suitable initial weight vector. The reason is that for a GNSS, when jamming
exists, the correlators shown in Fig. 2.20 cannot estimate 7, so the GNSS signal
cannot be reconstructed. In addition, when this algorithm re-spreads the signal, it
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only considers the time delay of the C/A code, but not the Doppler frequency. This
greatly reduces the performance of the algorithm. Consequently we need to improve
this algorithm.

It is well known that if no jamming exists, the acquisition and tracking modules
of the GNSS can accurately obtain GNSS signal parameters such as chip delay,
Doppler frequency, and navigation messages, i.e. it can de-spread the GNSS signal.
To fully take advantage of the acquisition and tracking modules of the GNSS
receiver, the jamming suppression has to be performed first. In this section we use

array covariance matrix’s inverse ﬁ;l to replace jamming orthogonal complement
space (see Sect. 2.4.3 for details). By rewriting the signal after projection for (2.73),
the signal becomes

= a(0)si(1) + (1) (2.136)
=1

After removing the jamming, the receiver can acquire and track the satellite
signal. Assuming that the time delay, Doppler frequency and navigation message

for the Ith satellite signal are 7;, &4 and bl(t — 1;) respectively, we can then obtain
the reference signal after the re-spread as

dl(l‘) = Dl(l‘ — %I)Cl(t — ‘f'l)eiw‘“t (2.137)
Then, the cross-correlation between that signal and the projected array output is
re = E{y(1)d; (1)} (2.138)

Since the C/A codes for GNSS signals are orthogonal to each other, and the
GNSS signal and the noise are independent to each other, then we can substitute
(2.136) into (2.138) to obtain

Iyg = Al?l((?,) (2139)

Obviously, r,, is proportional to the projection direction vector a(0;) of the /th
GNSS signal. Therefore ry; can be used to enhance the /th GPS signal, then the
array weight vector for signal after the projection is

W = Ty (2140)

For actual weight vector calculation, the sample cross correlation vector Iq is
usually used to substitute the theoretical cross correlation vector ryg, i.e.

fya = Y _y(n)d; (n) (2.141)
n=1
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Fig. 2.21 Block diagram of the new de-spread re-spread algorithm

Since GNSS signals are weak, to fully take advantage of the GNSS signal’s
spread spectrum gain, the number of samples N is at least more than the number of
samples within one C/A code period. The new de-spread and re-spread algorithm’s
block diagram is shown in Fig. 2.21.

As shown in Fig. 2.21, the new de-spread re-spread algorithm is a two-stage
jamming mitigation processor. The stage one processor projects the signal received
by the antenna array towards the jamming orthogonal complement space in order to
eliminate the jamming signal; and the stage two processor acquires and tracks the
output signal of the first antenna after projection and reconstructs the Ith GPS
signal. Then the sample cross correlation f,; between that signal and the signal after
the projection is calculated, and the vector is used as the weight vector to enhance
the Ith GPS signal. Thereby, the array’s overall weight vector is

A~

Wiopt = Rx Iyq (2142)

Based on Fig. 2.21 and the derivation steps of the new algorithm, we know that
compared with the least squares de-spread and re-spread algorithm, the new
algorithm can accurately obtain GNSS signal information such as time delay,
Doppler frequency and navigation messages. There is no need for iterative calcu-
lation, so the implementation is simple.

In Sects. 2.3-2.5, we discussed jamming mitigation algorithms. To facilitate
readers to read and compare, Table 2.1 compares and summarizes the applicabili-
ties of various algorithms mentioned before.
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Table 2.1 Comparisons of applicabilities for various jamming mitigation algorithms

Applicability Algorithm
Power Capon Adaptive filtering Adaptive filtering
minimization algorithm | algorithm using algorithm using
algorithm periodic repetition known spread

characteristic spectrum code
information

Provide No Yes Yes Yes

signal

processing

gain

Need to know | Not required Required Not required Not required

GNSS

signal’s

direction of

arrival

Need to know | Not required Required Required Not required

array

manifold

Array Random Random Random array Random array

structure array array

2.5.3 Simulation Results

For simulation, the antenna array has a 10-element uniform linear array with an
interval of half a wavelength. 4 GPS GNSS signals, PRN1, PRN2, PRN3 and
PRN20 incident on the array from the directions of 0°, —55°, —20° and 30°, and
one jamming signal incidents on the array from the direction of 50°. The
jamming-to-noise ratio is 40 dB, and the signal-to-noise ratio is —20 dB. The
digital IF frequency for the received signal by the array is 4.309 MHz, and the
sampling rate is 5.714 MHz.

1. Comparisons of Adaptive Array Patterns

Figure 2.22 lists the adaptive array patterns obtained using three methods.
Among them, Fig. 2.22a is the adaptive array pattern for the power minimization
algorithm. Fig. 2.22b is for the SCORE algorithm, and Fig. 2.22c is for the new
de-spread re-spread algorithm. The vertical solid lines in the subfigures represent
the directions of the GNSS signals; the vertical dotted lines represent the directions
of the jamming signals. By comparing Fig. 2.22a—c, we know that all three methods
can suppress jamming. The SCORE algorithm generates the mainlobes towards the
directions of the two GNSS signals (PRN1 and PRN3), and at the same time it
attenuates the other two GNSS signals (PRN2 and PRN20). The power mini-
mization method cannot provide gain on any satellite. But the new de-spread
re-spread algorithm can generate multiple beams, and every beam’s mainlobe aims
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Fig. 2.22 Comparisons of adaptive array patterns for different algorithms

towards the GNSS signal, therefore the GNSS receivers can track signals from all
satellites.

2. Comparisons of Acquisition Results

Figure 2.23 shows the acquisition results of using the SCORE algorithm for
jamming mitigation. It can be seen in the figure that, since the SCORE algorithm
attenuates the two GNSS signals (PRN2 and PRN20), the receiver only acquires
two GNSS signals (PRN1 and PRN3).

Figure 2.24 shows the acquisition results using the new de-spread re-spread
algorithm. It can be seen in Fig. 2.24 that every beam generated by the new

algorithm aims towards a GNSS signal, thereby the receiver can acquire every
GNSS signal.
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Figure 2.25 compares the acquisition results on the same GNSS signal using the
new de-spread and re-spread algorithm and the power minimization algorithm.
Among them, Fig. 2.25a is the result of the power minimization algorithm;
Fig. 2.25b is the result for the new de-spread and re-spread algorithm. By com-
paring Fig. 2.25a, b, it can be seen that, after jamming suppression, the power
minimization algorithm can acquire the GNSS signal, but can not provide the signal
processing gain brought by the antenna array, thereby the normalized cross cor-
relation number’s sidelobe level is high. But the new de-spread and re-spread




2.5 Spatial Domain Adaptive Filtering Using ... 71

Fig. 2.26 Comparisons of -6
. . . . —Optimal Processor
Slg.na]-tO-Jammlng-plus-HOISe —8 |-—8-Power minimization algorithm B
ratio curves for different , —4+=Single Channel Single Delay Algorithi
algorithms éb —10 F ——New De-spread 1
=~ Re-spread Algorithm
ED ol ]
g 2
o
LE 14y 1
A
= 2 -l6F 1
52
n 4 -18+
538
S 204
g A~
_22 L
,24 L
i

6 1 1 1 1 1 1 1 1
-25 24 -23 22 -21 -20 -19 -18 -17 -16
Input Signal-to-Noise-Ratio(dB)

algorithm can make the antenna mainlobe aim towards the direction of the GNSS
signal, so that its acquisition result is better than that of the power minimization
algorithm,

3. Comparisons of Output Signal-jamming-plus-noise Ratio

Figure 2.26 compares the output signal-jamming-plus-noise ratios for different
algorithms. Among them, the solid line corresponds to the optimal processor; the
dotted line corresponds to the new de-spread, re-spread algorithm; the “¥” line
corresponds to the single channel single delay cross correlation algorithm, and the
“0J” line corresponds to the power minimization algorithm. It can be seen in
Fig. 2.26 that since the power minimization algorithm has no beam directions, it
cannot improve a GNSS signal’s carrier-to-noise ratio. Both the new de-spread
re-spread algorithm and the single channel single delay cross correlation algorithm
can improve the carrier-to-noise ratio of the GNSS signal.

2.5.4 Results on Hardware Platform Experiments

1. Brief Introduction on Hardware Platform Experiments

The new de-spread re-spread algorithm has the characteristics of high gain and
high robustness. We have developed a digital multi-beam jamming mitigation real
time processing system based on the algorithm. Based on the block diagram in the
Fig. 2.21, the system can mainly be implemented using two main modules:
the jamming mitigation module and the beamforming module. Figure 2.27 shows
the experimental block diagram. In the Fig. 2.27, the experimental system is
composed of two main parts: the signal transmitter and the receiver. The jamming
signal in the transmitter is produced by a signal generator, and the GNSS signal
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Fig. 2.27 Experimental block diagram for beam jamming mitigation real time processing system

refers to the signal transmitted by the actual GPS satellite. The receiver receives the
signal using an array antenna first, then the received signal is converted to a digital
IF signal using a down-converter and A/D sampling quantilization, and finally the
digital IF signal is fed into the adaptive processing platform, After jamming sup-
pression, GPS receiver acquisition, tracking and positioning, the results are trans-
mitted to a personal computer control terminal for displaying the results of tracking
and positioning. The effects of signal jamming can be observed by monitoring the
frequency spectrum change before and after the jamming mitigation.

Figure 2.28 shows the experimental scene diagram for the digital multi-beam
jamming mitigation real time processing system test. The left subfigure is the signal
transmitter, with the top-left subfigure representing the GNSS signal and the
bottom-left subfigure representing the signal source that generate the jamming
signal to which a jamming transmitting antenna is connected. The right subfigure is
the signal receiver, and in the order of processing there is a 7-element array antenna,
IF signal sampler including an active downconverter, adaptive processing platform
and computer display terminal. The sampling rate is 5.714286 MHz, and the
intermediate frequency (IF) is 4.309 MHz.
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Fig. 2.28 Experimental scene diagrams for digital multi-beam jamming mitigation real time
processing system test

2. Hardware Platform Testing Results

Figure 2.29 shows the IF signal frequency spectrum observed on the spectrum
analyzer before and after the jamming suppression under the experiment conditions
described in Fig. 2.27. The jamming signal produced by the signal generator has a
frequency of 157542 MHz, and a jamming transmitting power of —10 dBm
(jamming-to-noise ratio is 70 dB).

It can be seen in Fig. 2.29, after adaptive system processing, the peak of the
signal spectrum is removed, so the jamming signal is effectively suppressed.

pregEeRl JAN 00, M4
ATH O

(a) Before Suppression (b) After Suppression

Fig. 2.29 Signal frequency spectrum comparisons before and after jamming suppression
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Fig. 2.30 Tracking results
obtained from the GPS
receiver display terminal
before and after adaptive
beamforming processing
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Fig. 2.30 (continued)
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(e) After the beamforming is stabilized.

Fig. 2.30 (continued)

Figure 2.30 shows the tracking results obtained from the GPS receiver display
terminal before and after adaptive beamforming processing. Every curve in
Fig. 2.30 shows a GNSS signal’s carrier-to-noise ratio change. Below every curve
is the captured PRN, and the number inside the box under the PRN is the decibel
number of the carrier-to-noise ratio. Figure 2.30a is the signal tracking diagram of
the regular GPS receiver before adding the jamming signal; Fig. 2.30b is the
instantaneous signal tracking diagram after adding the jamming signal; Fig. 2.30c is
the signal tracking diagram when the jamming mitigation system is used; Fig. 2.30d
is the instantaneous signal tracking diagram after adding the beamforming module;
Fig. 2.30e is the tracking effect diagram after the beamforming module has been
initiated and the signal becomes stable.

It can be seen in Fig. 2.30a that before adding the jamming signal, the GPS
receiver can capture 9 satellites, and the average carrier-to-noise ratio is approxi-
mately 39.11 dB. In Fig. 2.30b, after adding a —50 dBm (the jamming-to-noise
ratio is 30 dB) jamming signal, the receiver immediately loses the lock, and all
signal tracking curves drop down. Then the satellite cannot perform normal
acquisition and tracking. It can be seen in Fig. 2.30c that after initiating the GPS
jamming mitigation system, the signal tracking curve immediately rises up. As the
signal becomes stable, the carrier-to-noise ratio increases gradually until it becomes
stabilized. As the signal gradually becomes stable, the carrier-to-noise ratio rises up
gradually until it becomes stabilized. In Fig. 2.30d, after the beamforming module
is 1n1t1ated the signal carrier-to-noise ratio rises up rapidly. In Fig. 2.30e, after the

e e average e noise ratio improves by 5.68 dB compared
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with that of after the jamming mitigation due to the signal processing gain brought
by the antenna array. This is because the GPS receiver module has acquisition
function towards the low signal-to-noise visible satellites. In addition, at different
moments, the visible satellites can change, so that after jamming mitigation, the
system can track the PRN20 satellite. The experiment results show that while the
system implemented suppresses the jamming signal, it forms a higher beam gain
towards the direction of the satellites, so that effectively improves the signal’s
carrier-to-noise ratio.

2.6 Space Time Adaptive Filtering

Space-time Adaptive Processing (STAP) was proposed by Brennan et al. [48] in
1973 to solve the ground clutter suppression problem that shows a space-time
two-dimensional coupled distribution for airborne radar. It essentially expands the
one-dimensional spatial domain filtering technique to time and space
two-dimensional domain, to form Time-Space two-dimensional processing struc-
ture. Reed et al. [49]. proposed the Sample Matrix Inverse (SMI) algorithm to
compute adaptive weight. After this, to solve the problem of large computational
load of two-dimensional optimal processing, Klemm proposed the auxiliary channel
(ACR) [42] algorithm, Hong W. et al. proposed the joint domain localized pro-
cessing (JDL) algorithm [50] and the > — A STAP algorithm [51], and Pao Zheng
et al. proposed the method of “time first, space next” adaptive cascade processing
method and partial joint adaptive processing method (abbreviated as
two-dimensional Capon method and 3DT method) [47]. All these algorithms are
computation-efficient. In addition, to promote the applicability of the STAP,
scholars globally have studied problems such as reduced ranking processing and
STAP under non-uniform environment.

For airborne and missile-borne receiver applications, the array antenna apertures
are usually restricted. When there are various types of jamming (e.g. narrow band
and wideband jamming, dispersion multipath interference etc.), only spatial domain
processing cannot provide enough degrees of freedom to have good jamming
suppression performance. Consequently, Fante et al. applied the STAP technique
on GPS jamming mitigation, to greatly improve the degrees of freedom of the
adaptive system. They also studied the criterion of the space-time jamming miti-
gation, the impact from multipath jamming, and the GPS signal distortion caused by
STAP [16, 52-54] etc.

2.6.1 Space-Time Processing Data Model

Considering a uniform linear array composed of M array elements, and each array
element has K taps with a tap delay of 7. The STAP structure is shown in Fig. 2.31.
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It can be seen on every array element channel that a FIR filter is constructed using
delays at all levels that can be used in the temporal domain to remove jamming.
From the perspectives of the nodes with the same time delays, different array
elements constitute adaptive filter in the spatial domain, so it can identify spatial
jamming sources, and suppress jamming by forming spatial domain nulls.
Consequently, space-time processing has the ability to eliminate the jamming in the
space-time domain.

We assume that after down-conversion, the received baseband signal x(¢) at the
reference point at time 7 is represented as

Qo
x(t) = s()+ Y _jg(t) +e(t) (2.143)

where s(z) denotes the satellite baseband signal; j,(7) denotes the baseband signal of
the gth jamming signal; e(?) is the additive Gaussian White noise. The data received
by the array at time ¢ can be written in the form of a MK x 1 dimensional vector, i.e.

X(t) = 11 (6), x12(0), . o X1k (1) - - o Xpa1 ()« - oy g (1)) (2.144)

where x,,(?) is the received signal at time ¢ for the mth array’s kth delay unit, and it
can be represented as

0o
xmk(t) = Smk(t) + qumk(t) + emk(t) (2145)

q=1

For the GNSS signal in (2.145), the first array element of the uniform linear
array is used as the reference point. By referring to the definition in (2.12), the
GNSS signal received by the mth array’s kth delay unit at time ¢ can be written as

_2n(m—1)d sin0

sui(1) = (1 — (k — D)T)e 77 (2.146)

where 0 denotes the angle of arrival of the satellite signal, and d denotes interval
between array elements, and A denotes the wavelength of the GNSS signal.

The GNSS signal received by the antenna array can be written at time ¢ in the
form of a MK x 1 dimensional vector, i.e.

5() = [s11(0), s12(0), -y s16(0)s oy a1 (D), -, sk (D)) = As(r)  (2.147)

where s(r) = [s(1),s(t = T),...,s(t — (K — 1)T)]" is the delayed GNSS signal at
the Kth level, and A = Ix,x ® a(0), a(0) is the spatial domain steering vector
(reference (2.12)), and ® denotes the Kronecker product.

In Fig. 231, {wwmtm=1,2,...M;k=1,2,...,K) is the space-time
two-dimensional weight vector, and w,,; is the weight for the kth delay unit of
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Fig. 2.31 STAP block diagram

the mth array element. The weight vector is written in the form of MK x 1
dimensional vector, i.e.

W = [Wlla W12y « ooy WIKy <o oy WML, « .« WMK]T (2148)
Then, the output the space-time processor is
y(1) = whx(r) (2.149)

For the jamming component in (2.145), if multipath interference is not consid-
ered, its model is very similar to the model of the GNSS signal. If the jamming
signal and the jamming signal’s multipath signal incident on the array antenna
simultaneously, as shown in Fig. 2.32, the received jamming signal becomes a
combined jamming signal after the directly arrived wave and the reflected wave
interfere with each other. This scenario happens more often when a GNSS receiver
antenna is installed on a mobile platform. Using an airplane example, due to the
reflections of the fuselage and the wings, the reflection waves of the jamming
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Fig. 2.32 Multipath Jamming
jamming
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Array antenna platform

among different antennas are only partially correlated, i.e. the array generates the
dispersion phenomenon, also known as dispersion multipath jamming [55]. Below
we use airborne dispersion multipath jamming as an example, to illustrate the
necessity of the STAP processing.

For the gth jamming signal j,(7), if the array antenna receives another even larger
reflected jamming signal relative to the LOS jamming signal, then the jamming
signal received by the mth antenna becomes

qu(t) :qu(t) + O(qu (t - Tmp) (2150)

where the time delay of the multipath jamming relative to the LOS jamming is 7,,;
the multipath attenuation coefficient is o. The jamming signal received by the array
can be written in the form of a M x 1 dimension vector as
I, () = [T (1), 1 (), ... .,JqM(t)]T. Then the array covariance matrix for the
jamming is

R; = E{J (030 }

— ?[a(0) a<e,,,,,)][ 1 “’*(ﬁ]"")][aw,) a(0,)]"

oc*r(‘cmp) | o

(2.151)

where ajz is the power of jamming signal; 0; is the direction of LOS jamming; 0,,, is
the direction of multipath multipath; a(0;) is the array steering vector of LOS
jamming; a(0,,,) is the array steering vector of the multipath jamming; r(7,,,) is the
correlation function between the LOS jamming and the multipath jamming.
Under the above given assumptions, if the correlation function between the LOS
jamming and the multipath jamming r(t,,,) is not equal to 1, then the rank of the
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jamming covariance matrix is 2, and the array shows dispersion phenomenon. For
this same reason, we can derive that, if one LOS jamming and P multipath jam-
mings incident on the array simultaneously, since the received signals among dif-
ferent antennas are not correlated anymore, the rank of the jamming covariance
matrix is larger than 1, and at maximum it can reach P + 1. Under the condition, if
only spatial domain array process is used, multiple degrees of freedom are con-
sumed to resist one jamming source. For M-element antenna array spatial domain
processing, at maximum M — 1 nulls can be formed. When dispersion jamming
exists, the reduction of degrees of freedom can degrade the performance of only
spatial domain jamming suppression. STAP can greatly improve the degrees of
freedom for adaptive processing, and furthermore it can improve performance by
resisting dispersion jamming.

When wideband jammings exist, similar to the case above, the signals received
by various array elements are not correlated with each other anymore. Therefore,
STAP is also needed to improve the degrees of freedom for adaptive processing.

2.6.2 Space-Time Power Minimization Algorithm

The process used in space-time adaptive jamming mitigation uses different
space-time algorithms to derive weight vectors for the array, so that the array output
can be rendered immune from the impacts of jamming. This optimum criterion is
the theoretical foundation in determining the space-time processing optimal weight
vector. Different optimum weight vectors satisfying different requirements can be
derived based on different criteria. Among them, the space-time power minimiza-
tion algorithm [8] is widely applied on many GNSS receivers based on array
antennas because it does not need any a priori information and the implementation
is simple.

The power minimization algorithm, if the GNSS signal at the receiver is rather
weak (around 20 dB lower than the noise level) and the jamming signal is very
strong (often much larger than the noise level), determines the weight vector by
minimizing the array output signal power. The method requires the weight of the first
tap to be 1, and then a weight vector is selected to minimize the output power, i.e.

min wiR,w
w (2.152)
s.1. WH6MK =1

where R, = E{x(¢)x!(¢)} is the theoretical covariance matrix for received signals
by the array. In actual computation, it is usually substituted using the sample

. N
covariance matrix R, = " x(n)x"(n); dyx = [1,0,...,0]" is a MK x 1 dimen-
n=1

sion vector. Based on the Lagrange principle, the weight vector can be derived as
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Even though the power minimization method does not need any a priori infor-
mation and can be easily implemented, it cannot provide beam gain brought by
array processing. So it cannot maximize the output signal to jamming-plus-noise
ratio.

2.6.3 Space-Time De-spread Re-spread Algorithm

As described in Sect. 2.5.2, the blind adaptive algorithm based on de-spread
re-spread algorithm takes advantage of the fact that the GNSS signal’s spread
spectrum code is known, so that it can simultaneously achieve array signal pro-
cessing gain and jamming suppression with no need to know the directions of
GNSS signals beforehand. Thereby, to expand the de-spread re-spread technique to
the space-time domain, we can obtain space-time de-spread re-spread jamming
suppression algorithm, and its block diagram is shown in Fig. 2.33.
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Fig. 2.33 Block diagram of space-time de-spread re-spread algorithm
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First, we project the space-time data towards the inverse matrix of the covariance
matrix, i.e.

y(t) = R 'x(z) (2.154)

Then to perform acquisition and tracking on any one signal in (2.154), we can
obtain the PRN code ¢;(f — 7;), frequency &; and navigation message b,(t —17)
synchronized with the /th GNSS signal. From this information the /th GNSS signal
can be reconstructed, i.e.

di(t) = Dy(t)ci(t — 1))t (2.155)

We can reconstruct GNSS signals received from all L satellites or those satellites
satisfying the position requirements using this method.

By performing correlation between reconstructed /th GNSS signal and the
projected space-time data, the derived cross-correlation is

fa = y(n)d; (n) (2.156)
n=1

Based on this, similar to (2.142), we can obtain the space-time de-spread
re-spread weight vector

Wiop = R 'y (2.157)

By repeating the steps described in (2.155)—(2.157), we can obtain the corre-
sponding beams for L GNSS signals, and every beam points to one GNSS satellite.

2.6.4 Reduced Rank Space-Time Adaptive Filtering
Algorithm

Good jamming suppression effects can be achieved by applying STAP technique on
GNSS receivers. But, STAP processing involves the inverse of two-dimensional
high order matrix. Not only does it require a large amount of computation, it also
has a higher demand on the number of snapshots. Therefore, it is very important to
perform reduced rank simplification on STAP [56]. It not only can greatly reduce
the amount of computation, it also reduces the speed of convergence. In this sec-
tion, we introduce some commonly used reduced rank STAP jamming suppression
algorithms presently, including Principal Components (PC) [56], Cross Spectral
Metric (CSM) [57], Multistage Nested Wiener Filter (MWF) [58-60], and
Multistage Iterative Reduced Rank (MIRR).
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Before introducing these commonly used reduced rank algorithms, we give the
unified structure of reduced rank space-time adaptive jamming suppression algo-
rithm based on the Wiener filter structure shown in Fig. 2.34.

Weiner-Hopf equation’s solution is

wo = R 'ty 2 (E{xx"}) ' E{xd}} (2.158)

where dj denotes the desired signal; x is the two-dimension snapshot vector cor-
responding to the observed signal received by space-time processor; wy is the
weight vector of space-time processor; do = wilx is the estimate on the desired
signal; R, = E{xx''} is the covariance matrix corresponding to the observed signal;
Iy, = E{xd}} is the cross-correlation vector between the observed signal and the

desired signal. The minimum mean square error of the output corresponding to
(2.158) is

MMSE = o, — 1%,

Xd()

R 'ry, (2.159)

where 05210 = E{dyd};} is the average power of the desired signal. It can be seen in
(2.158) that the weight vector w, makes do approach the signal component of the
desired signal dj that is correlated with the observed signal, i.e. dj is the projection
component of the observed signal x on the direction of cross-correlation ryg,.

To solve for the classic Wiener filter’s optimum weight vector, an inverse
operation on the covariance matrix of the observed signal received by space-time
processor is needed. The amount of computation is very large and the speed of
convergence is slow (i.e. very high requirement on the number of snapshots). Thus
further illustrates the necessity to perform reduced rank processing. By performing
reduced rank processing, a smaller subspace can be created to approximate
observation space that can greatly reduce the computation complexity and achieve
faster speed of convergence. Theoretically, when the dimension of the reduced rank
is reduced down to the space dimension of the jamming signal, the impacts on the
processor’s jamming suppression performance are not significant.

The reduced rank STAP jamming suppression algorithm can be expressed in a
unified fashion: by using a MK x D dimension reduced rank transformation matrix
T = [ti,ta, ..., tp] (Where D <MK represents the dimension after reducing the
rank of the input observation signal), so that the dimension of the observed signal is
reduced from MK dimension to D dimension, and the D-dimension adaptive

Fig. 2.34 Block diagram of a + €

classical Wiener filter d, =@—>
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Fig. 2.35 Unified structure for reduced rank space-time adaptive jamming suppression algorithm

processing can be done in this reduced rank space. A D x 1 dimension adaptive
weight vector wy, can then be obtained, as shown in Fig. 2.35.

After performing T transformation reduced rank processing on the observed
signal, the new input observed signal vector obtained is

xp = THx (2.160)
The covariance matrix corresponding to the observed data after rank reduction is
Rp = THR,T (2.161)

It can be seen that the dimension of covariance matrix reduces from MK x MK
to D x D. Thereby, to solve the space-time adaptive weight vector after rank
reduction wp, the amount of computation needed for covariance matrix inverse
operation can be reduced significantly. The overall weight vector of the space-time
adaptive processor is

w = Twp (2.162)

The key for reduced rank processing is to select the proper reduced rank
transformation matrix T, so that as the rank of the processor reduces, we still can
achieve performance close to that of a full-dimensional optimum processor.

1. Principal Component Method

The main idea of the principal component method (PC) [56] is to perform
eigenvalue decomposition on the observed data’s covariance matrix R,, to obtain
eigenvalue /; and the corresponding eigenvector v;, i.e.
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MK
R, = VAV! =3 " Jvv! (2.163)
i=1

where the diagonal element of the diagonal matrix A iis R,’s eigenvalue; V is the
matrix composed of column vectors of R,’s eigenvector.

The GNSS signal reaching the receiver is much weaker than the noise level,
while the jamming signal is fairly strong and is way above the noise level, thereby
the space expanded from the eigenvector corresponding to the R,’s large eigen-
values can be regarded as the jamming subspace, while the space expanded from
the eigenvector corresponding to R,’s small eigenvalues can be regarded as the
noise subspace. By arranging R,’s eigenvalues in descending order
(i.e. 1=A> - 2Ayk), the eigenvectors v; corresponding to the first D largest
eigenvalues /; can be used as the reduced rank matrix, i.e.

T = VD = [V]7 Vo, ..., VD] (2164)

Now, the observed data’s covariance matrix R, can be approximated using the
following formula

D
Rx ~ RPC = VI)ADVg = Z ;LiViV? (2165)

i=1

where the diagonal matrix Ap = diag{4;,42,...,4p}, and is a D x D dimensional
matrix; the reduced rank eigenvector Vp is a MK x D dimension matrix, and the
reduced rank dimension D <MK — 1. If D is bigger than the dimension of the
jamming subspace, the jamming information can be preserved. Then, the principal
component method’s weight vector is

D

1
Wpc = R;érxdn = ZIV,'V?I'X,{O (2166)
i=1 "

If all jamming components that need to be suppressed are all contained in the
reduced rank matrix T, the principal component method has very good reduced
rank performance. But the PC method approximates the auto-correlation matrix
based on the eigenvalues’ amplitudes only. It does not consider the space-time
two-dimension steering vector of the desired signal. Consequently, the space
compression is not complete. When there is characteristic spectrum expansion and
subspace leakage, the performance of the PC method’s compression usually
experiences sharp degradation. Aiming towards the above questions, we introduce
the cross spectral metric to improve the principal component method.
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2. Cross Spectral Metric

The main idea of Cross spectral metric (CSM) [57] is to use the amplitude of
cross spectral energy as the criterion to select reduced rank matrix. By substituting
the observed data covariance matrix’s eigenvector decomposition expansion for-
mula (2.163) into the Wiener filter output’s minimum mean square error expression
(2.159), we can obtain

MK H

ViV,
) H p-1 _ 2 H ivi
MMSE = oy — 1 R T, =05 — Ty E — Ty
=1 M
MK | H 2 MK (2.167)
2
_ 2 Vi'ra| o o P
=04 =) — =05~ ) 5
0 yn 0 yn
i=1 ! i=1 "
where p; = ‘Vf{rxdol denotes the space correlation between the ith eigenvector and

the desired signal’s space-time two-dimension steering vector. By defining pi2 / A; as
cross spectral energy, we maximize the overall cross spectral energy by minimizing
the output MMSE in formula (2.167). Therefore, the cross spectral metric method
selects the eigenvectors Vv; corresponding to the first D number of eigenvalues i
that maximize cross spectrum energy as the reduced rank matrix, i.e.

T=Vp=[V, V2, ..., Vp] (2.168)

Then, the observed data’s covariance matrix R, can be approximated as

D
Rx ~ RCSM = VDADVH = Z /L,“",f’fl (2169)

i=1

Then, we can obtain the cross spectral metric method’s weight vector
N
—1 Z < cH
Wesm = RCSerdo = = ViV; Iy, (2170)

The data compression effect of the cross spectrum measure method is better than
that of the principal component method. But, both the cross spectrum measure
method and the principal component method need to perform eigenvalue decom-
position on the observed data’s covariance matrix to obtain reduced rank subspace,
so that the amount of computation required is still large. To some degree, this
constraint limits the application of these methods in actual engineering practices.
The multistage nested wiener filter method introduced below can avoid matrix
inverse and eigenvalue decomposition so it can reduce the computation complexity
for the above two problems.
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3. Multistage Nested Wiener Filter

The multistage Nested Wiener Filter (MWF) [58] is a multistage equivalent
realization of the Wiener filter. It uses a series of orthogonal projection to perform
multistage decomposition on observed input signal vector, then performs multistage
scalar Wiener filtering to synthesize the output error signal of the Wiener filter.
Compared with the PC and CSM methods that are based on feature decomposition,
the MWF method avoids complex operations such as matrix inverse and feature
decomposition.

Before we introduce multistage Wiener filter, we must first give the following
theorems [38].

Theorem 2.1 Using full rank matrix T € CMMK e perform pre-filtering on
observed data X (originally x) to obtain new observed data 7, = Txy. The Wiener
filter weight vector w,, and estimated signal &’0 = wgzl are also derived based on
this data, and the MMSE derived is the same as that of no prefiltering.

Below we give proof on Theorem 2.1, to derive the Weiner filtering performance
on full rank matrix pre-filtering. Figure 2.36 shows the block diagram of using full
rank matrix T € CMMK 6 perform pre-filtering processing on observed data Xo.

New observed data after pre-filtering can be written as

7, = TXO (2171)
The corresponding new mean square error is
MSE, = szo - ng‘zldo -w, ero + WZRZIWZl (2.172)

where R., = E{z;z}'} = E{Txox{T"} = TR,, T" is the covariance matrix for the
new observed data; r;, 4, = E {zld(’;} =F {Txodg} = Try,q, is the cross-correlation
between new observed data and expected data. The derived Wiener filtering weight
vector w,, can be represented as

WZ] = Rzlll‘zld0
= [T 'R T " Tryg, = [T7'] 'R, s, (2.173)
= [T‘I}HWXO
The new desired signal estimated based on new observed data is

dy = wgzl = ng’ITXO = WE()XO (2.174)
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Fig. 2.36  Wiener filter do
including pre-filtering

€o

It can be seen that the estimated results are the same as those before pre-filtering.
Now the new MMSE can be recalculated. Under the minimum mean square error
criterion, we can derive using (2.172)

_ 2 H
MMSE;, =0, —w,R;w,

_ 2 Hmp—1 Hp—11H
=0y — W, T TR, T [T ] Wi,
_ 2 H

=0y — Wy R, Wy,

= MMSE,,

(2.175)

It can be seen that the output MMSE is the same as before pre-filtering.
Based on Theorem 2.1, we can use the full rank pre-filtering matrix

T, = [hlf] € CMExMK (2.176)
B
where hy = 1,4,/ ||Txa || € CMKx1 i a normalized cross-correlation vector; By =
null(h,) € CME~1MK §s 3 (MK — 1) x MK dimension matrix orthogonal to hy,
and is regarded as the blocking matrix, and its expanded space is h;’s null space,
i.e. Bjh; = 0. Then, Fig. 2.37 shows the structure of a Wiener filter. Where d; =
hi'x, is x¢’s projection on the projection direction of the cross-correlation vector
Iy,d,; W1 ensures that d; and dy have the largest correlation; x; = B xg is a MK — 1

do + o

A 4
3
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dimension vector, and it corresponds to the projection Xy’s projection on its MK — 1
dimension subspace orthogonal to cross-correlation vector ry 4., ot containing any
information in dj.

The new observed data after pre-filtering the observed data x, can be represented
as

o _ hII—IX() _ dl
7, —= T1X0 = |:le0:| = |:X1 (2177)

Its corresponding covariance matrix is

A
R, = | % Twa 2.178
o |:rx1d1 R, :| ( )

where

og, = E{did'} = hiRh
roa = E{xid}} = BiRhy (2.179)
R, = E{XIX{I} = BIRXOB{I

The R,y in the above formula is the original R,. The cross-correlation vector
between the new observed data and the desired data is

+ (x|
zdy = E{zldo} = Tlrxodo = |:0(MKO;))><1 (2180)

Therefore, the Wiener filtering weight vector corresponds to the data in (2.177)
is
w., =R 'r (2.181)

By applying the block Hermite matrix inverse formula, we can derive
1 -, R

-1 -1 H -1
_Rx1 I‘xldl Rx1 <§1I+rxldlrxlle )

X1

R =& (2.182)

where & = E{|e1|2} = 0[211 — rgle;llrxldl. By substituting (2.182) into (2.181),

we can derive the Wiener filtering weight vector after pre-filtering [59]
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H p-l
w _é,l 1 _r-’”lexl erod()H
=& _ , N
° —R;'rq, R (611 oty RXII) 0k —1)x1
_ 2.183
= & gl (2.183)

—1
_Rx] Txd,

)

It can be seen that, an MK dimension Wiener weight vector can be decomposed
into a form of one scalar and an MK — 1 dimension weight vector. Among them,
the scalar wy = 51—1 I*xods ||, the MK — 1 dimension weight vector w, = R;llrxld1 is
the Wiener solution of the estimated scalar d; based on MK — 1 dimension data x.

Using the same method we can decompose the Wiener filter stage by stage, as
shown in Fig. 2.38, until it can be decomposed to the (MK — 1)th stage. Then, we
can simplify the matrix inverse as the reciprocal of multiple scalars. h, of every
decomposition is the cross-correlation between the previous upper branch’s desired
signal and the lower branch’s observed data x,_;, in order to preserve the infor-
mation from the previous step as much as possible. The block matrix of every
decomposition B, can ensure orthogonalities among ever reduced rank components.
After Multistage decomposition, we can still obtain the same output MMSE as the
original Wiener filtering.

Actually, there is no need to completely decompose the filter. Only D-step
decompositions (D < MK — 1) can obtain almost all useful information. Then, the
observed data xp contains almost no jamming components, and its covariance
matrix tends to whiten, so that decomposition can stop [60]. As shown in Fig. 2.38,
a multistage Winder filter is composed of an analysis filter and a synthetic filter. The
analysis filter uses an orthogonal projection transformation to perform decompo-
sition, and the synthetic filter uses a set of iterative Wiener filters for synthesis, and
its input is the output of the analysis filter. The detailed steps of the original
multistage Wiener reduced rank algorithm’s iterative process are listed in Table 2.2.
In the table, By, = B;’.

Analysis filter Synthetic filter

Fig. 2.38 Multistage Wiener filter structure
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Table 2.2 Detailed steps of
original multistage Wiener
filtering algorithm

Analysis filter

Initialization:
R, = o E{XOXIJ}, g = Tyydy = E{XOd(l){}, Bp = Iyk-1,
Bptran = IMK*I

Iterative computation: for i = 1,2,...,D

3 = /101y, by = 1,4/di, 07 = hRh;, B; = null(h;),
ti = B,Hhh Bptran = BII;I’ Bp = Biny Iy = BprUBptmnhiv
R, = B,R, B

o Pp

Synthetic filter

Initialization:

ép = 0'%)’ Wp = 5D/51)

Iterative computation: fori =D —1,D —2,...,2,1
G=07 =07,/ wi =6 /&

Weight computation

Initialization:
w,=0,w, =1

Iterative computation: for i = 1,2,...,D
Wp = —WpW;, W, = W, +t;w,
When iteration completes, we can obtain: Wyyr = W,

Based on the above iterative solution process for the original multistage Wiener
filter, we can implement the reduced rank filter for the input observed signal. Below
we give the explicit expression of the method, i.e. (2.184)—(2.186). After com-
pleting the decomposition, the equivalent reduced rank matrix can be expressed as

D—1
Towr = [ti,ta, ..., tp] = lhl,Blfhz, e (H B?) hD] (2.184)
i=1

[ti,t2,...,tp] is the basis vector of the reduced rank subspace. The equivalent
weight vector after rank reduction can be expressed as

p-1 1T
Wp = |w], —wiws,. .., (—I)Dflnwf = (TEWFRXOTMWF) TEWFrXOd0
i=1
(2.185)
The overall weight matrix can be denoted as
Wywr = TywrWwp (2.186)
Different block matrices can enable different implementations for multistage

Wiener filter. Goldstein, Reed and Scharf, who originally proposed the multistage
Wiener filter, provided a method to compute a block matrix in the appendix of
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Ref. [58]. The implementation method is known as GRS-MWF. The vector is
represented as

h; = [hil’hi% . whi(MKfi)] (2.187)
Then GRS-MWF’s block matrix is
m ;?1 01 0 0 0
0 i 0 0 0
Bi=|: : : (2.188)
1 ~1
0 0 0 hig—i—2) ik —i-1) 0
o o0 o0 -0 » L h*—l
L i(MK—i-1) i(MK~i) ]

It can be seen that B; is a (MK —i — 1) x (MK — i) rectangular array. Since
x; = B;x;_|, we know that the dimension of x; decrements by 1 as i increases, and
that it is very beneficial for reducing computation load and storage requirement. By
truncating the multistage Wiener filter after the Dth step (D < MK — 1), we can
obtain a D-order reduced rank multistage filter, and this is also known as a mul-
tistage Wiener filter with rank D.

Multistage Wiener filter can also be implemented using the correlation sub-
traction structure called CSA-MWF, as shown in Fig. 2.39. The structure is
equivalent to a block matrix as

h;h!!
([l

B, =1— (2.189)

Furthermore the analysis filter in Fig. 2.37 can also be simplified. As shown in
Fig. 2.39, the CSA-MWEF structure is based on a data field, so it does not need to
explicitly compute the input observation signal’s covariance matrix and block
matrix. Therefore, the amount of computation can be greatly reduced compared
with the GRS-MWEF structure.

truncate

after the :
D-step |
iterations |

dp() =ep() |

Fig. 2.39 Data field CSA-MWF implementation structure

ol LElUMN Zyl_i.lbl
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Table 2.3 Detailed steps for
data field CSA-MWF
algorithm

2 Jamming Suppression

Synthetic filter

Initialization: do(n) = 85 ,x(n), xo(n) = x(n) — dpxdy(n)

Iterative computation: for i = 1,2,...,D

b = E{xi_1(n)d;_; (n)}/[|E{xi-1(n)d;_ (n)}
d;(n) = hi'x; | (n),

x;(n) = x,_;(n) — h;(n)d;(n)

5

Synthetic filter

Initialization: ep(n) = dp(n)

Synthetic filter

Iterative computation: fori =D, D —1,...,2,1
w; = E{ei(md;_ (n)}/E{ lesm) 1},

i1 (1’1) = d,'_l (Il) - w;‘ei(n)

Weight calculation

Initialization: w), = 1

Iterative computation: for i = 1,2,...,D
_ * —
Wy = —W,W, w; =W,

The detailed steps for the data field CSA-MWF algorithm iterative process are

shown in Table 2.3.

Below we give the explicit expression for the method, i.e. (2.190)—(2.192). After
completing the decomposition, the equivalent reduced rank matrix can be expressed

as

Tuwr = [duk, i, ..., hp] (2.190)

After rank reduction, the equivalent weight vector can be expressed as

wp = [L,wi,...,wp]" (2.191)

The overall weight vector can be denoted as

Wywr = TywrWwp (2.192)

4. Multistage Iterative Reduced Rank Method

It can be discovered from the Multistage Nested Wiener Filter introduced above
that these methods use iterative computation to avoid the processes of covariance
matrix inverse and feature decomposition so the amount of computation can be
reduced. Among them, the data field’s CSA-MWF implementation structure
improves the computational complexity on the analysis filter by not calculating the
covariance matrix, as well as reduces every iteration’s computation complexity by
calculating cross correlations among vectors to derive new desired signal and
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observed data. This method then iterates backwards in the synthetic filter to
determine the weight vector. Even though it is a scalar Weiner filter structure, but
they nest with each other so that they can not be realized using parallel computa-
tion, thereby the overall real time performance of the algorithm suffers. The syn-
thetic filter structure can be improved by making it execute one iteration for every
added step, e.g. compute the weight vector in parallel. This parallel multistage
iterative structure after improving both the analysis filter and synthetic filter is
known as the Multistage Iterative Reduced Rank method.
From (2.185) and (2.186), the overall weight vector can be represented as

-1
S —— T(THRXUT) Thr, ., (2.193)
where we can simplify so that T = T . For the multistage Wiener filter structure

shown in Fig. 2.36 with a rank of D, the ith desired signal after analysis filter
decomposition can be written as

i—1

J=1

By writing various stages of desired signals into vector form representation, we
have

H
d? = [dy, do, ..., dp|"= [T“ﬂ X0 (2.195)
By substituting (2.195) into (2.193), we can obtain the overall weight vector as
-1
Wiy = TO) {Rf,’”} rud, (2.196)

where RY” = E{d?[d?)"} = [T®]"R, T® is a transformation covariance
matrix, and we derive
R (i) = E{did; } = o
RY(i,i— 1) = E{dd’ |} = E{bl'x; \d} |} = W', 4, =4
R (i~ 1,i) = E{di1d}} = E{d_x" b} =1 , h, =8, i=273,...D
(2.197)

Therefore, R(dD) is a real number matrix in the form of three diagonal matrices
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(62 0 0 - 0 0
52 0'52 53 s 0 0
R(SD) _ 0 53 0'(213 0 0 _ [Rz(iD K 5(1’_) :| (2198)
: : : . dpy O 0 op oy
0 0 0 5D71 030—1 5D
0 0 0 0 4

Also in (2.196)

e E{d(D)ds} _ E{ [T(D)}ondg} _ [T(D)}erodo - [T(D)]thél = [(2)1]
(2.199)

It can be known from (2.199) that the weight vector in (2.196) only needs to be
used in the first row of [RED)]_I, and multiply it by J;. By defining

co — [c&"), o ch>] - [Rff)}_l (2.200)

and further expanding (2.200) based on the block Hermite matrix inversion for-
mula, we can obtain

-1 (D-1) H
c® = [R{] = [C 5 g] + b [ (2.201)
Bp = ‘721) - 5%)C§)D—_1?1))—1 (2.202)
D-1
b — {_513(:2)—1 )] (2.203)
1
where Cgf) denotes the ith element of the jth column C](D). We only need the first

-1
row CgD) of [R((iD)] to compute the weight vector in (2.196).

(D-1) 2 (D-1)
clP) = [Clo ]JFBBIC%—I; [%Cg-l ] (2.204)
Y

B (D—1) - - )
where CE,D) =B, [ 5D(13D—1 ], Cﬁf}, =Bp', Bp= o5, — o5Bp . Since CED)
can be solved iteratively based on (2.204), the overall weight vector is

(2.205)
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iterations

|
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Fig. 2.40 Implementation structure of multi-step iteration

From (2.205), we extrapolate that for every incremental stage of the filter, only
one iteration needs to be added, so that the recursive updating for backward iteration
can be avoided. If the analysis filter adopts the CSA-MWF implementation structure,
and at the same time the synthetic filter adopts the backward iterative algorithm, the
constructed multistage iterative implementation structure is shown in Fig. 2.40.

Detailed steps of multi-step iterative algorithm are listed in Table 2.4.

We can summarize the various reduced rank methods introduced above: When
the jamming subspace components are all contained in the reduced rank matrix T,
the principal component method has very good reduced rank performance; When
there exist a characteristic spectrum expansion and subspace leakage, the cross
spectral metric method has better data compression effect; The multistage nested

Table 2.4 Detailed steps of

Initialization

the multi-step iteration "

algorithm do(n) = 8MKX(H) Xo(n) = X(n) 8M1<do(n)
hy = E{xo(n)dg(n) }/[|E{xo(n) ,di(n) = hHXo( )s
x1(n) = xo(n) — hy(n)d; (n), 701—0 r11—E{d1 T(n)},

M _ -1
Crirst = rl ,10 Clast = rl 1

Iterative computation

fori=2: MK - 1

by = B{xi 1 ( ()} /|| E{xica (n)df (n) }
d;(n) = h!! x,,l( ),

x;(n) = x;_1(n) — h;(n)d;(n), r;; = E{d,—(n)di*(n)},
riry = E{di_\(n)d; (n)}, B =ri; — ’r,- 1i|2cl(:§;.li>—l’
c&{%ﬂwm[%w%}

7"1 Li

s

i _ — . (i=1) ;
cl(aZt = ﬁi 1 |: rlilvllcmsl :|’ MSE(I) - erodu“Qcﬁrsll

If MSE®) < MSEreshoias Then D = i, jump out
Weight calculation

Tp = (tistoseees tp] = [hy,. .. hp), Wamr = ||l'x(,doH2TDC§-ilr)s)t
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Wiener filter method avoids performing matrix inverse and eignevalue decompo-
sition; The multistage Wiener filter with correlated subtractive structure does not
need to explicitly compute observed data’s covariance matrix, and does not need to
compute the block matrix, therefore it can further reduce dynamic range and
amount of computation. The multi-step iterative reduced rank method achieves
parallel computation of the weight vector, so the real-time performance of the
reduced rank algorithm improves significantly.

2.6.5 Impacts on GNSS Signal by Space-Time Processing
and Equalization Technique

Since a space-time processing method performs jamming suppression in the joint
space-time domain, frequency responses over the whole processing bandwidth are
not consistent, inevitably leading to distortions on GNSS signals, as a result cross
correlation functions between array outputs and local signals have phenomena such
as mainlobe broadening, cross correlation peak shift etc. Those phenomena have
impacts on GPS signal acquisition, pseudo-range measurement, and determination
of user positions [61]. This section analyzes the impacts of space-time processing
on GNSS signals, and introduces some existing main STAP compensation tech-
niques, including weight constraint [61], temporal-domain filter [61], least squares
inverse filtering and equalization method based on homomorphic filtering principle
[62].
Array output signal after the space-time adaptive jamming mitigation is

y(n) = wx(n) = wAs(n) + wj(n) + w'e(n) (2.206)

where x(n) denotes the space-time two-dimension snapshot; w denotes the adaptive

weight vector corresponding to the STAP algorithm; A = Ix.x ® a(6), a(0) =

i2nd sin 0 2n(M—1)d sin0

T
l,e 7 ,..., e 7 } is related to the actual direction of arrival 0 for

) ) )

GNSS signals; s(n) is the K-stage delayed GNSS signal; j(n) and e(n), respectively,
are the jamming and noise components of space-time two dimensional snapshot.
To suppress and eliminate the jamming, it is equivalent to
whij(n) =~ 0 (2.207)
Then the output of the array is

y(n) =~ wAs(n) +whe(n) = wAs(n) +e(n) (2.208)

where ¢(n) = w'e(n) represents noise output.
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After the STAP processing, uniform linear array response coefficients for dif-
ferent time delays can be represented using a K x 1 dimension vector h = (WHA)T,
ie.

h = [1(0), (1), ..., (K —1)]" (2.209)
where
2n(M— l)dsm()
Zwmke I (2.210)
By transforming (2.210) to frequency domain, the GNSS signal’s frequency

response can be obtained using space-time processing

H(w) = h(k—1)e kDT

(2.211)

Noaling

M 7n(M l)d sin 0
§ : kae J(U(k*l)T]
1 m=1

~
Il

If it is assumed that the frequency response of a satellite transmitting signal s(¢)
is S(w), then the frequency response for the output after the STAP processing is
S(w)H (w). Therefore, we can obtain the output signal after the STAP for the GNSS
signal, and it has the following format

1

o [ ) S(w)H(w)e™ dw (2.212)

y(n) =

It can be known from distortion-free transmission conditions H(w) = Ke 1%
(where K and 7, are constants) that when the STAP’s frequency response to the
GNSS signal H(w) does not satisfy the above conditions, the GNSS signal has
distortion.

To compensate for the impacts on the GNSS signal by the STAP process,
scholars all over the world have performed related research studies. Among them,
the weight constraint method proposed by professor Hatke from MIT [61] performs
equalization on all distortions of the GNSS signal, to make their impacts on the
distortions the same. This method adds an orthogonal constraint condition to solve
new weights for different jamming mitigation algorithms. The MITRE Corporation
in the US proposed an equalization algorithm based on a temporal-domain filter
[61] to make different GNSS beams’ STAP responses consistent, i.e. let every
GNSS signal’s beam output convolute with STAP responses of other GNSS signals
using an added temporal-domain filter. The University of Chinese National Defense
proposed the method of adding an inverse filter. The method, based on the principle
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of deterministic least squares inverse filter, solves for inverse filter coefficients for
every GNSS signal, and adds array outputs, to recover the desired GPS signal.
Since linear filter has difficulty separating the product signal or convolution signal,
the China Civil Aviation University proposed an equalization algorithm based on
homomorphic filtering [62]. The method transforms a convolution type combined
signal to an additive signal, then designs a filter to separate signals in it, so that
responses of STAP at different delay taps are consistent. Below we introduce the
basic principles of these methods one by one.

1. Weighted Constraint Equalization Algorithm

Weighted Constraint Equalization Algorithm [61] directly adds constraint con-
ditions on jamming mitigation weights of the STAP process, and re-solves for new
weights. From (2.211) we can obtain the response of the space-time processing on
the GNSS signal as: h = [1(0), h(1),h(2),...,h(K —1)]", h = (WA)Tisa K x 1
dimension vector. The weighted constraint method, in terms of a specific satellite,
means that the group delay of the constraint h is a fixed value. And the constraint
can be achieved using the following orthogonal constraint condition

h'dc =0 (2.213)

where

oc =

OR,(AT(D — 1))
/ ot (2.214)

OR,(AT(D — K))

DAT is the fixed time delay; R;(7) is the auto-correlation of the GNSS signal; O(e)
represents the derivative operation.

This method, for different space-time adaptive jamming mitigation processing
algorithms, needs to have additional orthogonal constraint conditions. For example,
by adding a constraint condition for the Capon jamming mitigation algorithm
wHAQdc = 0, the solution of weights can be achieved using the formula below

min wiR,w

Allw = B (2.215)
s.t.
wlAde =0

where B, is a constant vector. Let B =[A, Adc], C=[p" 0]. By writing
(2.215) in the form of augmented matrix, weights can be recalculated as

min wiR,w

2.216
st. wiB=C ( )
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Using the Lagrange method to solve weights, the new weights can be obtained as

w=R;'B(B"R;'B) "' C" (2.217)

2. Temporal domain filter equalization algorithm

Temporal domain filter equalization algorithm [61] makes different GNSS’
STAP processing responses consistent by adding temporal domain filters. The goal
of this method is to convolute one GNSS signal’s beam output with other GNSS
signals’ STAP responses. Thereby, the minimum order of filters for this equaliza-
tion algorithm is 3K-2.

Assuming signals from four GNSS satellites incident onto the array, the output
signals after array jamming mitigation for every satellite are y;, y,, y3 and y,
respectively, and the space-time responses on the four satellites are hy, h,, hy and h,
respectively. To make the responses of STAP processes the same for all four GNSS
signals, we perform the computation below, to obtain four new output signals

yia(n), y2a(n), y3a(n) and yga(n).

yia(m) = yi1(n) xhy xhy xhy = {W?X(n)} xhy x h3 x hy (2.218)
vaa(n) = y2(n) xhy xhz xhy = {wglx(n)} xh; xhs x hy (2.219)
ysa(n) = y3(n) xhy xhy xhy = {Wix(n)} xhy xhy xhy (2.220)
yaa(n) = ya(n) x hy xhy « hy = {wix(n)} «h; * hy x hs (2.221)

where * denotes the convolution operation.

After using this method of adding temporal domain filter, we can make the
impacts of STAP processes the same for different GNSS signals. The four output
signals can have correlation processing with different local spread spectrum codes,
and the obtained cross-correlations are consistent. But this method can narrow the
signal spread spectrum. For example, the frequency spectrum of the first GNSS
becomes

This also leads to the expansion of correlation function.

3. Least Squares Inverse Filter Equalization Algorithm

The equalization compensation method based on deterministic least squares
inverse filter solves an inverse filter

g= [g(O), g(l)a B g(K)]T (2223)
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which minimizes the error energy V(g) = ||0 — h*g||, § denotes an unit impulse
function. To solve this inverse filter, we need to solve the derivative of V(g) related
to g, and make that derivative as zero. Based on this, we can derive

> gkyr(k—1)=q(l), 1=0,1,..,K (2.224)
k=0
where
rk—1) = . h(i — Dh*(i — k)
":O"" (2.225)
=N hin(i—(1—k), 1=01,...K
i=0
o= 3 Sk =D = (=D, 1=0.1...K
k=—o0 (2.226)
_(h(0) =0
_{ 0 (>0
In matrix form, it is
r(Oz r(1) r(K)1 g((l)) h(0)
r(—. ) r(?) r(K — ) g(' ) _ 0 (2227)
H=K) r—(K—-1)) ... 0 ||k 0

Then it becomes convenient to solve for the inverse filter’s coefficients g.
4. Equalization Algorithm Based on Homomorphic Filtering

Homomorphic filtering [63] can be used to separate or process non-additive
combinational signals (e.g. product-type signal and convolution-type signal). The
basic approach of the method is to perform Fourier transform or Z-transform and
logarithmic transformation on mixed signals, so that the product-type signal and
convolution-type signal can be converted to additive signals. After performing
signal separation using linear systems, the signals can be converted back.

It can be known from (2.208) that the array output after the STAP jamming
mitigation processing can be represented as
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y(n) ~ wAs(n) +e(n) = h's(n) +e(n)

h(k)s(n — k) +e(n)

~
Il
o

It can be seen that unlike the expected receiving GNSS signal s(n), array output
is equivalent to the process of convoluting the array response and the signal, i.e.

y(n) = h*s(n) +e(n) (2.229)

It can be seen in (2.229) that the impact on the signal by the STAP process can
be seen as a convolution distortion. Therefore, the correlation function between the
derived array output signal and the local spread spectrum code has distortion,
leading to errors in positioning results.

Below this method of homomorphic filtering can be used to isolate the GNSS
signals. First, Fourier transformations are performed on both sides of (2.229) to
convert the convolution distortion to a product-type distortion.

E(w)

= +
— H(0)[S() + B () (2:230)

where E(w) = H(w)E) (o). Then let S;(w) = S(w) + E; (), then (2.230) can be
written as
Y(w) = H(w)S(w) (2.231)

After taking the logarithm, the product-type distortion can be converted to an
additive distortion, and we have

In(Y(w)) = In(H(w)S(w)) = In(H(w)) + In(S;(w)) (2.232)
We then subtract the additive distortion after the transformation
In(S;(w)) = In(Y(w)) — In(H(w)) (2.233)
By taking exponential operations on both sides of (2.23), we can obtain

Si(w) = exp[ln(Y(w)) — In(H(w))] (2.234)
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Fig. 2.41 STAP jamming mitigation and equalization compensation process

It can be known from (2.230) that §; (w) is the GNSS signal frequency response
under the influence of noise. By performing inverse Fourier transformation on
(2.234), the obtained signal is s1(n) = s(n) +e;(n), we then can recover the desired
GNSS signal, but the obtained signal still contains the noise component e ().

The four methods described above compensate for STAP process, and all need
to use the GNSS signal steering vector. Among them, the weight constraint method
needs to re-add orthogonal constraint conditions for different jamming mitigation
algorithms to solve for the new weights, but the added computation is mainly due to
matrix multiplication, so it adds relatively small loads. Every satellite beam output
for the temporal domain filter equalization algorithm needs to convolute other
GNSS signals’ response coefficients with different time delays, to let the correlation
function have certain degrees of expansion and time delay, so that the added
computation is for multiple convolution operations. When it is used to solve the
inverse filter coefficients for every GNSS signal, the least squares inverse filter
algorithm needs to have the covariance matrix of a GNSS signal’s STAP response,
so it increases computational load. Equalization algorithm based on homomorphic
filtering uses the homomorphic filtering to separate out the GNSS signal, so that it is
compatible with algorithms for estimating GNSS signal’s steering vector such as
the space-time de-spread re-spread method. The additional amount of computation
is mainly for fast Fourier transformation, logarithmic operation, and exponential
operation, so the amount of computation is still relatively small. Figure 2.41 shows
the STAP jamming mitigation and equalization compensation process.

2.6.6 Simulation Results

Below we perform simulations to compare the performances of various algorithms
described in this section. For simulations, we use an equidistant linear array with
the number of array elements being M = 4, and the interval between array elements
as half a wavelength. The signals received by the array can be down-converted to
the intermediate frequency 4.309 MHz, and the sampling rate is 5.714 MHz. After
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every array element, three time taps are connected to form a space-time processing
structure, and every time tap has a one-sample point delay. We set the following
simulation environment: five satellites PRN2, PRN6, PRN14, PRN20 and PRN25,
and their signals incident onto the antenna array with angles of —15°, 20°, —5°, 5°,
and 15°. The signal-to-noise ratio is —20 dB. Two single-frequency jamming sig-
nals with frequencies of 2.5948 MHz and 3.7376 MHz, incident onto the antenna
array with angles of —50° and 70°, and the jamming-to-noise ratio is 40 dB. Two
wideband jamming signals incident on the antenna array with angles of —70° and
50°, and the jamming-to-noise ratio is 40 dB.

1. Simulation Result Comparisons Between Spatial Domain Processing and
Space-Time Processing

When both wideband jamming and single frequency jamming exist, the simu-
lation results of spatial domain jamming mitigation and space-time jamming mit-
igation are compared in Fig. 2.42. Spatial domain processing uses the spatial
domain power minimization algorithm, and space-time processing can use the
space-time power minimization algorithm and space-time de-spread and re-spread
algorithm described in this chapter. Figure 2.42a shows the antenna pattern of the
spatial domain processing, where the dotted position represents the direction of the
jamming signal. It can be seen in the figure that not enough nulls are formed
towards the jamming directions for the spatial domain processing due to the con-
straints on the degrees of freedom. Figure 2.42b—e show the space-time domain
processing’s space-time two-dimension response graphs and the corresponding
top-view graphs. In these graphs, we mark the GNSS signal (PRN2) and
single-frequency jamming’s space-time two-dimension coordinates on the top view
graph. The nulls of wideband jamming aim towards the directions of —70° and 50°.
It can be seen from the subfigures that the space-time power minimization algorithm
and the space-time de-spread re-spread algorithm can form nulls towards the
jamming directions since they have more degrees of freedom. The space-time
de-spread re-spread algorithm can use more a priori information, so that the
obtained space-time two-dimension response graph has its mainlobe aiming
towards the GNSS signal’s space-time two-dimension coordinates, to achieve array
signal processing gain.

Figure 2.43 further explains the performances of spatial domain jamming miti-
gation and space-time jamming mitigation processes by acquiring PRN2. In the
figure, the x-axis denotes the chip delay, the y-axis denotes the Doppler frequency,
and the z-axis denotes the accumulated correlation. Figure 2.43a is the acquisition
result after spatial domain processing. It can be seen that since the spatial domain
processing can not effectively eliminate jamming impacts, the correlation output
does not have obvious peaks, so that it can not acquire the GNSS. Figure 2.43b, ¢
show acquisition results using the space-time power minimization algorithm and the
space-time de-spread re-spread algorithm. It can be seen that both subfigures have
obvious peaks, so they show that the GNSS signal PRN2 can be successfully
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Fig. 2.42 Comparisons of adaptive patterns

acquired. The jamming mitigation performance of space-time processing is better
than that of spatial domain processing. By comparing Fig. 2.43b, c further, we find
that the space-time de-spread re-spread algorithm can provide signal processing
gains, so that its correlation output peaks of acquiring GNSS are greater. This is
beneficial for the follow-up GNSS signal tracking.
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Fig. 2.43 Comparisons on PRN2’s acquisition results after jamming mitigation processing

2. Simulation Result Comparisons of Several Reduced Rank STAP Algorithms

Below we discuss and compare the rank reduction performances of applying
several rank reduction algorithms on the space-time power minimization algorithm.
Figure 2.44 shows the simulation results. For every set of subfigures, the left side is
the space-time two-dimension response, where the x-axis denotes the direction of
arrival; the y-axis denotes the normalization frequency; and the z-axis denotes the
space-time processing gain; the right side shows the corresponding top view. To
make it convenient to compare, we redraw Fig. 2.42b, which is the result before
rank reduction, as Fig. 2.44a, b. Due to simulation conditions, the dimension of
jamming subspace is 10, so the number of dimensions for several rank reduction
algorithms in the simulations are all set as D = 10. From the space-time
two-dimension responses and the corresponding top views, it can be seen that
various rank reduction methods can all form deep nulls towards the jammings.

3. Simulation Result Comparisons of Several STAP Equalization Algorithms

Figures 2.45 and 2.46 list comparative simulation results for several different
AP _equalization algorithms. In Fig. 2.45, the solid line denotes the normalized
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Fig. 2.44 Comparisons of STAP algorithm adaptive response diagrams for different reduced
ranks

cross correlation between the array output signal without equalization processing
and the local PRN codes; the “O” line denotes the normalized cross correlation
results after the STAP jamming mitigation and the additional homomorphic filtering
processing; the “4” line corresponds to the least squares inverse filtering method;
and the “{” line corresponds to the weight constraint method. It can be seen that
after the STAP jamming mitigation the peak values of correlation functions have
some offsets and broading, and this results in the measured PRN code’s initial
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Fig. 2.46 Different satellites’ cross correlation graphs with added temporal domain filtering

position errors, thereby acquisition and tracking are impacted. Several equalization
methods can all correct this type of distortion.

Since the added temporal domain filter method is different from other methods,
its results are listed in Fig. 2.46. When 4 GNSS signals incident on the array, it can
be seen from Fig. 2.46 that, for every satellite, when there is no added temporal
domain filter, peak offsets of cross correlation are different. When the temporal
domain filter is added, even though the correlation function has certain broadening,
the delays towards every GNSS signals are consistent, i.e. the offset amount is the
same, so it achieves the objective of equalization.

2.7 Summary

In this chapter, we discuss jamming suppression techniques from the perspectives
of temporal domain, spatial domain, and space-time domain. Temporal domain
processing is low cost and easy to implement, so it is suitable for suppressing single
frequency jamming with a low number of jamming sources. Spatial domain pro-
cessing is a fairly mature jamming suppression technique, so it is suitable in
environments of multiple narrowband jamming sources, and it has many
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corresponding adaptive filtering algorithms. In this chapter, we also analyze in
detail various spatial domain algorithms’ features and applicabilities. We proposed
a high-gain and high-robustness jamming mitigation algorithm for hardware
implementation. The space-time process represents a developing trend of jamming
mitigation, and can be used under various complex jamming environments. But the
amount of computation needed is large, and it is easier to trigger signal distortion.
Therefore we need to consider rank reduction processing and signal distortion
compensation techniques.
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Chapter 3
High-Dynamic GNSS Jamming
Suppression Techniques

3.1 Introduction

All the jamming mitigation techniques introduced in Chap. 2 assume that receivers
are in a stationary state or in a state of low to medium dynamic motion, which
means that relative to GNSS receivers, the direction of jamming does not change or
changes slowly, as a result there is enough snapshots to perform jamming covari-
ance matrix estimation, so adaptive jamming suppression can be achieved. But, in
military application scenarios, carriers of receivers have greater variation rates on
motion velocity, acceleration, and jerk, meaning that they are in high-dynamic
motion states. For example, a military aircraft performs air combat manoeuvring
(dogfight) or a missile tracks targets in the process of hitting a target, etc. In these
instances, relative to receivers, jamming DOAs change dynamically so conven-
tional adaptive anti-jamming techniques do not apply anymore. Since the nulls are
very narrow, interferences can easily move out of the beamforming null zones.

One effective method to solve this problem of fast changing jamming direction is
the so-called null-widen technique [1-4], which ensures that during the processing
time interval, the jamming DOA is always located in a wider null zone.
Conventional null-widen techniques can be categorized into two types: one type is
the derivative constraint method [1], which needs to know the jamming direction,
And it is not flexible in terms of controlling the null width. The other type is the
Covariance Matrix Taper (CMT) method [5], which includes the Mailloux method
[3] and the Zatman method [4]. For uniform linear arrays, these two CMT methods
do not need to know the DOAs of jamming signals. However these two null-widen
algorithms were mainly proposed in the context of dynamic jamming environments,
not aiming towards high-dynamic GNSS jamming mitigation.

In this chapter, we use null-widen techniques for high-dynamic GNSS
anti-jamming. First, we analyze signal models for high-dynamic receivers in detail,
and derive derivative constraint power minimization algorithm [6]. Then we ana-
lyze applicability of the Mailloux method and the Zatman method, and derive a
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null-widen algorithm based on the Laplace statistical model [7, 8]. Subsequently,
we expand the above two methods to the space-time domain, and then we discuss
the reduced rank space-time null-widen algorithm [9]. At last, we use the sparse
representation model to solve jamming DOA estimation problem using a single
snapshot.

3.2 Definition of High-Dynamic and Signal Model

In 1988, S. Hinedi, in his report submitted to GPS Ranging Application Office,
proposed definitions on two types of high-dynamic motions [10]: the first definition
prescribes that within 1 s (second) there must be more than 70 g of acceleration
rise, i.e. 70 g/s jerk sustaining more than 1 s; the second definition on dynamic
stress is stricter than the first definition, which allows 50 g acceleration rise within
0.5 s, i.e. a sustained 100 g/s jerk lasting for 0.5 s, and the ensuing 50 g acceler-
ation lasts for 2 s, then within 0.5 s there is a 50 g acceleration decrease. For the
second type of high-dynamic motion definition, Figs. 3.1 and 3.2 show an accel-
eration trajectory and a jerk trajectory for a high-dynamic receiver.

Below we simulate the jamming DOA under a high-dynamic environment as
time changes. Assuming the receiver carrier moves in a straight line, the relative
position between the jamming source and the receiver carrier is given in Fig. 3.3
where r denotes the distance between the jamming source and the receiver’s motion
trajectory. Within 3 s, the receiver carrier moves from position sy to s; with the
initial velocity 1 km/s (assuming that sy and s; are symmetric related to the origin).

Figure 3.4 shows the DOA curve as time changes while r takes on different
values. In Fig. 3.4, it can be seen that, when jamming source is very close to the
receiver, the DOA of jamming changes fast in relation to time.

Fig. 3.1 Acceleration 80
trajectory for a high-dynamic
receiver carrier

—_— N W
(=l

Time (s)
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It can be known from the above definition on high-dynamic and the change of
the simulated jamming direction, the data received by the GNSS receivers has the
following characteristics:

(1) The carrier’s Doppler shift increases.

(2) The direction of jamming signal, relative to the receiver, changes rapidly over
time.

(3) For a stable receiver platform (corresponding to particle high-dynamic), due to
far distance between a satellite and the receiver, the direction of GNSS signal
can be approximated as a constant within the processing time interval.

Therefore, in a high-dynamic environment, for a stable receiver carrier platform
containing M array elements, the received signal can be represented as:

L 9]
a

= a0, ¢)s(r)+ > a(0

=1 q=1

a(1))Jq (1) +e(1) (3.1)

where s;(¢) denotes the Ith GNSS signal (I=1,2,...,L); 0; and ¢, are pitch and
azimuth of the incident signal; since within the processing time interval, the DOA
of the GNSS signal can be approximated as a constant, the steering vector a(6;, ¢;)
(see (2.9)) does not change over time; j,(r) denotes the gth jamming signal
(g=1,2,...,0); a(0,(t), ¢,(1)) is the steering vector of the gth jamming signal,
and this value changes rapidly over time; e(r) denotes the thermal noise vector of
the receiver, which can be assumed as an additive Gaussian white noise vector with
zero mean and o2 covariance. We can assume that the GNSS signal, jamming
signal, and noise are not correlated with each other.

Since the GNSS signal power is far below the noise power level, the array
covariance matrix R, is mainly dominated by jamming and noise covariance
matrices, and its element located at row m and column n can be approximated as:

ZGZ —ju" (p,—p,) + 620 (3.2)

where u is the wave number vector (as expressed in (2.10)); p,, denotes the three
dimensional position vector for the mth array element (as expressed in (2.11)); 0(21 is
the gth jamming signal’s power; 0, is the Kronecker ¢ function.

Based on the power minimization algorithm discussed in Chap. 2 [11], the
array’s weight vector is

R'$
w= (3.3)
oy R Oy
where w = [wl,wz,...,wM]T denotes the array’s weight vector, and oy =

[1,0,.. .,O]T is_the M x 1 _dimensional vector. In actual computation, the array
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covariance matrix R, can be replaced using the sample covariance matrix R, (see
(2.32)). It can be known from the model described by (3.1), in the case of
high-dynamic scenario, the DOA of jamming always changes dynamically, and as a
result only few snapshot of data can be used to estimate sample covariance matrix.
Therefore, unless adaptive jamming suppression algorithm has a very fast con-
vergence speed to track the dynamic DOA change, jamming can move out of null
zone and cannot be effectively cancelled. In the following sections we discuss
high-dynamic null-widen algorithms from the perspectives of derivative constraint
and covariance matrix taper methods, in order to solve the above problems.

3.3 Null-Widen Spatial Domain Adaptive Filtering Based
on Derivative Constraints

3.3.1 Derivative Constraint Power Minimization Algorithm
Jor Uniform Linear Array

For an uniform linear array, (3.1) can be simplified as

x(t) =Y _a(0)si(t)+ Y a(0y(1))jy(r) +e(t) (3.4)

=1 g=1

Let 0, denotes the initial direction of the gth jamming signal during the com-
putation interval for array weight vector. Based on the derivative constraint
null-widen algorithm’s principle, the p-order derivative constraint power mini-
mization method’s cost function [6] is:

min wHR,w

s.t. whdy =1

(3.5)
o (wHa(0))
—_— =0, =1,2,...,P
N
where ¢ = —msin0; and p is the derivative order. To ensure that the degrees of

freedom needed for the array to suppress the jamming are available, it needs to
satisfy PO <M.

It can be known from (2.12) that for a uniform linear array with an array element
interval of half a wavelength, we have

. . . T
3(9,1) = |1, eﬂnsmé)q7 e efj(Mfl)nsmé)q} (36)
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By substituting it into (3.5)’s derivative constraint expression, we can have
wiBra(0,) =0, p=1,2,...,P (3.7)
where
B =diag{0, 1, ..., M-—-1} (3.8)

is a M x M dimensional diagonal matrix.
By defining the M x Q dimensional matrix formed by Q jamming signals’
steering vectors as

A=T[a(0), a0), ... a(0,)] (3.9)

The P x Q dimensional subspace expanded based on B’a(0,) is an M x QP
dimensional matrix, which can be denoted as

F=[BA, B’A, ..., BA] (3.10)
Therefore, (3.7) can be written as
wWHF = 0y, 0p (3.11)
By substituting (3.11) into (3.5), we have

min wR,w
s.t. wigy, =1 (3.12)

WHF = 01><QP

Obviously, to directly solve (3.12), we need DOA information on jamming
signals, and it becomes a linear multiple constraints problem. Below we solve
(3.12) using another solution where the optimization problem of (3.12) can be
transformed to

min wWR,w + (wHFFw

In (3.13)

P
FF" = "B’AA"B’ (3.14)

p=1
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The AAM in (3.14) needs DOA information of jamming signals. Since jamming
power is very large, we can use R, to approximate the AAM term. By defining

P
R, =R, +() B'RB (3.15)

p=l1

Therefore, (3.13) becomes

min wHﬁxw
" (3.16)
st.w oy =1
Based on the Lagrange multiplier method, the solution of (3.16) is
Wopr = (8" R '84) 'R 18y (3.17)

It can be seen from (3.17) that the derivative constraint power minimization
algorithm used on a uniform linear array does not need to know the information on
jamming signal DOAs. The detailed steps of the algorithm can be summarized as
below:

(1) Compute the received data’s sample covariance matrix R..

(2) Use ﬁx to replace the R, in (3.15) and compute l~{x.

(3) Use ﬁx to substitute I~{x in (3.17) and compute antenna array’s weight vector
Wopt~

3.3.2 Derivative Constraint Power Minimization Algorithm
for a Uniform Circular Array

Usually, conformal circle arrays are used on carriers moving with high-speed such
as jets and missiles [12]. Figure 3.5 shows a schematic of an M-element uniform
circle array, where the center of the circle is selected as the array’s reference point,
and the radius of the circle array is d. Using (2.9), the mth element of the steering
vector in (3.1) is

a,(0, ¢) = e (OO (3.18)

ol LElUMN Zyl_i.lbl
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Fig. 3.5 Illustration of a z
uniform circle array

Incident signal

m
d
3
y
where
_ 2 | sin (6) cos (o)
u(.9) =7 [ sin (0) sin () (3.19)
is the wave number vector, and
P, = d[cos 1y, sinr,]" (3.20)
is the mth array element’s position vector, where
2n(m — 1)
= 3.21
n = (3:21)

Usually for a uniform linear array, only one angle needs to be considered for the
signal DOA. Thereby when adding derivative constraint on the jamming DOA, we
only need to aim towards one angle. For a uniform circle array, the signal DOA
contains two angles: pitch and azimuth, so derivative constraints must be imposed
simultaneously on the two angles. Therefore, the cost function of the p-order
derivative constraint power minimization method applied on the uniform circle
array can be written as

min wiR, w

s.t. wigy =1

& (Wa(0.9))
o
ap(w“awm))

0 o=,

=0 =1,2,..,P 3.22
[y =0 P=120 (3.22)
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To make it simple, we can select the derivative order p = 1, then (3.22) can be
simplified to

min wiR,w (323)
st.wlC=G '
where
o s 2a0.0)  2a0.0) 2a(0, 9) 0a(0, 9)
™0 =00 9 |o=07 T 90 | 0=00 op | 0=0c
d=o, =, d=dg d=dg
(3.24)
G=[l, 0, ..., O, 041 (3.25)
and
da(0,¢) .2m ou(l,q)
o0 5P 763(9, }) (3:26)
0a(0,¢) .2n ;0ou(0, )
=]—p ———= 2
where, ® denotes matrix’s Hadamard product. The solution of (3.23) is
w=R_C(C"R, C)"'G" (3.28)

It can be seen from (3.23) to (3.28) that, to solve weight vector, we need to
know the DOAs of the jamming signals. Professor E.A. Mohamed proposed to use
the power minimization method to estimate the jamming directions [13]. The
method first uses (3.29) to derive weight vector, and then searches for angles to
make (3.30) smaller than a critical value (which can be determined based on
specific situations), and the angles found are the jamming DOAs.

_18
W= % (3.29)
P(0,¢) = [w"a(0,¢)[ (3.30)

In (3.29), the computation load is relatively heavy for solving R;l, but (3.28)

which uses a new method to solve weights also uses R;l, thereby its computation
does not need to be counted as an additional load. What has been added to the new
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The detailed implementation steps used for applying the derivative constraint
algorithm on a uniform circle array are listed below

(1) Compute the received data’s sample covariance matrix IA{X.

(2) Compute weight vector using the power minimization method.

(3) Substitute the derived weight vector from step (2) into (3.30) to set a threshold,
and search for (6, ¢) values that can make P(6, ¢) smaller than the threshold
value, then the (0, ¢) found can be identified as the jamming DOA.

(4) Substitute the estimated (0, ¢) in step (3) into (3.26) and (3.27), and compute
the derivative constraints % and %ﬁ@.

(5) Substitute the array covariance matrix ﬁx derived in step (1), and r’)a(aLg-qb) and

% derived in step (4) into (3.28), in order to derive an antenna array’s

weight vector w.

3.3.3 Simulation Results

1. Uniform Linear Array Simulation Results

For simulation, a 7-element uniform linear array with half a wavelength interval
is used. The DOA of the GNSS signal is 6 = 50°. When a jamming signal incidents
on an array, the initial DOA of jamming is 14°, and the jamming DOA gradually
changes from 14° to 12°. The jamming-to-noise ratio is 35 dB and the
signal-to-noise ratio is —20 dB. For the signal received by the array, the digital IF is
4.309 MHz and the sampling rate is 5.714 MHz.

We consider a first-order derivative constraint, i.e. p = 1, and use the constant
coefficient { = 1. Figure 3.6 compares the beam patterns of the derivative con-
straint power minimization algorithm and the power minimization algorithm. To
observe the null zone clearly, Fig. 3.6b shows the partially enlarged view of the
array pattern. It can be clearly seen from Fig. 3.6b that, compared with the power
minimization method, the null beam of the derivative constraint power minimiza-
tion method becomes wider, but at the same time the null becomes a bit shallower.

To further compare the suppression performances on high-dynamic GPS jam-
ming between the derivative constraint algorithm and the power minimization
algorithm, Fig. 3.7 shows the results of comparing output signal-jamming-
plus-noise ratios. It can be seen from Fig. 3.7 that the output
signal-jamming-plus-noise ratio by the derivative constraint power minimization
algorithm is clearly better than that of the power minimization algorithm.

Figure 3.8 shows the acquisition effects of GPS receivers using the derivative
power minimization algorithm and the power minimization algorithm for jamming
mitigation in high-dynamic environments. Here we need to notice that for the data
used to solve for the array weight vector, the DOA of jamming is 14°, but due to the
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fast motion of high-dynamic GPS receivers, the DOA of jamming in the data used
to acquire has changed to 12°.

By comparing Fig. 3.8a, b, it is obvious that the power minimization algorithm
cannot maintain the normal operations of dynamic GPS receivers; while the
derivative constraint power minimization algorithm can guarantee the correct
acquisition of GNSS signals by using high-dynamic GPS receivers, thereby
maintaining the normal operation of dynamic GPS receivers. This is because the
null zone formed by the traditional jamming mitigation algorithm is too narrow.
When the jamming DOA changes very fast relative to the GPS receiver, and the
convergence speed of the algorithm is not fast enough (i.e. the convergence of the
algorithm cannot keep up with the speed of the jamming DOA change), the null
zone of the antenna beam easily deviates from the jamming DOA and consequently
it cannot effectively suppress the jamming. When the jamming power is fairly large,
it cannot be suppressed effectively by relying on the de-spreading functionality of
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GPS receivers, and consequently the GPS receivers cannot acquire GNSS signals
properly.

2. Uniform Circular Array Simulation Results

For simulation, a 7-element uniform circular array is used. We assume that the
GNSS signal incidents onto the circular array from the direction of (20°,80°), the
jamming signal’s initial incident angle is (50°,150°), and the jamming DOA
gradually changes from (50°,150°) to (53°,154°). The jamming-to-noise ratio is
35 dB, the signal-to-noise ratio is —20 dB, and the derivative constraint order is
p = 1. Figure 3.9 compares the beam patterns for the derivative constraint method
and the power minimization method, where subfigures (a), (c) and (e) show the
beam patterns formed by the power minimization method, the top view and side
view of the beam pattern. Subfigures (b), (d) and (f) are the beam pattern, top view
and side view of the beam pattern formed by the first order derivative constraint
power minimization method. It can be seen by comparing subfigures (a), (b), (c),
(d), (e), and (f) in Fig. 3.9 that the null zone formed by the derivative constraint
power minimization method is wider than the null zone formed by the power
minimization, but shallower.

Figure 3.10 compares acquisition results of using the first order derivative
constraint method and the power minimization method for jamming mitigation. The
jamming DOA of the data used for the array’s weighted vector is (50°, 150°), and
the jamming DOA for the data used for acquisition changes to (53°,154°) as time
changes. By comparing Fig. 3.10a, b, it can be seen that, the acquisition perfor-
mance of the derivative constraint power minimization method is significantly
better than that of the power minimization method.
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3.4 Null-Widen Spatial Domain Adaptive Filtering Based
on Covariance Matrix Taper

3.4.1 Mailloux Algorithm

The Mailloux method [3] constructs a new covariance matrix using a cluster of
artificial jamming sources to broaden nulls, thereby reducing the impacts on array
performance by the changes of jamming direction.

1. Mailloux Algorithm Applied on Uniform Linear Array

Considering a uniform linear array with a half-wavelength array interval, there
are K — 1 equal-strength incoherent artificial sources around each original inter-
ference source. (K > M and K is an odd number), as shown in Fig. 3.11.

Fig. 3.11 Distribution of
artificial jamming sources for
Mailloux method

. . Uniform Linear Array
2 M M

oLl Z'yl_ilsl
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Then, the virtual signal received by the array is

K-1
2

> a(lg+kB) (1) +e(2) (3.31)

=

Mto

L
Za 01 Sl

q

where 0, is the initial DOA of the gth jamming signal; f = B/(K — 1) is the angle
interval between the virtual jamming sources, which is usually very small; B is the
angle distribution width for assumed jamming sources. Based on (2.12), mth ele-
ment of the steering vector for the kth virtual jamming source near the gth jamming
signal is

(0 +kﬁ) —e j(m— l)nsm(0 +kﬁ) (332)

By performing Taylor expansion on the sin(Hq + kﬁ) in (3.32) at point 0,, and
by extracting the first two terms, we have

sin(0, + kB) = sin(0,) + cos (6, )kB (3.33)
By substituting (3.33) into (3.32), we have
8, (0, +KB) ~ a,(6,)e 30 DmkBeos(0) (3.34)
where
a,, (9[]) — e—j(m—l)nsin(Gq) (335>
represents the mth element of steering vector for the gth jamming signal, and it can
also be seen from (2.12). Equation (3.34) represents the angle expansion caused by
the assumed jamming sources.
By substituting (3.34) into (3.31), it is not hard to derive that the element located

at the mth row and the nth column of new covariance matrix Ry, corresponding to
x(1) is

Ry(m,n) = Ty (m,n § :02 Sn(m-n)sindy 4 25, (3.36)
where
sin(KAyn)
T = .
m(m,n) S0 (B (3.37)

represents the mth row and nth column element of the matrix T,;, T), is named as
e elated to_the jamming DOA. And in addition,
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Ay = (m —n)mfcos(0,)/2 (3.38)

Based on Fig. 3.11 and (3.36), since there are far more jamming sources than
array elements, when the data model given by (3.31) is used for beamforming, the
adaptive array cannot form a null zone towards every direction of jamming, but it
can form a broad null near every actual jamming source. Thereby in a high-dynamic
scenario, the array covariance matrix in (3.36) can substitute the one in (3.2) to
generate the wide null. However, the covariance matrix computed by the original
array snapshot data is the matrix expressed in (3.2). Equation (3.36) represents the
virtual covariance matrix, so it cannot be directly derived using snapshot data.
Therefore we need to establish the connection between (3.2) and (3.36). For a
uniform linear array with a half-wavelength interval between array elements, (3.2)
becomes

ZO_Z —jn(m—n) sin 0, +0-55mn (339)
From this, we can obtain

Z 0_2 —Jn m— n s1n0 () Rx(m’ n) — azémn (340)

e

By substituting (3.40) into (3.36), we can have
Ry (m,n) = Ty (m,n)R,(m,n) — (Ty(m,n) — 1)625,u, (3.41)
When m#n and J,,, = 0, partial diagonal element of Ry, is
Ry (m,n) = Ty (m,n)R.(m,n) (3.42)
When m = n, 8, = 1, Ty/(m,m) = K, then main diagonal element of Ry, is
Ry (m,n) = Ty (m,n)R,(m,n) — (K — 1)5> (3.43)
Thereby we have

Ry=Ty® R, — (K- 1)1 (3.44)

Let

Ry =Ty OR, (3.45)
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where ® denotes Hadamard product, i.e. multiplying the corresponding terms of the
matrices. It can be seen by comparing (3.44) and (3.45) that, by using the Ry in
(3.45) to replace Ry, is equivalent to performing diagonal loading on Ry, (the
loading amount is (K — 1)02), and as a result it can still form broad nulls on the
DOAs of jamming. It can be known from the high-dynamic motion model that,
when ‘cos GQ‘ = 1, jamming direction changes the fastest, and as a result the null
width that needs to be expanded is also the largest. Therefore, we can select the
parameter f,. that is needed to generate the maximum null width to replace
ﬁcos(Hq), SO a new expansion matrix can be formed, i.e.

_ SiIl(KTC (m - n)ﬁmax/z)

Ty (m,n) = Sin(r (m — 1) o /2) (3.46)

Forming a new covariance matrix Ry, using (3.46) not only satisfies the maxi-
mum angle change, it also does not need the DOA information of jamming signals.

2. Mailloux Algorithm Applied on Uniform Circular Array

When an array is a circular array, based on Mailloux method, we assume that
near every jamming source’s pitch and azimuth, there are K — 1 points distributed
at equal intervals, and there exist (K — 1) x (K — 1) equi-power jamming signals
that are independent from each other. After adding the virtual jamming source, the
array’s received signal becomes

~
Q
|>§
©
|>§
©

=1 q=1 k=—K=lj=_K=1

(3.47)

In 3.47), p = B; /(K — 1); y = By/(K — 1) represent the intervals between virtual
jamming sources’ pitches and azimuths respectively. B; and B, represent angle
distribution widths between the virtual jamming sources’ pitches and azimuths
angles respectively. Based on (3.18) we have

0,+k ky) 1"
an (0 + P, &y +ky) = exp <_J7[S81111]1((0q:k73)) ((:if: ik//” p’") 49

where p,, is the position vector of the mth array element. To perform Taylor series
expansion on various terms of trigonometric functions in (3.48) at points 6, and ¢,,
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and since f§ and 7y values are very small, we take the first two terms and ignore the
Py term, then we have

ay (0 + kB, by +k)

2m | —kysin0, sin ¢, +kf cos 0, cos ¢, ! (3.49)
= am(f)q, d)q)exp —j— . ] -
4| kysin0,cos ¢, +kBcosb,sind,

Thereby, it is not hard to derive that, by adding the element of row m and
column 7 for new virtual jamming source’s covariance matrix Ry,

(9] . .
_ 2 7 B Sin(K Ay ) sin(K Ay ) )
Ry (m,n) = q; a; exp(—ju’ (04, ¢,) (P — Pn)) Sn(A) sin(Au) + 02 0mn

(3.50)
where
_nf 1| cos 0, cos ¢,
Apn = 7[pm - pn] [COS Hq sin (}5q (3'51)
oy T| —sin 0, sin ¢,
Amn - 7 [pm - pn] |: sin Hq cos ¢q (352)
Then we have
Ty (m, 1) = sin(K Ay ) sin(K Ay ) (3.53)

sin(Ayy)  sin(Agn)
By substituting A,,, and A,,, into (3.53) and rearrange, we can obtain

Ty (m.n) sin{ Knpd/A[(cos r,, — cos r,)cos b, cos ¢, + (sinr, — sinr,)cos 0, sin (]f)q] }
ML) = sin{npd/%[(cos r, — cos r,)cos 0 cos ¢, + (sin r,y — sinr, )cos O, sin @, ] }

sin{ Kmyd/2[—(cos r,, — cos r,,)sin 0 sin ¢, + (sin r,,, — sinr, )sin 0, cos ¢, ] }
sin{myd /%[ —(cos r,, — cos r,,)sin 0 sin ¢, + (sin r,,, — sinr,,)sin O, cos P, ] }

(3.54)

It can be found by observing (3.54) that, even if the maximum angle expansion
is taken into consideration, the Mailloux method can be adopted to perform
null-widen, but we need the information on the DOAs of the jamming signals.
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3.4.2 Zatman Algorithm

1. Zatman Algorithm Applied on Uniform Linear Array

Zatman method [4] broadens nulls by assuming that the narrowband jamming
signal actually received by an array has a certain bandwidth. Given that the virtual
bandwidth for a jamming signal is B,,, and that it has a flat power spectrum inside
the whole bandwidth, for a uniform linear array with array element interval
d equaling to a half-wavelength, the element of mth row and nth column for the
covariance matrix is

o
Rz(m,n) = Z Foun [ Tq(m, )] af]e’j”(’"’”) 000 4 628 (3.55)
g=1

where 7, (rq(m, n)) is the cross-correlation function between the gth jamming
signal received by the mth array element and the gth jamming signal received by the
nth array element; and t,(m, n) is the propagation delay of the gth jamming signal
between these two array elements

(n —m)dsin0, (3.56)

Tq(mv }’l) =

Based on the jamming signal’s virtual power spectrum, the jamming signal’s
auto-correlation function is

__sin(nB,1)
o B, t

r(1) (3.57)

By substituting (3.57) into (3.55), and adopting derivation process similar to
those of (3.40)—(3.45), we then have

— sin 1B, 7, (m, n)]

Rz(m,n) = © R, (m,n) (3.58)

1B, T4 (m, n)
Thereby we can have the expansion matrix

sin [1B,,74(m, n)]

T.(m,n) = (3.59)

B, t4(m, n)

Unlike (3.45), both sides of the Eq. (3.58) are strictly equal to each other, instead
of approximately equal to each other. The Zatman method does not change the
contribution of the noise term in the covariance matrix, but (3.59) still contains
information on DOAs of jamming signals. Considering the need for maximum
expansion angle, we choose to make the sinusoid term in (3.56) as 1, then for a
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uniform linear array, the Zatman method does not need information on a jamming
signal’s DOA. In addition, even if the expansion matrix given by (3.59) is derived
using a uniform linear array example, but this expression is proper for any array
structure. The difference is that the values of t,(m,n) are different.

2. Zatman Algorithm Applied on Uniform Circle Array

For a uniform circular array composed of M array elements, when
T4(m,n) = % [(cos ¥y — COS r”)sin(ﬁq)cos(d)q) + (sinr,, — sin rn)sin(Hq) sin(qﬁq)]
(3.60)
By substituting (3.60) into (3.59), we have

sin{“ch“‘ [(cos T — COS r,l)sin(Qq)cos ((;Sq) + (sinr,, — sin r,,)sin(Qq)sin (qﬁq)] }
ndB, [(cos i — COS rn)sin(Hq)cos(¢q) + (sinr,, — sin rn)sin(Hq)sin(d)q)}

C (3.61)

T (m,n) =

Obviously (3.61) and (3.54) are similar to each other. For circular arrays, to use the
Zatman method for null-widen still requires information on the DOAs of jamming
signals.

3.4.3 Laplace Algorithm

1. Laplace Null-Widen Algorithm Applied on Uniform Linear Array

As described above, both Mailloux algorithm and Zatman algorithm need
information on jamming signals’ DOAs when applied on circular arrays. In this
section, we use statistical models for jamming DOA changes to discuss the
null-widen algorithms that do not need jamming DOA information for circular and
linear arrays.

Existing jamming DOA change statistics models mainly include Gaussian dis-
tribution, uniform distribution and two-point distribution. Among them, the
Gaussian model is used in Ref. [14]. These models cannot simulate jamming
change in a high-dynamic environment. Based on high-dynamic motion models
discussed in Sect. 3.2, the plot for probability distribution of jamming DOA is
shown in Fig. 3.12.

It can be seen in Fig. 3.12 that the change of jamming DOA mainly concentrates
in the range of small angles, and approximately follows a Laplace distribution
model. That is because within a very short time interval the jamming DOA has very
small change, and has a very small probability of having a big angle change.
Therefore relative to the Gaussian distribution, the Laplace distribution is more
suitable to be used as the statistical model for jamming DOA changes under
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Fig. 3.12 Statistical
probability distribution of
jamming DOA change

Frequency

Expansion Angle

high-dynamic conditions. Next, we derive Laplace null-widen algorithm [8] from
the perspectives of a uniform linear array and a uniform circular array respectively.

From the perspective of jamming signal DOA angle change, the DOA of the gth
jamming signal can be depicted as

0, = 0,+ A9, (3.62)

where A0, denotes the change of jamming signal DOA, which follows a Laplace
distribution of zero mean and 26‘21 variance, i.e.

f(AOy) = e < (3.63)
Then, the average covariance matrix of the constructed array received signal is
. 0
R =Y o2 / £(86,)a]0,(1)]a" [0,(1)]dAG, + o1 (3.64)
q=1
where the element at the mth row and the nth column of R;, can be written as

Q

_ Lo

Ry(mn) =S o / g eG4 625
q=1 q

ZQ 2 —in(m—n)sin 0 ZQ 1l ) cos 0,40 2
—]mim—n) SIin _ — T {m—n)Ccos
= O'qe J 4 /Z_éqe 4 e q qu0q+0'65mn

a=1 =1

(3.65)
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Let
A = —jn(m — n)cos 0, (3.66)

Then we have

Qo
_ Z O_Zefjn(mfn) sin 0, Z/ egq eAAquAH
g=1 9=

L M aag 2
+/0 77 ¢ e dAl, + 0,0 (3.67)
q

2 7Jrrm n) sin 0 2
E o€ 7+ 650
1—A2(§2 ¢

After re-sorting, we can obtain the element at the mth row and the nth column of R;,
as

Qo
R, (m,n) = Ty(m,n) Z 0'36_]“("_"’) S0 4 62 (3.68)
g=1

where the expansion matrix is

1
Tr(m,n) = (3.69)
1+ (Apn&, cos Hq)z
and in the above formula
Apn = (m—n)n (3.70)

By adopting the similar derivation process as used for (3.40)—(3.45), we have
R.=R, 0T, (3.71)

We need to point out that, both sides of the equation in (3.71) equal to each
other, instead of being just approximately equal. The Laplace method, similarly,
does not change the contribution of the noise term in the covariance matrix. In the
expression matrix, 0, and ¢, denote the DOAs for all jamming sources and their
disturbance parameters. Based on the high-dynamic motion model, when
}cos 0q| =1, the change of jamming DOA is at its peak, and consequently the
needed null width expansion is the maximum as well. Therefore, we choose the
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parameter &, that is needed for maximum null width to replace ¢, cos 0, in order
to form the new expansion matrix, i.e.
= 1

TL(m,l’l) = m (372)

It can be seen from (3.72), the new expansion matrix T; not only can satisfy the
maximum angle change, it also does not need the information on the DOA of
jamming signals. The detailed steps of the Laplace algorithm used for the uniform
linear array are as below:

(1) Compute the received data’s covariance matrix IA{X.

(2) Compute the expansion matrix T; based on (3.72).

(3) Re-modify (3.71) using T; to obtain the new covariance matrix R;.

(4) Replace R, in (3.3) using R;, and compute the weight vector w for the antenna
array.

We need to point out that, even though in this section we use a uniform linear
array as an example to derive the Mailloux algorithm, the Zatman algorithm and the
Laplace algorithm, the derivation process can apply to any linear array.

2. Laplace Null-Widen Algorithm Applied on Uniform Circular Array

For a uniform circular array, under the high-dynamic condition, the DOA of the
gth jamming signal can be depicted as

{ 0, =0,+A0, 573)

by = P+ AP,

where A0, follows a Laplace distribution of zero mean and 253 | variance, and A¢,

follows a Laplace distribution of zero mean and 2552 variance. Then, to construct
the average covariance matrix, we have

Q T,
ﬁL(m7 n) = Z0’3//,f(A9q,A(bq)e’j[p”"”"] u(Oq+A0(,,<b(,+A¢(,)d(A9q)d(A¢q) +0§5mn
g=1
(3.74)

where f (AHq, Aqﬁq) denotes the joint probability density function of (A0q, Ad)q).
Since the expansion angles A, and A¢,, are independent from each other, we can
simplify (3.74) by performing a Taylor series expansion on the wave number vector

u(0, + Ab,, ¢q+ Aqﬁq)
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cos 0, cos ¢,

—Z B’ [ . ] A,
cos 0, sin ¢, d(AHq)

0 2m T
ﬁL(m,n) ~ Z O'Ze_JT[Pm—Pn] u(0.9,) /f(AGq) e
q=1
—sin 0, sin ¢
P —pil’ [ sin0 ios p q] Ad,
786 0058y | 4(ag,) + 2o
(3.75)

Same as the derivation process in (3.67), the first integration term in (3.75) can
be simplified as

+| cos b, cos ¢,
—iF P, cos 0. sin ¢ Ab, 1
mn>ql
where
_.2n | cos 0, cos ¢,
Do =i 7w = 0" S i (377)

For the same reason, the second integration term in (3.76) can be simplified as

" ]T[—sin 0, sin ¢q]A¢
a2 : g 1
/f(A¢q)e s 9,1 Ccos ¢q d(A¢q) = (3.78)
1 - anéqZ
where
- | —sin 0, sin ¢,
an =-J 7 [pm - pn] |: sin 9q cos ¢q (379)
By substituting (3.78) and (3.76) into (3.75), we can have
sin 6, cos ¢
Ry (m,n) ~ Z age ' sin 0 sin ¢, 12 5 12 >+ 2 3mn
q=1 1 _Dmnéql 1 _an q2
(3.80)

Thereby we can have the element at the mth row and the nth column for the
expansion matrix Ty as
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1 1

T.(m,n) = ~ (3.81)
1- Drznngfll 1—- Fr2nn£3]2
By substituting D,,, and F,,, into (3.81) and re-sorting, we can have
1
Ty (m,n) = : 5
1+ [fql (Gm,, cos 0, cos ¢, + Hyycos 0, sin ¢q)]
(3.82)
o 1
14 [£2 (=G sin 0, sin §,, + H,yy sin 0, cos ¢, ) | 2
where
2
G = %d(cos Fi — COS Iy) (3.83)
2
Hmzfﬂmm—mm (3.84)

The expansion matrix in (3.82) still needs to know the information on the DOAs
of jamming signals. Therefore, we need to satisfy the maximum angle needed for
the motion, and when ¢, = {,, = ¢, based on trigonometric expansions, (3.82)
can be simplified as

_ 1
T (m,n) = - 5
1+ (Emx /G2 + H2y)

By substituting (3.85) into (3.80), and adopting the derivation process similar to
what is used for (3.40) and (3.45), we can have

(3.85)

R.=R.OT, (3.86)

Obviously, by using the R; computed by (3.86) to replace the R, in (3.3), we
can form broad nulls towards the jamming DOAs, and there is no need to know the
information on the DOAs of the jamming signals.

We need to highlight that, the Mailloux method, the Zatman method and the
Laplace method discussed in this section can all be incorporated into a unified
framework of covariance matrix taper, i.e. these methods can modify array sample
covariance matrix using an expansion matrix to achieve the goal of null width
expansion. Table 3.1 compares the adaptabilities of these three methods for the
uniform linear array, the arbitrary linear array, and the uniform circular array
(mainly considering whether or not the jamming DOA information is needed or
not).
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Table 3.1 Adaptability comparisons among the three methods for different array structures

Array structure Algorithm

Mailloux method Zatman method Laplace method
Uniform linear array Not required Not required Not required
Arbitrary linear array Not required Not required Not required
Uniform circular array Required Required Not required

3.4.4 Simulation Results

1. Uniform Linear Array Simulation Results

Our simulation adopts a 7-element half-wavelength equidistant linear array.
Seven GNSS signals PRN4, PRN7, PRN9, PRN11, PRN20, PRN24, PRN28, and a
jamming signal incident on the array, the initial DOA of the jamming is —20°, and
the jamming DOA for the simulation changes gradually from —20° to —17°. The
jamming-to-noise ratio is 40 dB, and the signal-to-noise ratio is —20 dB. The
received signal by the array has a 4.309 MHz digital IF frequency, and a
5.714 MHz sampling rate.

Figure 3.13 shows the comparison results on beam patterns between the power
minimization algorithm and the three null-widen algorithms based on power min-
imization. To make it clear, Fig. 3.13b shows the partially enlarged graph for the
null, where the dotted line corresponds to the power minimization algorithm, the
dash-dot line corresponds to the Mailloux algorithm result, the thick solid line
corresponds to the Zatman algorithm result, and the thin solid line corresponds to
the Laplace algorithm result. It is clear from Fig. 3.13b that the three null-widen
algorithms can effectively make the jamming nulls wider. In addition, when the
widths of the null zones are the same, the beam patterns of the Mailloux algorithm
and the Zatman algorithm almost coincident with each other, but the nulls formed
by the Laplace algorithm are deeper than those formed by the other algorithms.

Figure 3.14 compares output signal-to-jamming-plus-noise ratios between the
power minimization algorithm and the three null-widen algorithms. The dotted line
corresponds to the results of the power minimization algorithm, and the
dot-dash-line corresponds to the Mailloux algorithm result, the think solid line
corresponds to the Zatman algorithm results, and the thick solid line corresponds to
the Laplace algorithm results. It can be seen from Fig. 3.14a that the null-widen
algorithm can significantly improve the output signal-jamming-plus-noise ratio.
Figure 3.14b shows the amplified comparison, and from it we can see that the
Zatman algorithm’s output signal-jamming-plus-noise ratio is slightly higher than
that of the Mailloux algorithm, but the output signal-to-jamming-plus-noise ratio
obtained by the Laplace algorithm is the highest.

Figure 3.15 compares the receivers’ acquisition results using the power mini-
mization algorithm and the Laplace null-widen algorithm for jamming mitigation.
In Fig. 3.15a, b, it can be seen that the jamming mitigation of the power
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Fig. 3.13 Beam pattern 0

comparisons between the

power minimization ol |

algorithm and the null-widen

algorithm based on the power

minimization 20 1
=30 4

Gain (dB )
L
f=1

=501 4
p=— == Power minimization algorithmy
=+ = Mailloux Algorithm

-60} Zatman Algorithm 4

u Laplace Algorithm
1}
,70 1 1 1 1 1 1 1 1 1

-100 -80 -60 -40 -20 0 20 40 60 80 100
Azimuth (*)
(a) Beam pattern comparison.

T T T T
45} ]
50} ]
m
5
g -55¢ .
<
&)
60 i
H = =—Power minimization algorithm
H = * = Mailloux Algorithm
Zatman Algorithm
~651 Laplace Algorithm 7
L L L L L L L L L L L

-22.5 -22 -21.5 21 -20.5 20 -19.5 -19 -18.5 -18 -17.5
Azimuth (")
(b) Partial enlarged graph for the beam pattern’s null zone.

minimization algorithm in a high-dynamic environment can not ensure the receiver’
correct acquisition, but when using the Laplace null-widen algorithm for jamming
mitigation, the receiver can acquire all seven GNSS signals.

2. Uniform Circular Array Simulation Results

This simulation uses a 7-element uniform circular array, four GNSS signal
PRN1, PRN6, PRN7 and PRNI14, which incident on the array from
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Fig. 3.14 Comparisons of output signal-to-jamming-plus-noise ratios between the power
minimization algorithm and the three null-widen algorithms based on the power minimization
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Fig. 3.15 Comparisons of acquisition results

(—48°,60°), (10°,120°), (25°,200°) and (70°,90°) respectively, and a jamming
signal with an initial DOA of (50°, 155°) which incidents on the array. During the
simulation, the DOA direction gradually changes from (50°, 155°) to (54°,159°).
The jamming-to-noise ratio is 40 dB, and the signal-to-noise ratio is —20 dB. The
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Fig. 3.16 Comparisons of beam pattern based on circular arrays

signal received by the array has a 4.309 MHz digital IF frequency and a 5.714 MHz
sampling rate.

Figure 3.16 compares adaptive array beam patterns for the power minimization
algorithm and the Laplace null-widen algorithm. In Fig. 3.16, subfigures (a),
(c) and (e) are the beam pattern, top view and side view of the beam pattern for the
power minimization algorithm respectively; subfigures (b), (d), and (f) are the beam
pattern, top view and side view of the beam pattern for the Laplace null-widen
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Fig. 3.17 Comparisons on acquisition results

algorithm respectively. It can be seen by comparing subfigures (a) and (b), (c) and
(d) and (e) and (f) in Fig. 3.16, the null zone formed by the Laplace null-widen
algorithm is wider but shallower compared with the null zone formed by the power
minimization algorithm.

Figure 3.17 shows the receiver acquisition results after using the power mini-
mization algorithm and the Laplace null-widen algorithm. By comparing
Fig. 3.17a, b, it can be seen that, in a high-dynamic environment, the suppression
effect of the power minimization algorithm cannot ensure correct acquisition by the
receiver, while the Laplace null-widen algorithm can accurately acquire four GPS
signals: PRN1, PRN6, PRN7 and PRN14.

3.5 Null-Widen Space-Time Adaptive Filtering

As described in Sect. 2.6, the space-time adaptive processing (STAP) [15, 16] has
become a hot research topic because it can save spatial domain degrees of freedom,
effectively suppressing narrowband jamming, wideband jamming, and dispersion
multipath jamming. In this section, we expand the Laplace null-widen algorithm
(introduced in Sect. 3.4.3), which has stable performance and wide applicability,
into space-time domain. As a result the new technique can achieve high-dynamic
jamming suppression using space-time processing.

3.5.1 Space-Time Laplace Null-Widen Algorithm

Considering a space-time uniform linear array with tap delay 7, and for the sake of
convenience, the array received signal model given in Sect. 2.6 can be rewritten as
a_high-dynamic_space-time received data_model, i.e.
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Q

L
Za@l ®s(t)+ Y _a[0,()] @, (1) +e(t) (3.87)

g=1

where x(#) is the space-time data vector received by the array; s;(z) denotes the
temporal domain tap vector for the Ith satellite; a(6;) is the corresponding steering
vector; j,(t) denotes the temporal domain tap vector for the gth jamming; a [0,(1)]
is the corresponding time-varying steering vector, for a uniform linear array with a
half-wavelength interval, we now have

a[eq(t)] _ [1’ efj'rcsiné)q(t)’ - efj(Mfl)nsiné)q(t)]T (388)

where e(f) denotes the thermal noise vector for the space-time receiver. Here we
assume that GNSS signal, jamming signal and noise are not correlated with each
other.

Based on what is described in Sect. 3.4.3, the jamming DOA 0,() that changes
over time can be described as the angle expansion of the initial jamming DOA 0,
ie.

0,(t) = 0, + A0, (3.89)

Since the value of ABq is very small, based on the function’s first-order Taylor
expansion, we can have

sin 0, (1) = sin(0, + A0,) ~ sin 0, + A0, cos 0, (3.90)
By substituting (3.90) into (3.88), we can have
a(0,(r)) =a(0,;) ©b (3.91)

where
b=|1, efjnAOq cosé’q’ - efj(Mfl)TtAOqcoS gq]T (392>

For convenience, in this section a(0,(r)) is shorthanded as a, and a(0,) is
shorthanded as a,.

As described in Sect. 3.4.3, the expansion angle A0, approximately follows a
Laplace distribution, since the received signal by the array has an average
space-time covariance matrix of

ol LElUMN Zyl_i.lbl
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R, = i / £(40,) (8, @@} @ R,dA0, + o1
qzl (3.93)
_ ; / £(805) (3, @all) © (b & b™)] & RyaA0, + 071

where R, denotes the time-domain correlation matrix of the jamming signal, i.e.

R, = E{j, (0 (0} (3.94)
f(A0,) is AO,’s probability density function, i.e.
_1 |A0,|
f(Al,) = Z_flep<_ 3 ) (3.95)

where 255 is the variance.

Using the similar derivation process as used in Sect. 3.4.3, (3.93) can be further
simplified as

0

R, = ; (TL @ Ik) © [(aq ® af) © Rq] +ocl (3.96)

= (T, ® Ixxx) @R 2 Tsy, O R,
where the element in matrix T} is

1
T.(m,n) = 5 l<mn<M (3.97)
1+ (Am,,éq cos Hq)

and

Apn = (m—n)n (3.98)

Obviously, matrix Tgyy, is the expansion matrix for the space-time linear array
Laplace null-widen algorithm. By observing (3.97), we know the matrix contains
the jamming signals’ DOA information. Similar to the spatial domain’s uniform
linear array algorithm, we can select parameter ¢,y to replace &, cos 0, and form a
new expansion matrix, consequently we do not need information on jamming
signals anymore.




154 3 High-Dynamic GNSS Jamming Suppression Techniques

The computation steps for the space-time Laplace null-widen algorithm are listed
below:

(1) Solve the space-time covariance matrix for received signals by the array ﬁx.

(2) Based on (3.97) and (3.96), compute the expansion matrix that does not contain
DOA information Tgyz;.

(3) Compute R; based on (3.96), then replace R,.

(4) Based on R;, compute antenna array’s weight vector w using the space-time
power minimization algorithm.

3.5.2 Reduced Rank Space-Time Null-Widen Algorithm

As described in Sect. 2.6.3, STAP processing involves the inverses of
two-dimensional high-order matrices, consequently the computation complexity
increases significantly, and has very high demands on the number of snapshots.
This is even harder to achieve in a high-dynamic environment (because the number
of snapshots is very low), so a reduced rank processing is needed [17-19]. In this
section, we combine the CSA-MWF in Sect. 2.6.4 and the space-time null widen
algorithm to solve this problem.

CSA-MWF is one of the multi-stage Wiener filters (described in Sect. 2.6.4). It
does not need to compute the block matrix explicitly, and has smaller computation
complexity compared with the GRS-MWF, and can achieve even better perfor-
mance using fewer snapshots. It can be seen from Table 2.3, for the whole iterative
process of the CSA-MWF, there is no need to calculate the input signal’s covari-
ance matrix. Additionally, the space-time null-widen algorithm achieves the
objective of broadening nulls by reconstructing the covariance matrix. In this
section, we perform equivalent processing on the CSA-MWF algorithm, to estab-
lish the relation between the weight vector obtained from the algorithm and the
covariance matrix, and thereby applying directly onto the null-widen algorithm
[19].

For the power minimization algorithm, the CSA-MWF weight given by (2.192)
can be re-written as

Wesa—mwr=hg — Tpwy (3.99)
where
ho = Sy (3.100)

_ —1 -1
we =Ry 'rag, = (TpRTn)  rag, = (ThRTp)  Tpra, (3.101)
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Tp=1|h;, hy, ..., hp]
is the reduced rank matrix, and

Fxi1die
hi_ Xi—1 1

=T i=1,2,...D
Since xo(n) = (I —hoh{})x(n), do(n) = h{ix(n) (see Table 2.3), then
Iyd, = E(xo(n)dj(n)) = (I — hohg )Ry
R,, = (I —hoh!)R, (I — hoh!!)"
Also because
xi(n) = (T—hh") "%, (n) = (T— hohf! — - - — hh)x(n)
d;(n) = hf'x;_;(n) = hi'x(n)

then

i—1
T, = (I— hthH> R.h;
Jj=0

(I - hjh}*> Rk
j=0

h, = .
(1 -3 hjh}*> Rh;_,
j=0
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(3.102)

(3.103)

(3.104)

(3.105)

(3.106)

(3.107)

(3.108)

(3.109)

It can be seen in (3.109) that Tp can be determined by R,, and by substituting

(3.104) and (3.105) into (3.101), we can have
- (Tg (T — hoh")R, (T - hohg)HTD) _ng (I — hoh!!)R,hy

Also because

1

li=j

h‘.*hj={0".7é].

(3.110)

(3.111)
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Table 3.2 Comparisons of computation complexities

Algorithm Number of multiplications and additions

Space-time null-widen (8D +2N)(MK)? + O(D?) + (2D +4D)MK +D* — D? — D
algorithm based on

CSA-MWF

Space-time Laplace (2N +4)(MK) + O((MK)") + MK ~ 1

null-widen algorithm

then
TH (I — hoh))=T} (3.112)
thereby
ws = (THR,Tp) ' THRhy (3.113)
So that the CSA-MWEF’s weight can be written as
Wesa_wwr = hg — Tp (TER,Tp) ™ THR by (3.114)

It can be seen from (3.114) that the equivalent weight solution formula is only
related to covariance matrix, we can combine the CSA-MWF and the space-time
Laplace null-widen algorithm. For the space-time Laplace algorithm, we just need
to use the Ry in (3.96) to replace the R, in (3.114).

Assuming that the number of array elements is M, the number of time delay is K,
the reduced number of dimension is D, and the number of samples is N, the
comparisons of computation complexities between the space-time Laplace
null-widen algorithm and the reduced rank space-time null-widen algorithm based
on CSA-MWEF is shown in Table 3.2. It can be seen from the Table 3.2 that the
reduced rank space-time null-widen algorithm can reduce the algorithm computa-
tion complexity.

3.5.3 Simulation Results

This simulation uses a 5-element half-wavelength equidistant linear array, and
every element has 5 delay taps, with a tap delay T = 50ns. Four GNSS signals
PRN2, PRN4, PRN5 and PRN9Y incident onto the array from the angles of
—48°,10°, 25° and 50°, and a jamming signal with an initial DOA of —20°
incidents on the array. For the simulation, the jamming signal’s DOA gradually
changes from —20° to —17°. The jamming-to-noise ratio is 40 dB, and the
signal-to-noise ratio is —20 dB.
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Figure 3.18 compares beam patterns for the space-time power minimization
algorithm and the space-time Laplace null-widen algorithm. In the figure, the
subfigures (a), (c), and (e) are the beam pattern, the top view and side view of the
beam patterns for the space-time power minimization algorithm respectively. The
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Fig. 3.18 Comparisons of adaptive array beam patterns
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Fig. 3.19 Comparisons of acquisition results

subfigures (b), (d) and (f) are the beam pattern, the top view, and side view of the
beam patterns for the space-time Laplace null-widen algorithm. By comparing the
subfigures (a), (b), (c), (d), (¢) and (f) in Fig. 3.18, it can be seen that compared with
the space-time power minimization algorithm, the beam pattern for the space-time
Laplace algorithm can form a broad null towards the DOA of the jamming.

Figure 3.19 compares the acquisition results. By comparing the subfigures
(a) and (b) in Fig. 3.19, the Laplace null-widen algorithm can adapt to the
time-varying jamming signal DOA in a high-dynamic environment, and effectively
suppress the jamming signal associated with DOA changes, thus ensuring the
correct signal acquisition by GPS receivers. On the other hand, the nulls formed by
the space-time power minimization method are too narrow, so it cannot effectively
suppress the jamming in a high-dynamic environment, and as a result it cannot
ensure the correct signal acquisition by GPS receivers.

Figure 3.20 shows the comparison results of beam patterns for the space-time
null-widen algorithm and the reduced space-time null-widen algorithm based on 50
Monte Carlo simulations. To make it easier for readers, every curve in Fig. 3.20’s
subfigures (a) and (b) represents the cross-section results of the space-time
tow-dimensional beam patterns obtained from one simulation run. It can be seen
from Fig. 3.20a, b that the beam patterns formed by the reduced rank space-time
null-widen algorithm is more stable and more robust, so it is suitable for
high-dynamic environments.
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Fig. 3.20 Beam pattern comparisons

3.6 Sparsely Represented Jamming DOA Estimation
Algorithm Based on Small Number of Snapshots

For the jamming suppression algorithms in a high-dynamic environment described
before, some of them need to know the jamming DOA information beforehand;
consequently they must perform jamming DOA estimation in high-dynamic envi-
ronments. Even though there exist many matured DOA estimation algorithms such
as the MUSIC (MUIltiple SIgnal Classification) algorithm based on sub-space
decomposition [20] and the ESPRIT (Estimation of Signal Parameters via
Rotational Invariance Technique) algorithm [21], these algorithms need to accu-
rately estimate covariance matrices, which requires a constant jamming DOA
within the processing time interval. A fast change of the jamming DOA can result
in an insufficient number of snapshots and reduced estimation accuracy on a
covariance matrix. Under those conditions, the performances of the regular DOA
estimation algorithms decrease significantly, or become completely ineffective.

In recent years, a new type of algorithm for high precision DOA estimation has
been formulated by taking advantage of the sparse characteristics of the signal DOA
space spectrum and performing DOA estimation based on compressed sensing [22].
Especially, this type of algorithm can still be effective for a single snapshot.
Thereby, in this section, we study on how to take advantage of the space sparse
characteristics of the jamming DOA, so that we can have an algorithm that only
need one single snapshot to estimate DOA. Therefore we can solve the problem of
knowing the jamming DOA in a high-dynamic environment, and then verify the
effectiveness of the algorithm using simulations.
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3.6.1 Convex Optimization Algorithm

Considering an M-element uniform equidistant linear array, if we assume that
QO jamming signals incident onto the array, then the snapshot data vector of the
array antenna’s received signal x(¢) can be represented as

Qo
x(t) =Y a(Ogi(t) + (1)) (3.115)
q=1

where j,(¢) is the qzh jamming signal; a(ﬂq) is the corresponding steering vector;
e(7) is the thermal noise vector of the receiver. For the sake of convenience, we
already include the GNSS signal in the noise vector.

Since the number of jamming sources is limited in the space, and is usually
smaller than the number of array elements, the scenario satisfies the condition of
space “sparseness” [22]. Thereby it is feasible to apply a compressed sensing
algorithm for DOA estimation. Figure 3.21 shows the space sparse characteristics
for jamming DOA. It can be seen in the figure that, the whole possible jamming
DOA space is [—90°,90°], but only a small limited number of angles can have the
incoming jamming. This represents the space sparseness characteristics of the
jamming signal DOAs.

By converting the assumed array signal model to a sparse model, we perform
discrete sampling on the complete possible jamming DOA space. This method
converts the original received signal to a spare representation using a mathematic
transformation, so that there is no need to make any change on the GPS receiver’s
front end. The DOA space for the whole jamming signal is [—90°,90°]. Assuming
the discrete sampling is performed using 1° space interval, then the space under
consideration can be divided into

Incident signal
source 2

JYryry

Elementl - ElementM-2 ElementM-1 ElementM

Fig. 3.21 Space sparseness of jamming DOAs
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¥ ={-90", —89,...,90} (3.116)

Y is the discrete angle set, and the ‘¥; is used to represent the ith element. Usually
we can assume the jamming signal’s DOA belongs to the discrete angle set. In
reality, when this assumption is not satisfied, we can further reduce the space
sampling interval, in order to reduce jamming DOA estimation error. We can let
0, =Y, and then take

T‘ _ Jq(t), 0(1 == lel
Jl(t) - { 0, Others (3117)

Then an L x 1 dimension sparse vector j(r) = [j1(£),/2(1), . . .jo()]" (L = 181)
can be constructed. That means, if the corresponding DOA has real jamming, the
element corresponding to the sparse vector is the jamming signal, otherwise it is
zero. Then for j(r) only Q elements are not zero. Under general conditions, Q is
way smaller than L, which reflects the jamming space’s sparseness characteristics.

At the same time, we can take

A = [a(—90°), a(—89°),...,a(90°)] (3.118)

A includes all steering vectors corresponding to the discrete angle set. In the
sparse representation theory, this is known as the super complete dictionary. Then
the signal received by the GNSS receiver can be represented using a sparse format

x(t) = Aj(t) +e(r) (3.119)

We can estimate and obtain j(¢) based on the signal reconstruction algorithm,
where the angles corresponding to the non-zero elements are the jamming DOAs.
The most direct way to solve it is to solve for the [y norm optimization problem in
(3.120)

min [i()[},

- (3.120)
quo—Aﬂﬂtg@
where [y norm represents the number of non-zero elements.

Since the solution for (3.120) is a NP-hard problem, a solution is hard to obtain.
Usually an /; norm is used to substitute an Iy norm [23, 24]. Therefore, The
optimization problem described in (3.120) can be converted to the following
optimization problem
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min [i(0)],

(3.121)
uﬂqg—AﬂﬂL<@
The problem described in (3.121) is a convex optimization problem, so that the
convex optimization algorithm can be adopted to recover the sparse vector j(z).

Convex optimization is a nonlinear optimization method used to solve for the
extreme values on a convex set of a convex objective function. Its main charac-
teristic is that when the objective function is a convex function, the stagnation point
of the objective function is also its minimum point, and in addition it is the global
minimum value as well. When the objective function is a strict convex function, the
number of global minimum is 1. For the compressed sensing recovery problem, the
I; norm is a function that is separable and has sparse feature, thereby it can be used
as the objective function for a convex optimization problem. The frequently used
convex optimization methods are basis pursuit method [25], interior-point method
[24], sparse gradient projection method [26], iterative shrinkage threshold method
[27] etc. Below we briefly introduce the basis pursuit method and interior-point
method.

Basis Pursuit (BP) method looks to obtain the sparsest representation of the
signal from the complete function set, i.e. use as few bases as possible to accurately
represent the original signal, in order to obtain the signal’s intrinsic essential
characteristics. The basis pursuit method defines the signal sparse representation
problem as a type of constrained extreme value problem by minimizing /; norm,
and then it can be converted to and solved as a linear programming problem.

Interior-point method is a classic method to solve constrained optimization
problems. It is one of the penalty function methods. The basic idea is to convert the
constraints into certain functions which can be added into the objective function
based on the characteristics of constrained conditions. The objective is to convert a
constrained optimization problem to an unconstrained optimization problem for
solution.

In addition, mathematics software can be used to directly solve (3.121), e.g.

MATLAB CVX toolbox. Once the estimated value j(t) of the spare vector j(7) is
obtained, the peak value positions can be searched and the corresponding steering
vector is the steering vector of the jamming, then the estimated jamming DOA

0, (¢=1,2,...,0) can be obtained.

3.6.2 Greeding Algorithm

To reduce the complexity of using the convex optimization algorithm to directly
solve the /; norm optimization problem, many greedy algorithms have been pro-
posed. Compared with the convex optimization algorithm, the complexity has been
reduced greatly, but the performance is slightly worse than that of the convex
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optimization algorithm. The main idea of the greedy algorithm is to treat the
observed signal as a linear combination of certain atoms in the super complete
dictionary, and use certain iterations to obtain an approximate value of the original
signal. Typical greedy algorithms are the Marching Pursuit (MP) algorithm [20] and
the Orthogonal Matching Pursuit (OMP) algorithm [28]. Some improved greedy
algorithms have also been proposed, and their main differences are to adopt dif-
ferent criteria of selecting atoms during the signal reconstruction process. The most
representative algorithms in this category are the backtracking greedy algorithm and
the staged greedy algorithm. A representative algorithm of the backtracking greedy
algorithm is the Compressing Sampling Matching Pursuit (CoSaMP) algorithm
[29]. The CoSaMP algorithm introduces a rejection mechanism so that it is very
robust. Examples of the segmented greedy algorithms are the Regularized OMP
(ROMP) algorithm [30] and the Stage wise OMP (StOMP) algorithm [31]. The
staged greedy algorithm is different from the original greedy algorithm because it
selects multiple atoms for different iterations, so the signal reconstruction can speed
up.

Based on the advantages of the OMP algorithm, in this section we adopt the
OMP algorithm, and only use a single snapshot of data to estimate the jamming
signal DOA. For time ¢, the corresponding jamming DOA estimation steps are as
below:

(1) Initialization: The residue amount ro = x(¢), the super complete dictionary is
K, the index set I'y is a null set I'g = J, and the number of iterations n = 1.

(2) Look for the maximum correlation between the residue amount r,,_; and all the
steering vectors a(\¥;) (each row of A’s), and the corresponding index value is
Jp = argmax;—io 1 |(r,—1,a(\¥;))|.

(3) Update index set I', = I',—1 U {4, }.

(4) Use a least squares method to re-estimate the sparse vector

jn(t) = arg min,,,, (;)cr, Hx(t) — Az ’2, where supp (z)CI', represents z; #
0(jeTI,) and z; =0(j & I'y).
(5) Update the residue amount r, =1, — an(t), and let h =h+1.
(6) Repeat step (2) to step (5) iteratively, the number of iteration is Q (i.e. the
number of jamming sources).
Similarly, after the OMP algorithm iteration, we can obtain the estimated value
jn(t) of the sparse vector j,(¢), and j,(¢) only has Q non-zero elements, where every

non-zero element corresponds to one row in A, and the corresponding steering
vector is the jamming steering vector, and thus we obtain the estimated jamming

DOA 0, (g=1,2,...,0).
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Fig. 3.22 Performance comparisons of jamming DOA estimations between the OMP algorithm
and the convex optimization algorithm

3.6.3 Simulation Results

This simulation only considers a 10-element half-wavelength equidistant linear
array. Two jamming sources are added with INR = 20 dB, and the jamming DOAs
are —20° and 30° respectively. Only single snapshot is used in the simulation for
jamming DOA estimation.

Figure 3.22 shows the results of using the OMP algorithm and convex opti-
mization algorithm for jamming DOA estimation. To have a clear display, the plot
only shows 5 Monte Carlo simulation results. Among all the subfigures, the
Fig. 3.22b is the Fig. 3.21a’s partially enlarged view. It can be seen on the figure
that the convex optimization algorithm has better accuracy than the OMP algorithm,
but the OMP algorithm’s complexity is lower than that of the convex optimization
algorithm.

It is noticeable that the methods adopted by this section avoid estimating the
receiver signal’s covariance matrix. In addition, since single snapshot processing is
used, the correlations among jamming signals have no impact on the algorithm.

3.7 Summary

In this chapter, we mainly discuss high-dynamic GNSS jamming mitigation tech-
niques. For linear arrays, those algorithms based on power minimization algorithm,
such as the derivative constraint method, the Mailloux method, the Zatman method
and the Laplace method, do not need information on jamming signals’ DOAs. For
uniform circular arrays, except for the Laplace method, all the other methods all
need information on jamming signals’ DOAs. By combining the reduced rank
technique and the space-time null-widen technique, the space-time high-dynamic
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jamming suppression algorithm can be implemented better. We can solve the
jamming DOA estimation problem in high-dynamic environments by using a sparse
representation model.
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Chapter 4
Spoofing Countermeasure Techniques

4.1 Introduction

As described in Chap. 1, common types of intentional interference mainly include
jamming and spoofing. Chapters 2 and 3 mainly discuss jamming. In this chapter
we discuss techniques to suppress the interference emitted by spoofers. Different
from jamming, the power level, signal format and frequency spectrum structure of
interference emitted by spoofers are similar to the authentic satellite signals. The
intent of spoofing is to trick a receiver locking onto interference without awareness,
so a navigational positioning result, which seems to be reliable but actually mis-
leading, can be produced. In the worst case, a receiver may be controlled by
spoofers. Under the impacts of spoofing, receivers usually are not aware of the
spoofers, so consequently spoofing is more harmful than jamming [1-5]. In 2012,
the radio navigation research group from University of Texas successfully took
control of an unmanned aerial vehicle (UAV) and made it deviate away from the
planned route. The research group also analyzed the impacts from spoofing on the
intelligent grid on which the GPS system timing was used. In 2013, the same
research group implemented spoofing on a private yacht that was sailing the ocean,
and consequently led it off course [6]. All these real examples have fully verified the
harms brought by spoofing.

Present antispoofing techniques can be categorized into two types: spoofing
detection and spoofing countermeasure. Spoofing detection technology detects
spoofing by monitoring abnormal changes in signal characteristics [7-28],
including detection techniques based on signal power [7-11], space characteristics
[12-16], navigation messages [17], Signal Quality Monitoring (SQM) [18-21],
integrated navigation [22, 23], and encryption authentication [24-28]. Spoofing
detection techniques are the main methods used for antispoofing, but they cannot
help the receivers restore positioning and navigation capabilities, which is the main
objective of spoofing countermeasure techniques. Spoofing countermeasure tech-
niques mainly include the method that can remove the measured abnormal values
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using the Receiver Autonomous Integrity Monitoring (RAIM) technique [29, 30],
and the method that can suppress the spoofing in the space domain using array
signal processing techniques [31-36]. Between them, the latter takes advantage of
the space domain characteristics of spoofing: it contains multiple pseudo random
codes, which are transmitted by the same antenna. Therefore the latter approach is
full of potential.

In this chapter, we give definitions and mathematical models of spoofing, and
analyze their impacts on GNSS receiver acquisition, tracking and positioning. Then
we review various spoofing detection methods, and study multiple space domain
spoofing countermeasure methods in different environments. Finally we will verify
the antispoofing capabilities of these methods by performing simulations.

4.2 Spoofing and the Impacts of Spoofing

Spoofing tricks a GNSS receiver into having wrong navigational and positioning
results by using a spoofer to transmit an interference that is the same as or similar to
the authentic GNSS signal. In terms of signal generation, spoofing can be cate-
gorized into two types: receiver based spoofing and generator based spoofing.
Figure 4.1 shows a possible categorization of spoofing on GNSS receivers.

4.2.1 Receiver Based Spoofing

Figure 4.2 shows the mechanism of receiver based spoofing. Receiver based
spoofing receives an authentic GNSS signal first, and then after certain time delay,
amplifies the signal and transmits out. It uses this approach to trick the target GNSS
receiver. This retransmitted GNSS signal is known as the spurious PRN signal.
Compared with authentic GNSS signals, spurious PRN signals are different in terms
of time delay and power level, but the navigation messages are the same. To allow
receiver based spoofing to successfully enter the acquisition stage of a GNSS

Fig. 4.1 Spoofing on GNSS
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receiver, usually the spurious PRN signal’s power is enhanced so it is higher than
the power of the authentic GNSS signal by around 2 dB [2]. Thereby, GNSS
receivers without anti-spoofing measures are vulnerable to receiver based spoofing.
A target GNSS receiver, after acquiring the receiver based spoofing, calculates a
wrong pseudorange, thereby it cannot solve for the proper positions.

Receiver based spoofing can be categorized based on different implementation
complexities as well: Type one uses a single receiver antenna to receive all
authentic satellite signals, and delay, amplify, and retransmit them [3]. Under this
scenario, if the delay is sufficiently short, we can assume that the interference is
synchronized with the authentic GNSS signal which it pretends to be. This type of
receiver based spoofing can force GNSS receivers to acquire and track the inter-
ference. Type two uses one array antenna to form high gain narrow beams for every
authentic GNSS signal respectively. So it can perform separate receptions for
various authentic GNSS signals, and consequently add different delays on different
GNSS signals before retransmissions. This type of receiver based spoofing can
achieve the objective of tricking the receiver into a set position [4].

Receiver based spoofing technique is the most important means of spoofing in
present days. The main topic of this chapter is to discuss this type of spoofing.
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4.2.2 Generator Based Spoofing

Figure 4.3 shows the mechanism for generator based spoofing. For generator based
spoofing, a spoofer generates interference consistent with the authentic GNSS
signal format, and then uses a transmitter to send out the interference. Based on
different implementation complexities, there could be different implementations:
For the first type, a simulator is used directly to transmit the interference, but this
implementation does not consider the synchronization with the authentic GNSS
signal. As a result when a receiver is in a state of tracking, the generator based
spoofing’s signal is equivalent to a weak interference that only reduces output
carrier-to-noise ratio. Nevertheless, when a receiver is under the impact of jamming
or in a cold-start state in which the receiver needs to re-acquire the GNSS signal, it
becomes vulnerable to such a deception [4]. For the second type, a generator based
spoofer first receives the authentic GNSS signal and demodulates the navigation
message. Then the spoofer modifies the received navigation message, and uses the
authentic GNSS signal’s parameters such as chip delay and carrier phase as a
reference, and uses a simulator to re-spread the counterfeit message, and then
retransmits. This type of generator based spoofing synchronizes with the authentic
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GNSS signal, therefore it can force GNSS receivers to acquire and track the
interference, leading to erroneous calculation results [3]. For the third type, the
generator based spoofer first receives the authentic GNSS signal, and demodulates
the navigation message, and uses the authentic GNSS signal’s parameters such as
chip delay and carrier phase as the reference, and under the scenario of accurately
knowing the target receiver’s position, it can produce an interference exactly the
same as the authentic GNSS signal with the reverse phase. This generator based
spoofing can use the interference to cancel out the authentic GNSS signal, so the
GNSS receiver cannot position itself [5].

At present day, most structures of GNSS civil signals are publically known, so it
is completely feasible to design a generator based spoofing scheme towards civil
signals, but the techniques are relatively complex, and they are very hard to be
implemented [3]. Since the military GNSS signals have longer sequences and their
structures are kept secret, it is technically very hard to decode GNSS military code
and thereby produces high fidelity spoofing received by GNSS receivers.
Consequently, it is very hard to implement generator based spoofing towards GNSS
military signals. For GNSS military signals, usually receiver based spoofing is used.

4.2.3 Spoofing Data Model

Based on the previous analyses on spoofing, this type of interference has the same
signal structure as the authentic GNSS signal and the signal model is

70 = > VD (= )e (1 - )i ) 41
=1

where Dj(r) and cj(f) represent the Ith spurious PRN signal’s navigation message
and the spread spectrum code within the spoofer; ¢;, wj, pj and 1} represent the
corresponding phase, Doppler angular frequency, power and chip delay respec-
tively; and the superscript s represents spoofing. The interference usually contains
multiple spurious PRN signals, and the L in (4.1) represents the number of spurious
PRN signals within the spoofer. Unless otherwise specified, the interference signal
in this chapter refers to spoofer-emitted interference.

When signals from M satellites and K spoofing sources arrive at a GNSS
receiver at the same time, the intermediate frequency (IF) signal in the GNSS
receiver can be represented as

x(t) =) sa )+ > 0 +elr) (4.2)

m=1 k=1
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where s¢ () represents the mth authentic satellite signal; j}(¢) represents the inter-
ference transmitted by the kth spoofer; the superscript a and s denote the authentic
satellite signal and interference; e() is the additive Gaussian white noise.

Assuming the authentic satellite signal and multiple interferences incident on the
array simultaneously, in this chapter a uniform linear array (ULA) with M elements
is used as an example, then the intermediate frequency (IF) signal received by the
GNSS receiver antenna array is

x(1) =) a(0;)s;, (1) + Y a()i(r) +e(r) (4.3)

m=1 k=1

where a(07)) and a(0;) represent the steering vectors for the mth authentic satellite
signal and the kth spoofing source; 0, and 0; represent the DOAs for the mth
authentic satellite signal and the kth spoofing source; e(z) is the additive Gaussian

white noise vector.

4.2.4 Analyses on the Impacts on GNSS Receivers
by Spoofing

As described by the spoofing data model in Sect. 4.2.3, the signal structure of the
interference is the same as that of the authentic GNSS signal. As long as correlation
peaks formed by the interferences satisfy the acquisition decision condition, it is
possible for the interference to be acquired, and thus has impact on the subsequent
signal processing on the receiver. In this section, we analyze the impacts on
receivers from the perspectives of acquisition, tracking, and positioning.

1. Impacts on Acquisition

During the acquisition process, when the authentic GNSS signal has the same
carrier frequency and chip delay as that of the local signal, the correlation reaches
the maximum. Similarly, if the interference has the same carrier frequency and chip
delay as the local signal, the correlation with the interference also reaches the
maximum. Eventually the correlation peak satisfying the receiver acquisition
decision condition (which can correspond to the authentic GNSS signal, or to the
interference) is acquired by the receiver.

For receiver based spoofing, since the interference and the authentic satellite
signal both contain the same PRN signal, two obvious correlation peaks exist within
the two-dimensional search results of the acquired PRN, one for the authentic
satellite signal and the other for the interference. Figure 4.4 shows the
two-dimensional search results for acquisition on a PRN signal when the GNSS
receiver is spoofed, where x axis represents the chip delay, y axis represents the
Doppler frequency, and z axis represents the correlated accumulation value. In
Fig. 4.4, since the interference’s power is slightly higher than the power of the
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authentic satellite signal, the correlation peak caused by the interference would be
significantly higher than the correlation peak caused by the authentic satellite sig-
nal. As a result, the receiver only acquires the interference. The two correlation
peaks have different chip delays, and the difference between the chip delays is the
time delay between the interference and the authentic GNSS signal.

For generator based spoofing, when the interference PRN being generated is
contained within the authentic GNSS signal, the impact on the acquisition process
is similar to the impact of the receiver based spoofing as described above; when the
interference PRN being generated isn’t contained within the authentic GNSS signal,
the receiver is not be aware of the interference, and acquires it as the authentic
GNSS signal.

2. Impacts on Tracking

In the subsequent tracking process, for receiver based spoofing, since the
interference and the authentic satellite signal both contain the same PRN, the impact
on a receiver’s tracking processing is similar to the multipath effect on the authentic
satellite signal (more details can be found in Chap. 5). The effects mainly reflect in
the form of tracking errors on the phase locked loop (PLL) and delayed locked loop
(DLL), the errors are correlated with the spread spectrum code’s autocorrelation
function, the gain factor of the interference power towards the GNSS signal power,
and the time delay and phase bias of the interference relative to the GNSS signal.
Then, if the delay between the interference and the GNSS signal is within 1.5 chips,
the interference can cause discriminant function distortion on the Phase Locked
Loop (PLL) and Delay Locked Loop (DLL), leading to larger additional tracking
errors. On the other hand if the delay between the interference and the GNSS signal
is more than 1.5 chips, the interference would not generate additional tracking
errors, consequently the receiver is not aware of the interference and would track
the interference as the authentic GNSS signal.
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For generator based spoofing, when the spurious PRN is contained in the
authentic GNSS signal, the impact on the tracking process is similar to the impact
of receiver based spoofing described above. If the generated spurious PRN is not
contained in the authentic GNSS signal, the receiver would not be aware of the
interference and would track the interference as the authentic GNSS signal.

3. Impacts on Positioning

Spoofing makes its impact on positioning results by introducing range mea-
surement error. Receiver based spoofing changes the GNSS positioning calculation
results by controlling retransmitting delay. To use the same retransmitting delay is a
relative simple implementation under which, when the PRNs of the spurious signal
and the authentic GNSS signal are consistent with each other, the receiver uses the
interference PRN signal to perform positioning calculation. In that case, since a
fixed retransmitting delay can introduce the same pseudorange error, the position
calculated by the receiver is the location of the spoofer, thus the receiver is very
easy to be controlled by the spoofer. When the PRNs in the interference and the
authentic GNSS signal are not consistent, the receiver would only have positioning
errors, but it would not be controlled by the spoofer. A more sophisticated intel-
ligent receiver based spoofing can add different retransmitting delays in the inter-
ference PRN signal, in order to trick the receiver to a set position.

Generator based spoofing changes the GNSS receiver positioning calculation by
adding fake parameters in the navigation message, which mainly include two
perspectives: firstly, it achieves the objectives of generating satellite ephemeris
information error and satellite clock adjustment error by changing the parameters of
navigation messages, leading to the miscalculation of satellite position by the
receiver because the wrong parameters are used in the calculation process.
Secondly, it generates an incorrect pseudorange value after peusdorange correction
by directly modifying the pseudorange correction parameters in the navigation
message (i.e. modifying the correction parameters such as Ionospheric delay error
etc.). And as a final result, it achieves the objective of deceiving the target receiver.

4.3 Spoofing Detection

Present day spoofing techniques can be classified into two categories: spoofing
detection and spoofing countermeasure. The spoofing detection techniques’ main
approach is to recognize whether a GNSS receiver is under attack from a spoofer.
On the other hand, the approach of spoofing countermeasure technique is to help a
victim receiver to recover its capabilities of positioning and navigation. In this
section we briefly discuss some existing spoofing detection techniques.
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1. Detection Techniques Based on Signal Power

Signal power detection means that a GNSS receiver continuously monitor the
received signals on parameters related to the power, and determines whether the
receiver is attacked by a spoofer by checking for abnormal values. These param-
eters related to the power mainly include Carrier-to-Noise ratio (C/Np), absolute
power and the signal power received by the receiver when it moves relative to the
GNSS satellites.

Carrier-to-Noise Ratio Monitoring: C/N, is an important parameter for
measuring GNSS signal quality. Only the GNSS satellite movement and iono-
spheric variation can generate smooth variation on the GNSS signal power. When a
receiver is spoofed, the C/Ny of the received GNSS signal has a sudden change.
Therefore, a receiver can detect spoofing attack by continuously monitoring signal
C/Ny and looking for abnormal variations [7]. The GNSS receiver can also be
installed on a moving platform, since the distance between the spoofer’s trans-
mitting antenna and the target receiver is closer, the relative motion between a
receiver and spoofer’s antenna can lead to significant variation on the spoofing
signal’s C/Ny, so the detection of spoofing can be achieved by monitoring C/Nj
[10, 11].

Absolute Power Monitoring: The power of the authentic GNSS signal received
by the ground receiver is very low. Using the GPS L1 signal as an example, its
maximum power is approximately —153 dBw [9]. Since the path between the
spoofer’s antenna and the receiver is complex and changes frequently, the spoofer
is hard to transmit an interference that can deceive the receiver while still not having
a level that surpasses the power level of the authentic GNSS signal. Therefore,
when the signal power received by a receiver is significantly stronger than the
expected authentic GNSS signal’s power, it can be interpreted that spoofing is
detected. The absolute power monitoring technique requires that the receiver has
higher precision on measuring a received signal’s amplitude, so the receiver’s
hardware complexity increases accordingly.

2. Detection Techniques Based on Space Characteristics

The detection techniques based on space characteristics take advantage of the
fact that a spoofer uses the same antenna to transmit several interference PRN
signals, but GNSS satellites transmitting GNSS signals come from different
directions. As a result, interference PRN signals are spatially correlated, so the
spoofing can be recognized by determining the received signals’ spatial correlation
using the space domain processing technique.

The detection technique based on space characteristics can be implemented
using dual antennas [12], so the phase difference between two fixed antennas can be
continuously observed, and at the same time the motion trajectories of the antenna
array and the GNSS satellite can be used to calculate the phase difference between
the two antennas. By comparing the observed phase difference with the computed
phase difference, if the distinction is larger, a spoofing threat can be assumed. The
main drawback of this method is that a fairly long period of time is needed to make
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observations. When there are multiple antennas [15], we can recognize whether
signals come from the same angular region by comparing different PRN signal
correlators’ output phase measurements, so the spoofing detection can be achieved.

3. Detection Techniques Based on Navigation Message

For detection techniques based on navigation messages, we have the relative
delay detections between L1 and L2 signals, and the detections on signal’s code rate
and phase rate.

Relative delay between L1/L.2 Signals: The P(Y) codes after encryption can be
modulated onto L1 and L2 frequency bands. Since the ionosphere has different
responses towards different frequencies, as a result there is a relative time delay
between the L1 and L2 signals received by the receiver. By using a dual frequency
receiver to obtain correlation between L1 and L2 signals, the correlated results only
have one peak value [11], and the time delay corresponding to that peak value is the
relative time delay between the signals located at the L1 and L2 frequencies. Since
the relative time delay is approximately known, we can use it to recognize spoofing.
This recognition technique can only be applied on generator based spoofing, but it
is not effective for receiver based spoofing.

Detection Techniques Based on Code Rate and Phase Rate: For authentic
GNSS signals, Doppler frequency and code rate are determined by the relative
motion between the GNSS satellite and the receiver, therefore the two have con-
sistency [17]. Equation (4.4) expresses the consistency

A= —frrt] (4.4)

where frr represents the RF frequency of the GNSS signal; 7f represents the chip
delay rate of the /th authentic signal; f* represents the Doppler frequency of the /th
authentic signal. A simple interference cannot maintain such a consistency between
its Doppler frequency and code rate. Therefore when the two are not consistent, the
spoofing can be detected.

4. Detection Techniques Based on Signal Quality Monitoring (SQM)

When there is no spoofing, due to the autocorrelation characteristics of the
ranging code, the output of the GNSS correlator is a symmetric triangle. SQM
technique takes advantage of this characteristic to monitor the quality of a GNSS
correlator’s output peak [18]. When the relative delay between the interference and
the authentic signal is less than 1.5 chips, the impact of the spoofing on the cor-
relator output is similar to the results of a multipath interference [19], because both
can lead to correlator output distortion. Triangulation detection technique based on
SQM can be used to detect whether a GNSS’s correlator output peak has abnormal
asymmetry caused by spoofing, and consequently it can recognize whether a
receiver is being spoofed or not [20]. SQM technique can detect the existence of
spoofing very well in an environment without multipath signals. But in an envi-
ronment with multipath interference, present SQM technique cannot differentiate
spoofing and multipath interference. In addition, when the delay between the
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interference and the authentic signal is more than 1.5 chips, this method is also
ineffective.

5. Detection Techniques Based on Integrated Navigation

Integrated navigation combines one or more systems such as GNSS, radio
navigation, astronomy navigation etc. with the inertial navigation system, to form
an integrated navigation system. Combining a GNSS navigation system with the
data from the other navigation systems (e.g. inertial navigation system) can help
receivers to recognize spoofing effectively [22]. By comparing the positioning
result calculated by the GNSS receiver with the position results obtained by the
other positioning systems, if the confidence intervals of different systems have no
overlap, then it is highly probable that the receiver is under spoofing attack.
However, the integrated navigation detection techniques can increase implemen-
tation complexities of a GNSS receiver’s hardware and software.

6. Detection Techniques Based on Encryption Authentication

For civil and military equipments, encryption authentication technologies can be
used to detect spoofing [24]. Most encryption authentication technologies need to
make some changes on the structure of GNSS signals. Therefore, the encryption
authentication technologies still cannot be applied at least in the near future.

4.4 Spoofing Countermeasure

In this section, we list several spoofing countermeasure algorithms using array
signal processing in different spoofing environments, including algorithms based on
DOA estimation, signal separation estimation theory, de-spread re-spread tech-
nique, and diagonal loading technique. These algorithms can solve the spoofing
countermeasure problems in the environments of a single receiver based spoofing
source, multiple receiver based spoofing sources and coexistence of jamming and
spoofing.

4.4.1 Single Spoofer Suppression

A single receiver based spoofing source uses one spoofing device to transmit
multiple interference signals. In a scenario of a single receiver based spoofing
source, the antenna array’s received signal after sampling based on the model
established in Sect. 4.2.3 is
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x(n) =) a(6))s;,(n) +a(0") (n) +e(n) (4.5)

m=1

which is equivalent to a case described in (4.3) where the number of receiver based
spoofing source was K = 1, and the definitions on the symbol notations can be
found in (4.3). Authentic GNSS signals are transmitted from different directions by
different satellites, but the interference PRN signals are all transmitted from one
direction. At the same time, to deceive GNSS receivers to acquire the interference
PRN signals with a higher probability, the powers of the interferences are usually
much higher than the powers of the authentic GNSS signals. The power received
from the direction of the receiver based spoofing source is the summation of all
interference PRN signals’ powers. As a result, the energy radiation on that direction
is much larger than that on the directions of authentic GNSS satellites.

In an environment of single receiver based spoofing source, we propose the
spoofing countermeasure algorithm based on DOA estimation [36]. The method
takes advantage of the feature that the radiation is at its strongest towards the
direction of the single receiver based spoofing source, and under the condition of a
known array manifold, this method estimates the directions of the interferences first,
then uses the estimated directions to construct a interference orthogonal projection
matrix, and then projects the received signals onto that space, in order to implement
spoofing countermeasure. Among these steps, the DOA estimation can be imple-
mented using the regular beamforming technique. Beamforming is a nonparametric
estimation method that is equivalent to the maximum likelihood estimation method
in the case of single signal source. Below we discuss detailed implementation
process of the spoofing countermeasure algorithm based on DOA estimation.

First, beamforming can be used to estimate the DOA of a single spoofer, which
can be summarized as: By searching for the highest peak of the signal’s spatial
spectral function a'(0)R,a(0), the DOA corresponding to the highest peak is

regarded as the estimated DOA of the spoofer 0,ie.

0 = arg max a'(O)R.a(0) (4.6)

where the steering vector of the array is a(0); R, is the covariance matrix of the
received signals, and

R, = E{x(n)x"(n)}

M 4.
= pha0s)[a(6;)]" +pra(@)a(0)]" + o1 )

where p;,, p?, and ag denote the signal power of the authentic GNSS satellite,
interference power of the receiver based spoofing source, and noise power
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respectively. In (4.6), R, usually can be substituted by the sample covariance matrix
. 1 <
R, = N; x(n)x"(n), where N is the number of samples.

By substituting (4.7) into (4.6), we can find that since p{ > p;,, the position of
the highest peak for the spatial spectrum function aims towards the direction of

spoofer &, i.e. 0~ 0°. After estimating the DOA of spoofer, an orthogonal pro-
jection matrix of the interference subspace can be constructed

P, =1y — %a(é)a”(@) (4.8)

Finally, the received signal by the array can be projected onto the interference
orthogonal subspace to eliminate spoofing effects.

Considering that a single spoofer only needs to consume one system degree of
freedom and based on the signal correlations between antennas, the PLAN lab of
the University of Calgary, Canada proposed a low-complexity spoofing counter-
measure algorithm based on dual antennas spoofing cancellation [31]. First, the
space phase difference and gain difference between two antennas are estimated

0p =« Z (xt(n)xa(n)) (4.9)

1

N 2
> nnen - 7)

it~ (4.10)
axl (n)xj(n — T)‘

where x;(n) and x(n) represent the signals received by the two antennas;
T represents a C/A code period. Then, the estimated spoofing signal is subtracted
from the signal received by the antenna No. 2, in order to achieve the goal of
removing the spoofing effect.

y(n) = xa(n) — iie™x1 (n) (4.11)

4.4.2 Multiple Spoofer Suppression

In reality, GNSS might be under the impacts of spoofing signals retransmitted by
receiver based spoofing devices coming from different DOAs. In this case, the
model of the signals received by the antenna array corresponds to (4.3) in
Sect. 4.2.3, and the spoofing countermeasure algorithm introduced in the
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Sect. 4.4.1 does not apply. In this section, we introduce two approaches of sup-
pressing multiple spoofers.

1. Spoofing Countermeasure Based on Signal Separation Estimation Theory

In an environment of multiple receiver based spoofing sources, we propose a
spoofing countermeasure algorithm based on signal separation estimation theory
[36]. First, the proposed method estimates the amplitude and DOA of every spoofer
one by one, and recognizes the number of spoofers using the observation that the
radiation energy from the direction of any spoofer is larger than that of the authentic
GNSS signals. Then an interference orthogonal projection matrix using all esti-
mated spoofing DOAs can be constructed, and the received signals by the array
antennas are projected onto this matrix, to achieve the goal of spoofing suppression.
One channel of the data after the spoofing countermeasure can be directed into a
common receiver for acquisition, tracking and positioning, which is equivalent to a
single beam. Or we use the signal separation estimation theory on the data after the
spoofing suppression to estimate the DOA of every authentic GNSS signal one by
one, then we use the estimated DOAs to perform multiple beamforming, in order to
achieve the array signal processing gain.

The DOAs of multiple spoofers and authentic GNSS signals can be estimated
using the CLEAN algorithm and the RELAX algorithm [36]. As described in
Sect. 2.4.3, compared with the CLEAN algorithm, the RELAX algorithm has better
estimation performance, but its implementation complexity is higher. Considering
that the null created by orthogonal projection is very sharp, to prevent the problem
of having the spoofing DOA shifting out of the null zone due to DOA estimation
error, the precision requirement on the DOA estimation on multiple spoofers is
higher. But when beam direction errors exist due to GNSS signal DOA estimation
errors, the only consequence is a slight reduction on the GNSS signal’s array signal
processing gain, i.e. the requirements on the GNSS signal’s DOA estimation pre-
cision are not very strict. Consequently, the RELAX algorithm should be used to
estimate DOAs of multiple spoofers, but both the RELAX algorithm and the
CLEAN algorithm can be used to estimate DOAs of GNSS signals. Below we
introduce the detailed implementation of the spoofing countermeasure method
based on the signal separation estimation theory.

First, the amplitude and DOA of every spoofer can be estimated using the
RELAX algorithm [37, 38]. We rewrite the array received signal model (4.3) after
sampling in a multiple spoofer environment as below

x(n) =) a(0)s;, () + > a(0})ji(n) +e(n)

K
k=1

(4.12)
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where
A(0) = [a(0}),a(03), ...,a(0%),a(05), a(6s), ..., a(0%)]
0=[0,05,...,0% 06,0, ..0,]" (4.13)
B(n) = [} (n), (), . . i (n), s%(n), s5(n), ..., s (m)] "

As a result p and 0 can be estimated by minimizing the cost function F below

F[0,B(1),B(2), ... B(N)] = Z[X B(n))" [x(n) — A@)B(n)]  (4.14)

The nonlinear least squares problem in (4.14) can be solved using the RELAX
algorithm. First, we can do some preparatory works.
Given L signals that need to be estimated, and we have

A . . L
{Hl,ﬁl(l),ﬁl@), .. .,ﬁl(N)}l:l e what has already been estimated, and we can
define

L
x(n) =x(n) — > a(@)pi(n), n=12,..,N (4.15)
I=11#k
Then the cost function for the kth signal’s parameters can be written as
P . N 2
Ful 0 B0 B2, Ba)] = 3 [sln) = a(00)Be(m)| (4.16)
n=1

By minimizing the (4.16), we can obtain

0 = arg max a'(0y) [Z % ( ] 0r) (4.17)
k n=1
5 1 (0,)%(n)
Be(n) = TR 2 N (4.18)
‘ M 0,=0x

The above formulas are similar to the (4.6) which is used for the single spoofer.
Below we give the steps for the RELAX algorithm:

(1) Given L =1, let X, (n) = x(n), we can use (4.17) and (4.18) to estimate 0, and
Bl(n), n=12,...,N.
(2) Given L = 2, we can use {@1, ﬁl(n)} from (4.15) to solve for X,(n), and then

estimate {92, [32(”) }
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Then the {@2, Bz(”)} estimated at step 2 can be used to solve for the new X (n)

from (4.15), and this X (n) can be used to re-estimate the {@1, B (n)} from (4.17)

and (4.18). We can iterate the above two steps until convergence.

A 2
(3) Given L = 3, we can use previously estimated {01, ﬁl(n)}l . to derive X3(n)

from (4.15), then use the X3(n) from (4.17) and (4.18) to estimate {é3, B3(n)}.

AR 3
Next, we can use {Hl,ﬁl(n)}l , to derive X;(n) from (4.15), re-estimate the

A L 3
{Hl,ﬁl(n)} using (4.17) and (4.18), use {GI,ﬁl(n)}l:“ﬁ to derive X;(n) from

(4.15), and estimate {@)2, Bz(n)} based on (4.17) and (4.18); and so on and so forth,

AR 3
until we can eventually obtain a set of {01, ﬁ,(n)}l .
-1

We can repeat the above steps until L equals the number of spoofers. Then we

A L
can obtain estimated parameters for all spoofers {01, fi(n) }/ K

Since the power of the spoofing signal is higher than that of the authentic GNSS
signal, the RELAX algorithm can estimate the amplitude and the DOA of the
spoofer firstly, and then estimate the amplitude and the DOA of the authentic GNSS
signal. After estimating a signal, the power of the signal can be computed. If the
power of the (P+ 1)th signal is significantly smaller than the power of the Pth
signal, then the first P signals are the interferences, and the number of spoofers is
L=P.

The interference subspace can be constructed using the estimated interference

DOA {01 , [)2, A OP} by the RELAX algorithm, and it is denoted as

U= span{a(él), a(y),. .., a(ép)} (4.19)
Then the interference subspace’s orthogonal complement space projection matrix is
P, =1-UU"/M (4.20)

And the data after projecting the array received signal is
¥(n) = P.x(n) (4.21)

We can take one channel of the projected data to directly feed into a regular
receiver to perform acquisition, tracking, and position computation.

To achieve a good processing gain on the array signal, we hope that the beam
formed can aim toward the authentic GNSS satellites. Then, for the projected data
y(n), we can use the CLEAN algorithm discussed in Sect. 2.4.3 or the RELAX
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algorithm discussed in this section to estimate the DOAs of all authentic GNSS
signals, and use the estimated DOAs to perform multiple beamforming on the
spoofing mitigated data. A multi-beam method needs to calculate a multi-beam
weighted vector for every GNSS satellite, and then uses a multi-beam receiver to
receive every beam output. For this implementation, since we need to estimate the
DOAs of all authentic GNSS satellites, the complexity is higher, but the array signal
processing gain can be achieved.

The spoofing countermeasure method based on the signal separation estimation
theory does not need any feedback from the receiver, so it can be embedded into a
navigation receiver as an independent spoofing countermeasure module, but it
needs to know the array manifold information. On the other hand, even though the
RELAX algorithm can separate out various space signal sources, the task to
determine whether the signal is a spoofing signal or an authentic GNSS signal can
be implemented by comparing the power levels for various signals. As a result, it
needs to use the power relationship between spoofing signals and authentic GNSS
signals.

2. Spoofing Countermeasure Based on De-spread and Re-spread

Taking into consideration that the condition of array manifold information is
unknown, we propose a spoofing countermeasure method based on the de-spread
re-spread algorithm [39]. This method is based on the de-spread re-spread jamming
countermeasure techniques introduced in Sect. 2.5 of this book [40, 41], which
cleverly takes advantage of the fact that the de-spread re-spread weight vector is
proportional to the signal steering vector. Since the authentic GNSS signals are
transmitted by different GNSS satellites, and all retransmitted spurious PRN signals
come from the same direction, the de-spread re-spread weight vectors corre-
sponding to the spurious PRN signals are highly spatially correlated. However the
de-spread re-spread weight vectors between the spurious PRN signals and authentic
GNSS signals, and among the authentic GNSS signals, are not highly spatially
correlated. The spoofing countermeasure method based on the de-spread re-spread
algorithm first derives the de-spread re-spread weight vectors for every acquired
satellite signal (these signals could be authentic GNSS signals, and some of them
might be interference signals), then it distinguishes the interferences by observing
the correlations among these weight vectors, and then performs spoofing sup-
pression by projecting onto the interference orthogonal space and establishing
multiple beamformings. And consequently the authentic GNSS signals can go
through without distortion. This method does not need to know array manifold, and
not sensitive to array manifold errors. Below we introduce detailed implementation
process of the spoofing countermeasure method based on de-spread re-spread
algorithm.

First of all, the de-spread re-spread weight vector for the /th GNSS satellite can
be solved based on the flow illustrated in Fig. 4.5 w; (I =1,2,...,Lseq), and Ly,
represents the number of acquired GNSS satellites.
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Fig. 4.5 Flow chart of

solving for the de-spread F(I)

re-spread weight vectors

Reconstruct
1 the /th GNSS
signal

X (1)

Cross-correlation |
vector

YyYvyYvy

By writing the de-spread re-spread weight vectors corresponding to all L,
GNSS satellites in matrix format, it can be denoted that

W= [w;,w,..., W, | (4.22)

Since the de-spread re-spread weight vectors are proportional to the steering
vectors, we can determine whether spoofing exists or not by checking if W has full
rank, i.e.

rank[W] <min{M, L., } (4.23)

If (4.23) is not valid, that means the de-spread re-spread weight vectors
Wi, W, ..., Wi, are not correlated to each other, so there are no signals coming
from the same direction, therefore among the GNSS signals presently received and
tracked by the receiver, there are no spoofing signals. On the other hand, if (4.23) is
valid, that means spoofing exists among the acquired signals by the receiver. Under
this condition, further processing is needed to recognize which de-spread re-spread
weight vectors correspond to which spoofer, i.e. the following decisions need to be
made:

Given the de-spread re-spread weight vectors for two GNSS signals s; and s, are
w; and w,, p denotes their normalization correlation coefficient. When the nor-
malization correlation coefficient p is larger than a certain threshold Dy, i.e.

H
o= (W1> hEXBYN (4.24)

fwil ) wal| =

These two signals can be regarded as highly correlated in space, i.e. they come
from the same direction, and as a result the existence of spoofer can be detected. We
can use (4.24) to determine the correlation coefficients among column vectors of
W. In that case, the de-spread re-spread weight vectors corresponding to the
interferences transmitted by the same spoofer (denoted as spoofer k) have very high
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spatial correlations and (4.24) is satisfied. Two or more de-spread re-spread weight
vectors can be classified into a set, and proper methods can be used to average the
de-spread re-spread in the same set, to obtain the averaged vector w;. The derived
vector corresponds to the steering vector of the spoofer k. The estimated steering
vectors for all K spoofers {W;, Wa,...,Wg} can be derived in turn using this
method, and these steering vectors can construct the interference subspace, which
can be denoted as

U = span{w,Wa,...,Wg} (4.25)

Then the orthogonal complement space projection matrix for the interference
subspace is

P, =1-U(U"u) Ut (4.26)
The data after projecting the array received signals is
y(n) =P x(n) (4.27)

A channel of the projected data can be directly fed into a regular receiver for
acquisition, tracking and navigational positioning calculation. If we want to have
signal processing gain, we would hope the formed beams have directional gains and
point at authentic GNSS signals. In that case, de-spread re-spread weight vectors
need to be calculated on the projected data, to obtain the de-spread re-spread weight
vectors w¢ (I =1,2,...,M) for the authentic GNSS signals. Multiple beamforming
can be performed on the data y(n) after anti-spoofing using the authentic GNSS
signals’ de-spread re-spread weight vectors.

H

z(n) = (W)

where, subscript [ represents the output signal of the /th authentic GNSS signal, and
a multi-beam receiver can be used to receive outputs of various beams.

y(n) (4.28)

4.4.3 Combined Suppression on Jamming and Spoofing

The spoofing signal suppression methods introduced in the previous sections are for
environments in which only spoofing exists. In this section we will consider more
complex environments. When jamming and spoofing co-exist, receivers cannot
acquire GNSS signals due to jamming, and as a result they cannot function. If a
receiver successfully suppresses the jamming, it could lock onto a spoofing signal
with higher power when it starts to work again. Consequently the receiver provides
navigational positioning information that seems to be reliable, but in reality it is
incorrect. Thus, jamming and spoofing combine to form a joint threat to the
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receivers, and the methods designed against jamming-only or spoofing-only envi-
ronments cannot work in such complex environments. In this case, receives need to
use algorithms that have combined capabilities to suppress both jamming and
spoofing.

1. Combined Suppression Based on Diagonal Loading

Before we introduce the spoofing suppression algorithm based on diagonal
loading [42], we first analyze the characteristics of array received data’s covariance
matrix using eigen-decomposition. The eigen-decomposition can be performed on
the covariance matrix R, of the antenna array’s received data:

zM: Juul (4.29)

where 4; (i = 1,2,...,M) denotes eigenvalues which can be ranked in descending
order Ay >/ > -+ > g > gy = = Ay = 62; K is the number of strong
interference; ¢ is the power of additive Gaussian Whlte noise; The eigenvectors
corresponding to the M eigenvalues are u;(i = 1,2,...,M). As a result, the inverse
matrix of the covariance matrix R! can be represented as

K
R;l :Z u,u +
i=1

Z
02 Z u,u + i—u, (4.30)

i=K+1

1 K o? H
:Z I_Z(I_T,) wu;

i=1

H
u;

If Ay >/4y> - > Ak > o (corresponding to strong jammings), (4.30) can be
approximated as

1 X 1
Rxlz? I—Z;uiu? =P (4.31)

where P, represents the orthogonal complement space projection matrix of the
interference subspace. Since the eigenvectors corresponding to large eigenvalues
can be regarded as the eigenvectors of those strong interference, when the inter-
ferences are strong, R;l and P, are equivalent.

However, R;l does not have good suppression performance on weak interfer-
ence. When only one weak interference exists, we can perform
eigen-decomposition similar to (4.29) on the covariance matrix R,. By defining a]?

as the power of the weak interference then A; = Maf+a2 is the maximum
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eigenvalue corresponding to the weak interference signals, Ay = --- = Ay = 0.
Based on (4.30), we can derive

1 a2 1 1
R = [1— (1 —Tl>u1u?] = |1- = upuy! (4.32)

When ;25 > 1,
J

R~ I (4.33)

R} ! does not have interference suppression capability.

Based on the analyses above, for strong jamming/spoofing, R’ ! has stronger
suppression capability. However, usually jamming is stronger, and spoofing is not
very strong. Directly using R;l cannot suppress spoofing very well, and instead we
can use the diagonal loading factor technique [43-45] to improve
interference-to-noise ratio.

Given a diagonal loading factor of Fo? (0 < F < 1), the covariance matrix after
diagonal loading factor can be represented as

R, =R, — F&’l (4.34)

Since the diagonal loading factor does not change eigenvectors, it can only
change the eigenvalues. Thereby, eigenvectors of R, and R, are the same, and the
relation between the eigenvalue of R, :1,- and the eigenvalue of R, is

Ji=Ai—Fa® (4.35)

Using a single weak jamming/spoofer as an example, matrix inversion can be
performed on the covariance matrix R, after the diagonal loading factor, and (4.32)
can be converted to

-] 1 (1 —F)o? "
= I_ -
T =P ( M2+ (1-F)e "™
(4.36)
1 1
= | uluH
_ 2 (1-F)q2 1
(I-F)o 1+ L0

To make % <1 by adjusting F value, it is implied that the

interference-to-noise ratio can be greatly improved using diagonal loading factor

ol LElUMN Zyl_i.lbl
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technique. In this case the single weak interference is equivalent to a single strong
interference, then (4.36) can be approximated as

~ 1

R '~ ars [T—upu] (4.37)
It can be seen from (4.37), after diagonal loading factor, R;l can successfully
suppress the weak interference.

Diagonal loading factor is the same as lowering the noise level, which converts
the spoofing signal from a weak interference to a strong interference. Meanwhile,
jamming could become stronger. Consequently, a power minimization algorithm
based on diagonal loading factor can suppress jamming and spoofing simultane-
ously. When this algorithm is used, the selection of the diagonal loading factor Fo?
must satisfy certain criteria, i.e. we must ensure that we can suppress the spoofing
as much as we could, while simultaneously ensuring that useful GNSS signals are
not excessively attenuated.

2. Combined Suppression Algorithm Based on De-spread Re-spread

The combined suppression algorithm on jamming and spoofing based on diag-
onal loading factor’s minimum power is easy to implement, but the selection of
diagonal loading factor is impacted by the power relation between the spoofers and
authentic GNSS signals, and the number of antenna arrays. Also, this method
cannot provide array signal processing gain. Combined suppression algorithm
based on the de-spread re-spread algorithm can solve the above problems. When
jammings and spoofings coexist, since jammings are very strong, the powers from
the spoofers are larger than those of GNSS signals, but still are much smaller than
the noise power. As a result, the covariance matrix of an array antenna’s received
signals is mainly determined by the covariance matrices of the jamming and noise.
ie.

R, ~ R, +R, (4.38)

In (4.38), R, denotes the covariance matrix of the received signals; R; denotes the
covariance matrix of the jamming signals; R, denotes the noise covariance matrix
(containing statistical information of spoofing, noise, and GNSS signals). In this
case, Rx_1 is equivalent to the orthogonal complement space projection matrix of the
strong interference subspace. By projecting the array received signal towards R}’ L
we can obtain

y(n) = R 'x(n) (4.39)

X

R ' can effectively suppress jamming, and it also has some attenuation effects on
spoofing. The spoofing countermeasure algorithm based on de-spread re-spread
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technique described in Sect. 4.4.2 can be cascaded to further suppress the residue
spoofing. Detailed processing steps are the same as (4.22)—(4.28).

4.4.4 Simulation Results

In this section, we perform simulations in different interference environments such
as a single receiver based spoofer, multiple receiver based spoofers and coexistence
of jamming and spoofing. The goal is to compare the performances of the spoofing
countermeasure algorithms discussed in this chapter. The data used for the simu-
lations is a L1 signal generated by the GPS simulator, with a sampling frequency of
5.714 MHz, and an intermediate frequency of 4.309 MHz. A uniform linear array
with 10 array elements spaced by a half-wavelength is used.

1. Simulation Results in the Environment of a Single Spoofer

Authentic GNSS signals are PRN 1, PRN3, PRN22 and PRN25; the
signal-to-noise ratio is —20 dB; the incident angles are 0°, —35°, 10° and —10°
respectively. The spoofers amplify the received GNSS signals and retransmitted
after a delay. We assume that every spoofing PRN signal has a signal-to-noise ratio
of —18 dB, and the DOA of the spoofing is 35°.

Figure 4.6 shows the array antenna pattern derived using the spoofing coun-
termeasure algorithm based on DOA estimation. The solid line in the figure rep-
resents the DOAs of authentic GNSS signals; the dotted line represents the DOAs
of spoofing signals. It can be seen that the antenna array pattern has relatively flat
gain on the directions of authentic GNSS signals, so that authentic GNSS signals
can pass through, but at the same time very deep nulls are formed towards the
DOAs of spoofing signals.

Figure 4.7 shows the acquisition results on GNSS signals before and after
interference suppression. In the Fig. 4.7a, c, e, g are for results without interference

Fig. 4.6 Antenna array 0
pattern
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suppression, and Fig. 4.7b, d, f, h are for results after applying interference sup-
pression. It can be seen from the Fig. 4.7a, c, e, g that without interference sup-
pression, the two-dimensional search result for the GNSS signals received by the
receiver has two obvious correlation peaks: one correlation peak is for the authentic
GNSS signal, and the other correlation peak is for the interference. Since the
interference power is higher than the powers of the GNSS signals, the interference
correlation peak value is higher than the authentic GNSS signals. Therefore,
without interference suppression, the receiver will acquire interference correlation
peak. After interference suppression, in Fig. 4.7b, d, f, h, only correlation peaks for
authentic GNSS signals exist, which shows that the interference has already been
effectively suppressed, so the receiver can robustly acquire the correlation peaks of
the authentic GNSS signals.

2. Simulation in the Environment of Multiple Spoofers

Authentic GNSS signals are PRN1, PRN2, PRN3 and PRN22, and the
signal-to-noise ratio is —20 dB, and the incident angles are 0°, 10°, —10° and —35°
respectively. The spoofing signal transmitted by spoofer 1 incidents onto the array
from the direction of 40°, and the spoofing signal transmitted by the spoofer 2
incidents onto the array from the direction of 25°. The signal-to-noise ratios for all
interference PRN signals are all —18 dB.

Figure 4.8 shows the array antenna patterns derived using the spoofing coun-
termeasure algorithm introduced in Sect. 4.4.2. Among the subfigures, subfigures
(a) and (b) correspond to the receiver based spoofing suppression algorithm based
on signal separation estimation theory (in our simulation, the estimations on
interferences’ DOAs and GNSS signals’ DOAs all are implemented using the
RELAX algorithm). Subfigure (c) corresponds to the spoofing countermeasure
algorithm based on the de-spread re-spread technique. The solid lines in the figure
represent the DOAs of the authentic GNSS signals; the dotted lines represent the
DOA s of the interferences. It can be seen that both methods can form nulls towards
the DOAs of the interferences. Towards the authentic GNSS signals, subfigure (a)’s
antenna pattern has slight attenuation; and in subfigures (b) and (c), the beams
formed by authentic GNSS satellites all point towards the DOAs of the respective
GNSS satellites, i.e. beamforming gains are provided on the DOAs of authentic
GNSS signals.

Figure 4.9 shows the two-dimensional search result of the GNSS PRN1 signal
by the receiver before and after applying spoofing countermeasure. It can be seen
that it contains one correlation peak corresponding to the authentic GNSS signals
and two correlation peaks corresponding to the two interferences, which is con-
sistent with the simulation conditions, and the two correlation peaks corresponding
to the two interferences are both higher than the authentic GNSS signals. Thereby,
the receiver acquires the highest peak which corresponds to one of the interferences.
Figure 4.9b, c, d are the results after applying spoofing countermeasure. It can be
seen that every one of them shows correlation peaks corresponding to the authentic
GNSS signals. In addition, the correlation peak values in the Fig. 4.9¢c, d are
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Fig. 4.8 Comparisons of
antenna directions obtained
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Fig. 4.9 Comparisons of acquisition results on PRN1 GNSS signal before and after suppressing
the multiple receiver based spoofing interferences

approximately 10 times higher than the correlation peak values in the Fig. 4.9a, b,
and have a low noise level.

3. Simulation Results when Jamming and Spoofing Coexist

Four GPS satellite signals PRN1, PRN2, PRN3 and PRN22 incident onto the
array from the directions of —5°, 5°, —25° and 15°, and the signal-to-noise ratio is
—20 dB. The interferences incident onto the array from the directions of 25° and
—40°. The signal-to-noise ratio of each interference PRN signal is —18 dB. The
jamming signal incidents onto the array from the direction of 60°, and its
interference-to-noise ratio is 40 dB.

Figure 4.10 shows the antenna patterns of using power minimization algorithm
and power minimization algorithm based on diagonal loading factor. In the figure,
the solid line aims towards the DOAs of spoofer 1 and 2, and the jamming signals.
The antenna patterns for these two methods both form very deep nulls towards the
jamming DOA. In the directions of spoofers, it can be seen in Fig. 4.10 that the
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Fig. 4.10 Antenna patterns for different methods

power minimization algorithm based on diagonal loading factor can form deeper
nulls, and can suppress the jamming and spoofing simultaneously, but the power
minimization algorithm cannot effectively suppress spoofing.

In Fig. 4.10b, the antenna pattern for the power minimization algorithm based
on diagonal loading factor has fluctuation on the sidelobe, which is the impact of
increased small eigenvalue divergence of covariance matrix caused by diagonal
loading factor. The fluctuation on the sidelobe can lead to certain attenuation on
authentic GNSS signals, which is a shortcoming of the method. A joint interference
countermeasure method based on the de-spread re-spread algorithm that is intro-
duced in Sect. 4.4.3 can overcome this shortcoming. Below we list simulation
results of applying the de-spread re-spread algorithm under the same simulation
conditions.

Figure 4.11 is the overall pattern for all authentic GNSS signals using the
combined jamming and spoofing suppression algorithm based on de-spread
re-spread technique. The solid lines in the figure represent the authentic GNSS
signals’ DOAs, and the dotted lines show the DOAs of spoofers 1, 2 and the
jamming signal. It can be seen in Fig. 4.11, the de-spread re-spread weight vector of
an authentic GNSS signal can be used to form a beam towards the satellite signal’s
DOA with an obvious beam gain, and at the same time form nulls towards the
spoofing and jamming signals. More details can be seen in Fig. 4.12.

Next, we discuss the acquisition results of different algorithms. Figure 4.13
shows the comparisons of acquisition results before suppressing the spoofing and
jamming signals. Figure 4.13a shows that without suppressing the spoofing and
jamming signals, the receiver cannot acquire the GNSS signals under the influence
of jamming. Figure 4.13b, ¢ show the acquisition results after applying combined
jamming and spoofing suppression based on diagonal loading factor, and combined
jamming and spoofing suppression based on de-spread re-spread technique. It can
be seen that the Fig. 4.13b, four GNSS signals are successfully acquired, but the
noise level is relatively high. The de-spread re-spread method is a multi-beam
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Fig. 4.11 Antenna patterns for all authentic GNSS signals after applying the combined jamming
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Fig. 4.13 Comparisons of
acquisition results before and
after suppressing the jamming
and spoofing
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method, where every formed beam aims towards one GNSS signal. Figure 4.13c
only shows the beam output acquisition result corresponding to the PRN22 (the
results for all the other GNSS signals are similar, so we choose not to show the
results for them). It can be seen that PRN22 has a higher acquisition factor, and the
noise level is much lower than those shown in Fig. 4.13a, b.

4.5 Summary

We mainly study GNSS spoofing countermeasure techniques in this chapter.
Firstly, we introduce the spoofing generating methods, give data models, and
analyze the impacts of spoofing on GNSS receivers. Then several common spoofing
detection methods are introduced. Finally, we introduce different spoofing coun-
termeasure algorithms aiming towards various spoofing environments such as
single spoofer, multiple spoofers, and coexistence of jamming and spoofing, and
analyze the characteristics and applicability of various algorithms.
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Chapter 5
Multipath Interference Suppression

5.1 Introduction

Interferences on GNSS can be categorized into two types: intentional interference
and unintentional interference. Jamming and spoofing, mainly discussed in
Chaps. 2 and 4 in this book, belong to the category of intentional interference.
Multipath interference studied in this chapter, and pulse interference that will be
studied in Chap. 6 both belong to unintentional interference.

Multipath interference refers to the interference signals formed by reflected
GNSS signals due to objects around the receiver antenna. It is one of the common
error sources of GNSS. Multipath interference can change the phase characteristics
of the receiver tracking loop, leading to tracking and measurement errors. Studies
have shown that the resulting pseudorange errors can reach several to hundreds of
meters [1, 2], which are sufficient to degrade system reliability and positioning
accuracy. Since the impacts of multipath interferences show significant differences
for different observation time and station environment, presently there is not a
general and accurate mathematical model to correct multipath errors. Consequently,
multipath interference suppression is always a hot research topic in the field of
GNSS receiver design [1-4].

Present-day multipath interference suppression technologies mainly expand
along two approaches: receiver antenna design and signal processing. The antenna
enhancement technologies, from the antenna design perspective, include measures
such as drawing a multipath environment diagram around the antenna, using special
types of antenna, and selecting proper sites to set up antenna [5—10]. Multipath
interference suppression technologies, based on signal processing, include two
major categories: temporal domain signal processing and spatial domain signal
processing. Commonly used temporal domain processing methods include
enhanced correlator techniques represented by the narrow correlator technique [11,
12] and parameter estimation methods represented by the Multipath Estimate Delay
Lock Loop (MEDLL) [13, 14]. Spatial signal processing mainly takes advantage of
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the fact that the line of sight (LOS) signal and multipath interference arrive at the
receiver from different spatial directions, therefore the multipath interference sup-
pression can be achieved using adaptive array signal processing with multiple
antennas [15-19].

Focusing on the multipath interference suppression problem for GNSS, this
chapter gives the received signal model when multipath interferences exist, and
analyzes the impacts on GNSS receivers by multipath interferences. Then we
introduce the MEDLL technique based on temporal domain processing, and
introduce a new temporal domain multipath suppression method based on Weighted
Fourier Transform and RELAXation (WRELAX) parameter estimation. Lastly, by
taking advantage of the periodic repetitive characteristic of GNSS spreading codes,
we introduce a multipath interference suppression technique based on spatial
domain decoupled parameter estimation theory.

5.2 Multipath Signal Model and Impact Analyses

To study effective methods to counter multipath interferences, we must establish a
received signal model where multipath interferences exist, and analyze the impacts
of multipath interferences on the GNSS signal. To facilitate discussion, we use the
GPS signal as an example, and the related conclusions can be generalized to other
GNSS systems.

5.2.1 Signal Model

The transmitting GNSS signal can be represented as
s(t) = D(2)c(r) cos(w,t) (5.1)

where D(t) denotes the navigation message of the GNSS signal; ¢(¢) represents the
C/A code; o, is the carrier frequency. Assuming that a GPS receiver receives a
LOS signal combined with multipath interferences from P reflection paths, then the
received signal can be represented as

P

()= _5,D(t—1,)c(t — 1) cos(wc(t — 7,) + §,) (5.2)
p

where @, , 7, , @, represent the amplitude, code delay and initial phase for the pth
multipath signal; p = O represents the LOS signal arrived through a direct path.
Since the period of the navigation message is much longer than the period of the
C/A code, and the data block length required by the subsequent code delay
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estimation is relatively short (only few C/A code periods needed). During the data
duration, the navigation message D(t — rp) = =£1, and assuming no data bit
change, we can further merge the value of D(t — 1,) in (5.2) within the amplitude
op, and the new variable can be denoted as ocl’,. Then, (5.2) is converted to

X(1) = Z oc(t = 1) cos(w.(t — 1) + @) (5.3)

To derive the Doppler frequencies for signals arrived through different paths, we
need to consider the Doppler frequency of the LOS signal. We can observe that

R()(l)

(5.4)

WeTo = We

where ¢ is the light speed; Ry(¢) = ro+ vot represents the distance between the
receiver and the satellite at time #; r( is the distance between the receiver and the
satellite at the initial observational time; vy represents the redial relative speed
between the receiver and the satellite. The above formula can be further expressed
as

ro + vot o Vot
22
"7

WeT) = We (5.3)

When the redial relative speed vy is a constant, the Doppler frequency is
Wg0 = 211%0 (5.6)

The propagation distance of a multipath interference signal can be expressed as
Rp(l‘) = r()—|—v0t—|—ARp(t) (57)

where AR, (r) is the propagation distance difference between a multipath interfer-
ence and the LOS signal. When the distance between the reflecting point and the
receiver is far away so the code delay between the multipath interference and the
LOS signal is more than 1.5 chips, the multipath interference’s impacts on the
receiver can be ignored. Since the satellite is far away from the receiver on the
ground, by assuming that the multipath reflecting points are not too far from the
receiver, we can assume that AR, (#) does not change during a short duration. Then
.7, can be further expressed as

+ vot + AR t AR
wcf,,:wjovocvzzn(%% /) (5.8)
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It can be seen that the Doppler frequency of the pth multipath interference

ap = 21/ 4, ie. the LOS signal and the multipath interference approximately

have the same Doppler frequency, and we can denote them using a unified repre-
sentation my. Consequently (5.3) can be further simplified as

X(t) = Z o,c(t — 1) cos {(wc + wa0)t + @), (5.9)

p=0

where @) = pg+2mro/A is the phase of the LOS signal; (p; =
oo +Ap,, (p=1,2,...,P) is the phase of the pth multipath signal; Ag, =
27AR, /7 is the additional phase difference between the pth multipath interference
and the LOS signal.

5.2.2 Impacts of Multipath Interferences

Assuming that the carrier recovery is entirely accurate, the signal after the carrier
loop demodulation can be represented as

Z o c(t — 1,) cos ((p (})6) (5.10)

p=0

where @ represents the estimated carrier phase of the LOS signal. If the interval
between the early code correlator and the late code correlator is d, then the locally
generated early and late codes can be represented, respectively as

SE(Z‘) :C([—%()—d/Z) (511)
sp(t) =c(t —19+d/2) (5.12)

where 7o represents the estimated code delay of the LOS signal. After the
demodulation, the correlations between the signal and the locally generated
early/late codes Rg (&) and Rp(¢) can be represented, respectively, as [4]:

Rp(e) = Z R(e+At, —d/2) cos(go goo) (5.13)
p=0

Ri(e) = i o,R(&+ At, +d/2) cos ((;)1’7 — (2)6) (5.14)
p=0

where R(-) represents the autocorrelation function of the C/A code; ¢ = 19 — 1 is
the code delay estimation error of the LOS signal; A1, = 1, — 1 is the relative code
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delay between the pth multipath interference and the LOS signal. The discrimi-
nation function of the code tracking loop in the GNSS receiver can be represented
as [3, 4]

f(e) = Re(e) — Re(e)
— XP:OC; [R(e+At, —d/2) — R(¢+ Aty +d/2)] COS((/); _ %) (5.15)
p=0

In a code tracking loop, if no multipath interference exists, the positions where
the tracking errors ¢ = 0 correspond to the zeros value of the discrimination
function. When the discrimination function value equals to zero, the correlation
values of the early and late codes are the same, and the correlation value of the
prompt code, which is located in the intermediate of the early and late codes,
reaches its maximum. Consequently the code tracking loop considers that the local
generated C/A code is synchronized with the received one. Therefore, adjusting the
local C/A code phase by the discrimination function’s zero values, we can ensure
the correlation values of the early and late codes are always the same. In other
words, the zeros of the discrimination function always correspond to the zero
tracking errors.

When multipath interferences exist, the correlation function becomes a synthesis
of the LOS signal and multipath interferences. When the discrimination value is
zero, the correlation values for the early and late codes are the same, and the
correlation value of the prompt code, which is located at the intermediate position
between the early and late codes, deviates from the maximum. Under the condition,
the prompt code is not aligned with the position where the signal code delay is zero.
Consequently, distorted correlation function forces the zeros of the discrimination
function to deviate from zero tracking errors, instead these zeros correspond to
tracking errors introduced by multipath interferences. As a result, when f(¢) = 0,
the corresponding ¢ is the tracking error introduced by a multipath interference
signal. Figures 5.1 and 5.2 show the impacts on correlation functions and phase
discriminator curves by a constructive multipath signal (where the multipath signal
and the LOS signal have the same phase or they are partially out of phase, i.e. when
0° < |(p’1 — @p| <90°, leading to superimposed signal strength enhancement) and
destructive signal (when 90° < fq)'l -
strength reduction).

When there is only the LOS signal, the corresponding error for the phase dis-
criminator function’s zero-crossing point is ¢ = 0. A Delay Lock Loop (DLL) locks
the signal by tracking the zero-crossing point of a phase discriminator function. But
when multipath interference are received, due to the impacts from multipath
interferences, the zero-crossing point of the phase discriminator function deviates
from the LOS signal’s code delay. When a receiver only receives one multipath

< 180°, leading to superimposed signal
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Fig. 5.1 Impacts of a constructive multipath interference signal
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Fig. 5.2 Impacts of a destructive multipath interference signal

interference by making the discriminator function in (5.15) f(¢) = 0, the corre-
sponding DLL error can be derived [3, 4] as

(At cos(q)’l—(%)
o /o + cos(qﬂlf@ﬂo)

ﬁcos(q)’l - @) 1L <At <71p

0<At <711

cos(w’l—fp(’)) _ < (516)
7%/%7005(%7%) (d/2+Tc A‘L’l) ‘L'H<A‘L'1_Tc+d/2

0 Aty > T, +d)2
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where T, represents the chip length, then 7, and ty can be represented as

o+ cos(w’l—%) d
S wln (5.17)
T = % +T.—d)2
Assuming that only one multipath interference exists, and the Direct to
Multipath Ratio (DMR) oy /oy = 0.5, in (5.16), when ¢} — ¢, is 0 or m (i.e. the
multipath and LOS signal have the same phase or the opposite phase), by forcing
the discriminant function f(g) = 0, the possible maximum positive/negative mul-
tipath errors obtained by solving the formula are defined as the error envelope.
Figure 5.3 shows the error envelope of the traditional correlator (i.e. correlator
interval d = 1). When multipath interference exist, traditional correlators have
greater code phase tracking errors.

5.3 Temporal Domain Multipath Interference
Suppression

After analyzing the impacts on GNSS system by multipath interferences in previous
sections, this section mainly discusses techniques of multipath interference
suppression.
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5.3.1 Narrow Correlator Technique

Narrow correlator technique is a very first multipath interference suppression
technique being introduced. Its application on GPS receivers was introduced by
Van Dierendonck et al. [12] from NovAtel Company. The main launching point of
the narrow correlator technique is that the impacts from multipath interferences are
the weakest towards the peak of a pseudo code correlation function curve.
Consequently, “narrow correlator” usually means that the spacing between corre-
lators is smaller than one chip. The arrangement is different from what is for the
traditional correlator, which has d = 1 chip between early/late code correlators.
Usually narrow correlators set the spacing between correlators as d = 0.1 chips [11,
12]. The multipath error envelope for narrow correlators with various spacing is
shown in Fig. 5.4.

Figure 5.4 shows that multipath error envelopes become smaller as the corre-
lators spacing becomes smaller. Compared with the traditional correlator technique,
the narrow correlator technique has significantly multipath suppression effect. The
maximum multipath error is proportional to the spacing d between correlators.
Consequently, a narrow correlator with d = 0.1 can reduce the maximum multipath
error to 10% [11, 12]. Another benefit of the narrow correlator technique is that
when the multipath interference’s code delay is longer than 14 d/2 chips, there is
no impact on signal tracking. For traditional correlators, signal tracking is not
impacted only when the multipath interference’s code delay is longer than 1.5
chips.

The principle of narrow correlators’ multipath interference suppression can also
be explained from the perspective of discriminant functions. Figure 5.5 shows the
impacts on the incoherent phase discriminator curve by correlator spacing. It can be
seen that the linear operating range becomes smaller as the correlator spacing
becomes smaller. And this means that a correlator spacing reduction decreases a
code tracking loop’s tolerance on noise and user dynamics. But, we need to point
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out that even though the narrow correlator technique can greatly suppress code
tracking errors caused by multipath interference and improve measurement preci-
sion on code phase, it has no multipath suppression effect for the carrier tracking
loop [11, 12].

In actual receivers, the front end filter has limited bandwidth so it can filter out
sidelobes of signal power spectrum. The Fourier transform of an autocorrelation
function is the power spectrum, so the bandwidth of the front end filter has impacts
on the autocorrelation function of the signal. A narrower bandwidth leads to a flatter
correlation peak for a C/A code autocorrelation function curve, as shown in
Fig. 5.6. In this flat region, when a correlation value changes not sufficiently
obvious, the phase discriminator output does not change, leading to a reduction on
phase discrimination sensitivity, and a larger phase discrimination error. That has
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serious impacts on the signal tracking sensitivity of the code tracking
loop. Consequently, the narrow correlator technique requires a larger front end
bandwidth.

As described before, to accurately track the spreading code, it is required to
increase receiver bandwidth and increase the sampling frequency of a receiver’s
A/D converter. But, wider bandwidth could bring in more noise, making it more
susceptible to RF interferences. That imposes higher requirements on the perfor-
mance of a receiver’s RF front end filter. For RF front end, filters with a flat
passband, a steep transition zone and good filtering performance need to be
selected, to ensure the spreading code autocorrelation function being formed has
good shape. In general, narrow correlators, designed on the basis of the code
tracking loop used by present-day receivers, can dramatically improve multipath
suppression performance by adjusting correlator spacing, and have good compat-
ibility with present-day receivers. Consequently narrow correlators have been
widely applied.

5.3.2 Multipath Estimate Delay-Lock-Loop (MEDLL)

MEDLL is a multipath suppression technique founded on statistics theories [13].
The main principle is to obtain multiple correlation function samples using multiple
correlators. By performing iterative computations based on the maximum likeli-
hood criterion, it can achieve smaller code phase tracking errors, compared to what
the narrow correlator technique can obtain. For the rest of this section, we introduce
the basic principle of MEDLL.

In reality, the signal in (5.10) also includes a noise component &(¢) (which can
usually be assumed as a white Gaussian noise), so the received signal containing
noise can be represented as

P

x(t) = Z owc(t—1p) cos(go; — (2)6) +e(r) (5.18)

p=0

By making ¢, = (p; — @), and performing Hilbert transformation on the data,
the corresponding complex data is

P

x(t) = oe(t—1,) exp(jo,) +e(t) (5.19)

p=0

where e(?) is the result of performing Hilbert transformation on é(z). By further
sampling the data in (5.19), we can obtain
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x(n) = Zacl’jc(n —1,) exp(jo,) +e(n), n=12,...,N (5.20)
p=0

where N denotes the total number of sample points.

Based on the maximum likelihood estimation theory, and under the condition of
an additive Gaussian white noise background, to apply the maximum likelihood
criterion is equivalent to solve the following nonlinear least-squares problem

L1<{ rp,q)p} ) i (5.21)

n=1
where
AL P
é(n) = Z &y(n) = Z wc(n—1,) exp(jo,) (5.22)
p=0 p=0
. . P .
Since the cost function L; ({oc;, Ty, q)p} ) contains unknown parameters for
p=0

(P + 1) signals, so it cannot be solved directly. For this reason, we can first assume
that other than the unknown parameters for the pth signal, parameters for all the

P
other signals going through different paths {&;, @y, é)q} 0 are known or have
4=0,#p
already been estimated. By defining
P
X Z c(n—1,) exp(jo,) (5.23)

=0
q#p

and substituting the above formula into (5.21), the following cost function can be
obtained

L2<  Tps q)p> i ]2 (5.24)

n=1

The pth signal’s parameters can be estimated by calculating the partial derivative
of L, (oz’ 2 Tps <pp), and make the corresponding partial derivative as 0, i.e. let

OL , oL , oL, )
() _ o Malpie) _ o Ma(hn)

= 0, whereby

Ou, > o, ’ Jo,
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P
1, = argmaxq Re{ |Ry(7) — Z R(t — 1) exp(jor) | ¢ exp(—jg,) ¢ (5.25)

T =0
k#p
&% =Re Z %R «) exp(joy) | exp(—jo,) (5.26)
k#p
@, = angle | R (1)) Z R x) exp(joy) (5.27)

k#ﬂ

where R(7) is the C/A code’s autocorrelation function, with the maximum nor-
malized amplitude is 1, and the relative code delay is O, so it can be used as the
autocorrelation function for reference (also known as the reference correlation
function). Ry(7) is the actual autocorrelation by actual measurement, i.e. the cal-
culated correlation between the received signal and the local reference signal.

MEDLL needs to obtain estimation values for signals arrived from different
paths through iterations. When there are only the LOS signal and one multipath
interference, the iterative procedure can be described as below

(1) Assuming the received data only contains the LOS signal, i.e. x(n) = &y(n),
then its estimated correlation is Ro(t) = R((t). By sending Ry(t) into the
parameter estimation module, a set of parameters (&6, 70, (2)0) can be estimated.
Based on the parameter set, and the reference correlation function, the corre-
lation derivation can be further configured as Ry(t) = &R(t — %) exp(i®y)-

(2) By subtracting the reconstructed correlation function Ry(t) from the actual
measured correlation function R,(t), the difference can be treated as the cor-
relation function of the second path’s signal &, (n), i.e. R;(t) = R((t) — Ro(7).
By substituting it into the parameter estimation module, a set of estimated
parameters (&,11,,) for the second path’s signal &;(n) can be obtained.
Similarly, based on this set of estimated results, the correlation function of
¢,(n), can be reconstructed from R;(t) = & R(t — 1) exp(j, ).

(3) By subtracting the reconstructed correlation function ﬁl(r) from the actual
measured correlation function R,(7), the difference obtained can be treated as
the correlation function of &(n), i.e. Ro(t) = R.(t) — R;(t). By substituting
the correlation function into the parameter estimation module, a set of
parameters (5, %0, () can be estimated. Using the set of estimated results, the

correlation function Ry(t) for &y(n) can be reconstructed.
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(4) Repeat steps (2) and (3) to complete iteration optimization of the signals on the
two paths till the iteration condition cannot be met, then jump out of the loop.

The above iterative procedure can be directly extended to scenarios where
multiple multipath interferences exist. But under normal circumstances, assuming
the conditions of longer propagation code delay and larger number of reflections,
the subsequent overall multipath interferences become weaker. In addition, a larger
number of paths being tracked increase the computation loads. As a result, we
usually only consider the LOS signal and one multipath interference.

Noticing that for each iteration (corresponding to estimating the parameters on
one multipath interference signal), mutual couplings among unknown parameters in
(5.25)-(5.27) are hard to be solved. Consequently, the following processing is
performed.

To obtain (&;, Tp, qbp) , at first the sampling point R,,(Tmax) corresponding to the

maximum of the correlation function R, (t) is found. For a complex domain model,
the maximum of the function Re?[R,(t)] 4+ Im*[R,(t)] should be found, the t
corresponding to the maximum value is T, (e.g2. which is the roughly estimated
code delay). The process can be expressed as below

Tmax = arg max{ [Re(Rp('c))]2 + [Im(Rp(f))]z} (5.28)

T

Then we can estimate the phase ¢, based on the formula below

(®, = atan (%), when Re R, (Tmax)| > 0 (5.29)
¢, = atan (%) +m, when Re[R,(Tmax)]| <0 (5.30)
P, :%, when Re[Ry(tma)] =0 and Im[R,(tma)] >0  (5.31)

(z)p:—g, when Re[R,(tm)] =0 and Im[R,(tmm)] <0  (5.32)

After obtaining the phase @, a phase rotation is performed on the correlation
function R,(7) to obtain

R,(1) = Re[R,(1)] cos((,) +Im[R,(7)] sin(p,) (5.33)
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At this point, the correlation function is a real-value correlation function that can
be further used to estimate code delay and amplitude.

Under most circumstances, the code delay of the LOS path is not equal to an
integer multiple of the correlator spacing. The actual obtained complex sampling
points might not include the maximum points of the actual correlation function. To
obtain more accurate estimation on the code delay, interpolation can be performed
on the actual measured correlation function, and then obtain a discriminant function
f(zy) based on the computation. Furthermore the estimated code delay can be
obtained by a lookup table on pre-stored (7)) values. The details can be expressed
below:

As shown in Fig. 5.7, if A and B are the top two maximum sampling points for
R(7') (located near the actual peak value), the corresponding code delays can be
represented, respectively, as 7/, and 7). Given that the correlator spacing is Ar, i.e.
7, — 7, = At, and the code delay corresponding to the correlation function’s peak
value is denoted as 7(, it can be observed that 7/, = (r;Jrrg,) / 2, 1 =1.+1.
Consequently the needed code delay can be derived by obtaining 7.

For that purpose, firstly f (r;) can be obtained using the reference correlation
function R(7)

R(‘56 -1 —%Ar) — R(‘66 -+ %A’L’)

") = 5.34
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Fig. 5.7 Diagram of correlator sampling point positions
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: : VA ! Az,
As shown in Fig. 57 T, =Ty — T, — 55 T, =Ty — Tu + 2,foraglven 7, the

range of 7, is 1) — 4 <7, <1(+ 4 and furthermore the 7}, 7, and the corre-

X
sponding f’ ( x) can be determined. And we pre-store the f’ ( x) as the reference
discriminant function, ready to be used for the lookup table.

The discriminant function obtained based on the actual correlation function after
the phase rotation R,(t) is

R,(t4) — Ry (15)
&) = R [ o) (5:33)

where 7, and 1, correspond to the 7/, and 7, in f’(1). If the corresponding code
delay for actual measured correlation function’s peak value is denoted as 7, the
code delay is the one to be estimated. By comparing f(t,) to every f’(t ( ) in (5.34),
when abs [f( ) —f (r’ )} reaches the minimum value, approximately it can be

X
regarded that 7, = 7/, and 7y = 7. + 7, can be estimated.

In the process of phase estimation, we have already found the sampling point
Tmax corresponding to the maximum value. Consequently the amplitude can be
estimated using &, = R, (Tmax). This is a method that can be applied when the
correlator spacing is small, and the subsequent error is tolerable. The amplitude can
also be determined using (5.26).

It can be seen that the solution process of MEDLL is to perform nonlinear curve
fitting, by identifying a set of reference correlation functions, and making their
amplitude, phase and code delay as the best fit for the correlation function of the
input signal [13]. Essentially, a traditional receiver does the same thing, but only on
one signal (the LOS signal). When multipath interferences exist, MEDLL can
improve the performance of curve fitting by adding the number of estimated sig-
nals, thereby it can accurately estimate the multipath interference and then separate
them from the superimposed signal. But since the MEDLL needs multiple corre-
lators, it is more complex to implement compared to traditional receivers.

5.3.3 Multipath Interference Suppression Based
on WRELAX

The WRELAX algorithm based on nonlinear least-squares criterion is an effective
time delay estimation algorithm. It converts a multi-dimensional problem into a
series of one-dimensional optimizations, significantly reducing the computation
load [20-33]. The WRELAX is also a method based on the decoupled parameter
estimation theory. We can expand the application of the WRELAX algorithm to
GNSS multipath interference suppression. The main idea is that after acquiring the
GNSS signal, the WRELAX algorithm can be used to estimate GNSS signal’s code
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delay, and then the estimated code delay information can be used to suppress
multipath interferences.
By combing the phases exp (_] gop) and oc;) in (5.20) into a new unknown variable,

denoted as a,, (5.20) can be represented as
P
x(n) = Z apc(n—1,) +e(n) (5.36)
p=0

The parameters to be estimated for the above formula are {u,,, }11::0' To

facilitate further analyses and estimate the code delay parameters, a discrete Fourier
transform is performed on the above formula and we can have

X(k) = C(k) z,,: a,d* +E(k), —N/2<k<N/2-1 (5.37)
p=0

where X(k), C(k) and E(k) are the discrete Fourier transformations of x(n), c(n)
and e(n) respectively; w, =—2n1,f;/N; f; denotes the sampling frequency. Now,
by converting the code delay estimate to an angular frequency estimate, and using
the relationship 1, = —w,N/2nf;, the code delay can be obtained.

. N 4 . S .
The estimated value {4, &, }pZO can be obtained by minimizing the nonlinear
least squares cost function

2

01 ({op- 0}y ) = N/szl X(6) — C) Y oo (5.38)
k==N/2 p=0
To achieve that, at first we let
C = diag[C(—N/2), C(-N/2+1), ..., C(N/2—1)] (5.39)
X =[X(-N/2), X(=N/24+1), ..., X(N/2-1)]" (5.40)
a(p) = [N, e NED ei%W/z—l)]T (5.41)

Then the minimization described in formula (5.38) is equivalent to minimize the
cost function below

2

X - i o,Ca(w))

p=0

(5.42)

Q1({0<p,60p}§:0) =
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. X AP . .
Assuming that {rxq, wq}qzoﬂ 4y 18 known or has already been estimated, we can
define

X, =X— i a4[Ca(d,)] (5.43)
q=0
q7p

By substituting the above formula into (5.42), we can obtain

0: (2, ) = ||X, — %,Ca(w,)|’ (5.44)

By minimizing the above cost function, we can obtain

iy = arg nz)ax’aH () (C°X,) [} (5.45)
H *
&p — a (COI,) ((2: XI’) (546)
ICllF 1,,-,

where ||-|| represents the Frobenius norm. It can be seen from (5.45) that, @, can
be obtained by finding the position corresponding to the maximum of the peri-

odogram ‘aﬁ(w,,)(C*X,,) ‘2. And this can be achieved by using a one-dimension

() (C*X,,).

zero-padding FFT operation. &, is the complex amplitude of 2 iz
F
For the scenario with the LOS signal and one multipath interference, the esti-
mation of {5(,,, d),,}[l)zo can be implemented using the following steps:

(1) Firstly assuming only the LOS signal exists, by using X and based on (5.45)
and (5.46), {49, @y} can be estimated.

(2) Using the calculated {dg, @}, calculate X, based on (5.43); then using X, to
estimate {d,®;} based on (5.45) and (5.46).

Subsequently we can recalculate Xo using {&;,®;} and (5.43). Then we
re-estimate {0, &g} using X, and based on (5.45) and (5.46).

We can repeat the above process till it converges. Then the final {&p, p };:0 can
be obtained.

The above procedure can be extended to the scenarios where multiple multipath
interference signals exist [21-36]. The flow chart of the complete algorithm is
shown in Fig. 5.8.
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Fig. 5.8 WRELAX flow

chart GNSS signal v

l Estimate ¢,m,
A/D conversion Calculate
residue x;

: I

Carrier recovery

and down- .
conversion Estimate o, o,
DEFT Calculate

residue x,

Calculate @,, o,
from 7,7,

Fundamentally, the multipath interference suppression based on WRELAX is a
parameter estimation approach based on the nonlinear least squares criterion, while
the MEDLL is an estimation method based on the maximum likelihood theory.
Under the condition of Gaussian white noise background, the maximum likelihood
estimation is equivalent to the nonlinear least squares criterion.
Consequently MEDLL, in theory, is equivalent to the multipath interference sup-
pression based on WRELAX. To acquire signal parameters for different paths, both
MEDLL and WRELAX need iterations. But the two methods have very different
approaches to solve multi-dimensional nonlinear problems for the iterations.
MEDLL uses the curve fitting method to estimate parameters, so it is not precise;
while WRELAX uses the zero-padding FFT to achieve accurate parameter esti-
mation. In addition, MEDLL performs temporal domain curve fitting, and needs
interpolation to enhance the accuracy of the parameter estimation, and finally
obtains the estimated parameter through a lookup table. On the other hand,
WRELAX obtains the accurate parameter estimation using the one-dimensional
zero-padding FFT. Consequently, for the scenarios where we can assume the
numbers of iterations for the two algorithms are equal to each other, the compu-
tation load needed for WRELAX is lighter.

In addition, all the above multipath suppression algorithms based on parameter
estimation assume accurate carrier recovery. The carrier frequency of MEDLL can
usually be obtained using a carrier tracking loop. But WRELAX does not need a
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carrier tracking loop, it can be obtained using a joint parameter estimation method
that is much easier to implement, and the related details can be found in reference
[28, 30].

5.3.4 Simulation Results

The LOS signal and one multipath interference are simulated. The amplitude
attenuations of the multipath signal relative to the LOS signal DMR are chosen as
0.1, 0.3, 0.5, 0.7, and the relative delays t; — 79 are 0—1.5 chips. Under the con-
dition of noise-free and infinite bandwidth, and the correlator spacing d =
1, 0.5, 0.1 chips, the multipath error envelopes obtained by MEDLL and
WRELAX algorithms are shown in Fig. 5.9.

It can be seen in Fig. 5.9 that, the traditional correlator has a larger code delay
tracking error, and the narrow correlator can reduce code tracking errors by
reducing the traditional correlator’s correlation spacing. As the correlator spacing
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Fig. 5.9 Error envelopes for various methods under different DMRs
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becomes smaller, the tracking error can be further reduced. The performances of the
MEDLL and WRELAX algorithms, compared with the narrow correlator, can
further reduce the code delay tracking error.

To further compare the multipath suppression performances of the MEDLL and
the WRELAX algorithms. Figure 5.10 shows the enlarged view on the error
envelopes for the two methods based on parameter estimation when DMR = 0.5. It
can be seen that, compared with the MEDLL, the multipath suppression perfor-
mance of the WRELAX shows slight improvement.

5.4 Spatial Domain Multipath Interference Suppression

Since the LOS signal and the multipath interferences arrive from different direc-
tions, the spatial domain multipath interference suppression method taking
advantage of this feature is introduced in this section.

5.4.1 Multipath Interference Suppression Based
on Antenna Design

For the multipath interference suppression method based on antenna design, a
choke ring is used to improve antenna gain pattern, and manufacture special
antenna design and arrangement, as shown in Fig. 5.11. In addition, by selecting an
antenna that can take advantage of the signal polarization characteristics can also
eliminate multipath interferences. If a propagated GNSS signal is a right-hand
polarized signal, its polarization characteristics can change after being reflected. For
example, after a mirror reflection, it is converted to a left-hand polarized signal.
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w0y ¢

Fig. 5.11 A GNSS antenna with a choke ring [5]

We can also use digital filers, wideband antennas, multipath suppression plates
that can absorb RF frequencies, and enhanced choke ring antennas (including
advanced dual frequency choke ring) to reduce the impacts of multipath interfer-
ences. The enhanced choke ring uses a spiral arm. The newly developed choke ring
antenna has the advantages of a sharper radiation roll-off model design (it can
reduce the susceptibility of the multipath). There is no displaced phase center
between two carriers, so there is no need for any antenna pointing provisions (i.e.
required direction pointing towards due north due to symmetry requirement) and a
flat structural design.

At a lower elevation angle or negative elevation angle, multipath errors happen
very often. Under these conditions, the antenna multipath suppression plate can also
reduce interferences on GNSS signal. But in reality, the impacts from multipath
interferences cannot be completely eliminated by solely relying on the antenna
design [37]. Consequently, we study more effective spatial domain multipath
interference suppression techniques.

5.4.2 Multipath Interference Suppression Based on Low
Sidelobe Weighting

If a GNSS receiver’s antenna is an M-ary uniform linear array, and a multipath
interference is composed of P reflecting paths, then the received signal can be
represented as
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x(t) = zP: opa(0,)s, (1) +e(r) (5.47)

p=0

where s,(¢) is the signal of the pth path,p = 0,1, ..., P. For the same satellite, the
spreading codes for signals from different paths are the same, but code delays are
different, i.e. s,(r) = c(f — 1,); €(r) is the thermal noise vector of the receiver;
a(0p) is the corresponding array steering vector, and it can be represented as

L. . . T
3(6,,):[1, e imsinty e*J”<M*1)5m0w} (5.48)

where 0, is the DOA of the pth signal.

Since strong correlations exist between the LOS signal and the multipath
interference, the traditional adaptive beam forming algorithm fails. Some beam-
forming methods that can suppress the coherent interference usually require that the
interference directions are known (especially DOAs of multipath interference sig-
nals in this case). Since multipath environments are usually very complex and
GNSS signals are weak, the information on the DOAs of multipath interference
signals is difficult to obtain. Consequently, the traditional adaptive beamforming
technique has difficulty to suppress multipath interference.

For some GNSS systems, the DOAs of the GNSS signals can be estimated by
using the inertial navigation aiding or the attitude determination technique to derive
the receiver’s location information, and then combining the derived receiver’s
location information with the ephemeris. Using this information, the low sidelobe
beamforming with known LOS signal directions can be used here. The low sidelobe
weighting is to perform a dot product of the original array steering vector and a low
sidelobe taper weight. After the tapering, the LOS signal’s steering vector becomes

b(OO) = Wiaper ®© 3(00) (549)

where © is the Hadamard product, and W, is the taper coefficient vector.
A frequently used low sidelobe taper weight is the Dolph-Chebyshev weight, and
a(0p) is the weighted vector of the regular beamforming, and it is also the steering
vector of the LOS signal. In this case, the array antenna pattern’s main lobe points
to the direction of the LOS signal, thereby significantly enhancing the LOS signal.
In addition, the low level of the sidelobes can suppress the multipath interference.
In this case, even though the multipath interference cannot be eliminated com-
pletely, its signal level is much lower than that of the LOS signal, so its impact on
the signal is weak.

Figure 5.12 shows that the results of performing conventional beamforming and
low sidelobe beamforming on the received signal using 10-ary uniform linear array
when the DOA of the LOS is 20°, and its signal-to-noise ratio is SNR = —20dB,
and the DOA of the multipath interference signal is —20° and its
interference-to-noise ratio INR = —20dB. It can be seen that, by using the
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conventional beamforming, it is very difficult to form a null towards the direction of
the multipath interference. But since the low sidelobe beamforming is used, the low
sidelobe beamforming after Chebyshev weighting can significantly reduce the
multipath signal level, achieving the objective of multipath interference
suppression.

The multipath interference suppression based on low sidelobe weighting is easy
to implement, and has good performance. But the method is founded on the premise
that the direction of the arrived GNSS signal is known, so it is only suitable for
specific application scenarios. When the GNSS signal is unknown, we must con-
sider other methods.

5.4.3 Multipath Interference Suppression Based on Spatial
Domain Decoupled Parameter Estimation Theory

In this section, we take advantage of GNSS spreading code’s periodic repetitive
characteristics, and combine it with the RELAX technology from the decoupled
parameter estimation theory to estimate the directions of the LOS signal and the
multipath interference signals, then perform beamforming based on the estimated
directions, thereby suppressing the multipath interferences. To solve the problem of
weak GNSS signal, we apply the approach of using the C/A code’s periodic
repetitive characteristics to improve the SNR, as described in Sect. 2.4.3. Thereby
the accuracy of direction estimation can be improved. Finally, the Linearly
Constrained Minimum Variance (LCMV) beamforming based on the estimated
direction can form a gain towards the direction of the satellite, while a null can be
generated along the multipath interference’s direction. Thereby the objective of
multipath suppress can be achieved. A detailed flow chart is shown in Fig. 5.13. For
the rest of the chapter we provide detailed introductions of the algorithm.
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1. DOA Estimation Using the Periodic Repetitive Characteristics of Spreading
Codes

Here, we can reference the GNSS DOA estimation principle (described in
Sect. 2.4.3) that uses the spreading code’s periodic repetitive characteristics to
estimate the DOA of the LOS signal and the multipath interference.

For a uniform linear array, the position of the first array element is used as the
reference point, and the signal for the array element is denoted as x; (7), by giving
x1(7) a code delay with a duration lasting one C/A code period T, we have

i) =x1(t—T) = ZP: a,(1)s,(r — T) e 2=T) 4 o(r — T) (5.50)
p=0

where a,(1) is the first element of the LOS signal and the multipath interference’s
steering vector. Since the period of the C/A code is 1 ms and the period of a
navigation message symbol is 20 ms, within a symbol the C/A code repeats 20
times, showing the characteristics of periodic repetitive characteristics.
Consequently, within a D code period, s,(t — T) = s,(¢), then (5.50) can be rep-
resented as

(1) = iap(l)sp(t) e AT 4 o(r — T) (5.51)

p=0

=
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The cross-correlation between X(7) and x(¢) can be represented as below

r=E{x(

p=0 i=0 (5.52)
i#p

(1)x"
P . P .
= Z aoar(1)e 2T + pr,-a,’-‘(l) e 1ily

F”ﬂD"U

Byap

Ji
(=]

‘ P

where f, 4 aar(l)e el 57 p ai(1); o represents the power of the pth
i=0,i#p

signal; p,,; represents the cross-correlation between the pth and ith signals. It can be

seen from (5.52) that the directions of the LOS signal and the multipath interference

signals can be estimated by minimizing the formula below

r—Zﬁ

2

gl({ep,ﬁ i O) min (5.53)

Usually for actual applications, there is no means to obtain the theoretical value
of r, but it can be substituted by using the estimated value of the cross-correlation

vector between X(¢) and x(¢): T = %Ele X*(n)x(n).
Let B = [y, 1., Bp]" (5.53) can be expanded into the following format
a1 ({008} ) = (&~ A" (7 — AB)
— [B- (a"a) A" " (AMA) [B— (A"A) 7 ATE] 4+ £ - A (A"A)
(5.54)

1\ Ha
Al

where A = [a(0p),a(60,),...,a(0p)]. To minimize (5.54) is equivalent to making
the first term equals to 0 and maximizing the last term, i.e. @ can be obtained using
the cost function of the formula below

6 = argmax [i"A(A"A) ' A'E] (5.55)
0
Accordingly, there is

B=(a"A) A (5.56)

When there are multiple signals in the data (in this context, multiple signals refer
to the direct LOS signal and multipath interferences), the cost function in (5.56) has
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a complex multi-peak shape, so to directly solve it faces greater difficulty.
Consequently we apply the RELAX technique based on the decoupled parameter
estimation theory, to implement parameter estimation [33-36, 38].

Again, here we only consider the case that only the LOS signal and one mul-
tipath interference exist, i.e. P = 1.

Let
P A ~
t=t- > Ba(0) (5.57)
i=0,ik
NP2
Here we can assume {057 ﬂi} itk is known or has already been estimated, we
can define '

g(0c, Bi) = It — Bra(0)]” (5.58)

Then we can obtain the minimized cost function g, relative to 0; and f;

[I B a(ﬁk);H((’k)} ¢,

2
0y = argmin

O (5.59)
= arg max|aH(0k)i‘k}2
Ok
.
j— (Hk)fk 5.60
b= (5.60)

0r=0y

Consequently, 0y can be obtained using the main peak value of the periodogram
H 2
W that can be obtained by zero-padding the data sequence f; and then

perform a FFT (the purpose of zero-padding is to improve the precision of Ok). ,Bk
can be obtained by computing akl(@%
After all the preparations described above, the detailed steps of implementing the

DOA estimation using the RELAX algorithm are described below

(1) Assuming P = 0, 90 and [30 can be obtained using (5.59) and (5.60) from f.
(2) Assuming P = 1, using (5.57) and the obtained [)0 and ﬁo from step (1), 01 and
[3 | can be estimated from f; based on (5.59) and (5.60).

fo can be recalculated using (5.57) and 01, [31, and then 0 and BO can be
obtained from £; based on (5.59) and (5.60). The above two subroutines can be
repeated until they convergence.

The algorithm can be expanded to the scenarios where any number of multipath
interferences exist [37—41].
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2. Multipath Interference Identification

A multipath interference has the same spreading code as the LOS signal,
therefore the multipath interference signal cannot be identified from the spreading
code. But generally speaking, a comparison between the multipath interference
signal and the LOS signal reveals the following characteristics

(1) The multipath interference usually has a longer code delay than that of the LOS
signal.

(2) The multipath interference is usually weaker than the LOS signal.

(3) The multipath interference is usually formed by ground reflections. While the
satellite is far away from the ground, the elevation angle of the LOS signal is
higher than the elevation angle of the multipath interference.

To summarize the above, the arrival time, amplitude, and DOA of a signal can
be used to differentiate a multipath interference signal from the LOS signal.

3. Multipath Interference Suppression Using LCMV Beamforming

On the basis of successful estimations on the LOS signal and multipath inter-
ferences, it is desirable to design the array antenna’s response so that a high gain
can be formed along the direction of the LOS signal while nulls can be formed
along the directions of the multipath interference. This is why LCMV beamformers
are used to calculate the adaptive weights of the antenna. The antenna adaptive
weight w satisfying the above requirements can be depicted as the solution for the
following constrained problem

min w'R,w (5.61)
s.t. wic=f '

where C = [a(@o>,a(@1), .. .,a(@pﬂ; f= [1707...,O]T; 0o represents the esti-

mated DOA of the LOS signal; 91, A @p represent estimated DOAs for the mul-
tipath interference signals; R, is the covariance matrix of the received data by the
antenna x(z), and in practical applications it is usually substituted using its esti-

mated value R,.
By solving (5.61), we can obtain

W= R;IC(CHR;IC)_If (5.62)

By using the above weight vector on the received signal of the antenna x(r), the
signal after the interference suppression can be obtained by

¥(1) = whx(r) (5.63)



228 5 Multipath Interference Suppression

Lastly, the signal after the multipath interference suppression y(¢) is sent into the
tracking and positioning module, to complete the process of GNSS tracking and
position.

5.4.4 Simulation Results

The received signals used in the experiments are composed of the LOS signal,
multipath interference, and noise. The IF frequency is 4.309 MHz, and the sam-
pling frequency is 5.714 MHz. To verify the performance of DOA estimation based
on RELAX as given in this section, the antenna array under consideration is a
10-ary uniform linear array with a half-wavelength array element spacing. The
received data by the antenna is composed of a LOS signal sent by a satellite and one
multipath interference signal from the satellite. The LOS signal incidents on the
array along the 0° direction, and the multipath interference signal incidents on the
array along the —20° direction. The corresponding LOS signal phase ¢, = 0, and
the phase of the multipath interference signal ¢; = 0.9, and the difference of code
delays between the two signal t; — 19 = 0.097T,, and DMR = 2dB. We compare the
performances among the RELAX algorithm, the commonly used MUSIC algo-
rithm, and the MUSIC algorithm after de-coherence. The results are shown in
Fig. 5.14. Among them, subfigures (a) and (b) show the DOA estimation perfor-
mance for the LOS signal and the multipath interference as SNR changes.

It can be seen from the experiment results in Fig. 5.14, the estimated DOA
results directly using the MUSIC algorithm have larger errors. Using the MUSIC
algorithm after de-coherence can significantly improve the performance of DOA
estimation (here we use the spatial smoothing technique for de-coherence, and the
number of overlapping sub-arrays is selected as 2) [39, 40]. The estimation per-
formance of the RELAX algorithm is even better than the MUSIC algorithm after
de-coherence.

30
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(b) Multipath interference signal.

Fig. 5.14 The curve of estimated DOA as SNR changes
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Fig. 5.15 LCMV beam
pattern
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Then the DOA estimation results of the RELAX algorithm are used as premise,
to perform a follow-up experiment. The LOS signal SNR are selected to be
SNR = —20dB, DMR = 2 dB,while the rest of the parameters are the same as those
used in the simulations above.

Figure 5.15 shows the results of performing LCMV beamforming using the
estimated DOA. It can be seen that after estimating the DOA of the multipath
interference and the LOS signal, the LCMV can form a gain in the direction of the
LOS signal and form a null at the direction of the multipath interference.
Figure 5.16 shows the correlation functions before and after multipath interference
suppression. It can be seen that, due to impacts from multipath interferences, the
correlation functions are distorted. But after using the algorithm described in this

Fig. 5.16 Correlation )
functions before and after the
multipath interference
suppression
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Fig. 5.17 Error envelopes 04 r
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section for multipath interference suppression, the correlation function shows the
shape of a standard symmetric equilateral triangle. This result further verifies the
effectiveness of the algorithm. In addition, since the phase difference between the
multipath and the LOS signal is 0.97, leading to the phenomenon of amplitude
cancellation, the results show that the amplitude of the correlation function for the
raw data is much smaller than that for the “post-LCMV”.

Next, the results on the code delay tracking errors of the GNSS receiver loop for
simulating the LOS signal and one multipath interference are listed. The parameters
are selected so that DMR = 2 dB, and the relative code delay t; — t¢ is 0-1.5 chips,
and the phase difference is set to Ap = 0° and Ap = 180° respectively. Under the
condition of noiseless and infinite bandwidth, Fig. 5.17 shows the code delay
tracking error envelope curve on the data without multipath interference suppres-
sion using traditional correlator and narrow correlator, and the code delay tracking
error envelope curve of the traditional correlator on the data after multipath inter-
ference suppression using the proposed algorithm described in this section.

In Fig. 5.17, when a multipath interference signal exists, the traditional corre-
lation technique has a larger code phase tracking error. Even though the narrow-
band correlator method can greatly reduce the error, it cannot reduce the error
unlimited. The proposed multipath interference suppression method based on the
spatial signal decoupled parameter estimation theory suppresses the multipath
interference first, and then sends the data after interference suppression to the
traditional tracking loop, and then the error of code delay estimation becomes very
small.
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5.5 Summary

In this chapter, we discuss the impacts of multipath interferences on GNSS system.
We mainly investigate temporal and spatial types of multipath interference sup-
pression techniques in the temporal domain and spatial domain. Through theoretic
analyses and simulation results, we can conclude that for temporal domain pro-
cessing, the algorithm based on WRELAX, compared with the existing MEDLL
technique, can lower the computation complexity while improving performance
slightly. For spatial domain processing, the technique based on RELAX, by esti-
mating the DOA of the LOS signal and multipath interference signals first and
performing beamforming as a follow-up step, can achieve better multipath sup-
pression effects.
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Chapter 6
Pulse Interference Suppression
Techniques

6.1 Introduction

Intentional interferences mainly include multipath interference and pulse interfer-
ence. We studied multipath interference in the last chapter. In this chapter we study
the suppression of the other type of intentional interference—the pulse interference.

To better meet the demands for various applications, the GPS system has added
several new frequency bands during its modernization process, e.g. GPS L5 signal.
Similar to Galileo ES band and Beidou B2 band, the main objective of the added
band is to provide better services related to the Safety of Life Service (SoL). All
these signals work on the Aeronautical Radio Navigation Service (ARNS) fre-
quency band (962-1213 MHz). However, some other systems already work within
this band [1] such as the civil Distance Measuring Equipment (DME), military
Tactical Air Navigation (TACAN), Secondary Surveillance Radar (SSR), Traffic
Collision and Avoidance System (TCAS), and Automatic Dependent
Surveillance-Broadcast (ADS-B). As a result, these systems could generate certain
degrees of interferences on the GNSS signal located within the same band. Among
these systems, DME/TACAN equipment is the main factor impacting GPS LS5,
Galileo ES5, and Beidou B2 signals [2]. The overlapping working frequency bands
between the DME system and the GPS LS5, Galileo E5 and Beidou B2 signals are
illustrated in Fig. 6.1. As a result, high-power pulses from DME transmitters can
produce pulse interference on the GNSS signals located at the above frequencies.
Similar to jamming on continuous wave, serious high power pulse interference can
impact the GNSS receivers’ capabilities of acquisition, tracking and positioning.
But since the pulse interference has the characteristics of high power, short dura-
tion, wide bandwidth and randomness, it is not as stable as regular interference
signals, thereby the interference suppression algorithms relying on the stability of
the signal are not effective.

Conventional pulse interference suppression algorithms include temporal
domain pulse blanking [3-6], frequency domain notch filtering [7-11] and
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Fig. 6.1 Overlapping frequency bands between GNSS signals and the DME system

temporal-frequency domain hybrid filtering [7-12]. For interference pulses with
low density, these methods are simple and effective. But, as the pulse density
increases, the GNSS signal losses caused by these conventional pulse interference
suppression algorithms increase accordingly, and thereby the GNSS performance
degrades. In this case, the pulse interference suppression algorithms based on
parameter estimation [13] and wavelet packet transformation [14—19] can be used to
preserve many more GNSS signals, so better pulse interference suppression per-
formance can be achieved.

In this chapter, DME pulse interference is used as an example to study the pulse
interference suppression problem. We mainly study temporal domain pulse
blanking  algorithm, frequency domain notch filtering  algorithm,
temporal-frequency domain hybrid filtering algorithm, parameterized algorithm,
and wavelet packet transformation based algorithm. The related principles can also
be expanded to other pulse interference suppression methods.

6.2 Conventional Pulse Interference Suppression

DME signal has a pulse pair structure [20], a baseband DME pulse pair signal can
be represented as

s(f) = e ¥ e 3 (6.1)

where o = 4.5 x 10'! s72 can ensure that the half-amplitude bandwidths for the two
Gaussian pulses are both 3.5 ps; At is the internal interval between the pulse pair.
For the X wave channel overlapping with the GNSS signal frequency band,
At = 12 ps. The mathematical model for the DME signal after modulation can be
represented as

Sm(l‘) _ (efﬁtz +67%(t7At)z)ej(wt+0) (62)
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Fig. 6.2 DME pulse pair signal waveform

where w and 0 are carrier wave frequency and phase. Figure 6.2 shows the baseline
DME signal waveform and the DME signal waveform after modulation.

By combining the Fig. 6.2a and (6.1), within the DME waveform envelop, the
time duration for it to drop from the half-amplitude bandwidth to the point where
the amplitude is 0.017 of the amplitude peak is 2.5 us. We can approximately
calculate the time duration for the DME pulse pair as

3.5 35
2.5+ 5 +12 4 > +25=205ps (6.3)

The tails of Gaussian pulses approach zero asymptotically, and parts of the tails
are below the noise level. When performing DME pulse interference detection, to
ensure that a complete pulse pair is contained inside a detection window, the
detection window’s length can be selected as 25 ps.

In the temporal domain, a DME signal is a Gaussian pulse pair with a certain
trailing tail, and in the frequency domain it is a signal associated with a certain
bandwidth as 99% of the energy concentrates within 0.8 MHz [21]. Its power
spectrum density is shown in Fig. 6.3.

The mathematical model of the received signal under the impacts of Q DME
transmitters can be represented as

o U
x(1) = snss(t) + D % /Pas(t = 1)) et)  (6.4)
g=1 u=1

where sgnss(f) is the received GNSS signal; s(7) is the baseband DME signal; U, is
the total number of pulse pairs received within the observation time duration
transmitted by the gth DME transmitter; P, is the received power from the gth DME
transmitter; 7, is the arrival time of the uth pulse pair generated by the gth DME
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transmitter; «,, is the corresponding carrier frequency; 0, is the corresponding
carrier phase; e(¢) is the receiver noise, and we can assume that it is a Gaussian
white noise.

6.2.1 Temporal Domain Pulse Blanking Method

The most frequently used pulse interference suppression algorithm is the temporal
domain pulse blanking method. The approach of the temporal domain pulse
blanking method is to perform amplitude detection at every sample point for the
received GNSS signal. If the amplitude surpasses a preset threshold (usually related
to the noise power) then a zero-setting process can be performed, consequently
suppressing the interferences higher than the preset threshold. The processing
method for the temporal domain pulse blanking can also be used to compute the
pulse interference’s duty cycle (the ratio between the number of samples higher
than the threshold and the total number of observed samples). A higher duty cycle
means a larger number of DME interference pulses within a time unit, or a higher
density of DME interference pulse. The processing on the interference signal using
the temporal domain pulse blanking method is shown in Fig. 6.4, where the
Fig. 6.4a is the temporal domain waveform of the received signal under the impact
of interference. The Fig. 6.4b is the signal waveform after the interference sup-
pression using the temporal domain pulse blanking method, and it can be seen that
the signals larger than the threshold have all been set to zero.

The temporal domain pulse blanking method is easy to implement and has high
efficiency. Under the condition of a small duty cycle, it can also have good inter-
ference suppression performance. But when the duty cycle is higher, this method
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can lead to a significant loss of authentic signals when it performs zero-setting on
the interference, consequently degrading the acquisition performance on authentic
GNSS signals by the receiver.

The selection of a proper threshold is one of the crucial factors for the perfor-
mance of the temporal domain pulse blanking method. The selection is based on the
noise level. Since authentic GNSS signals are buried in the noise, both noise and the
GNSS signals are regarded as “noise signals”, and the Constant False Alarm Rate
(CFAR) criterion can be used to calculate the threshold. Since the noise level
fluctuates all the time, when the noise amplitude surpasses the detection threshold,
the detection system believes that a target (or an interference signal) has been
found. This type of error is defined as a false alarm, and the probability of its

OCcurren Known a A
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Given the real and imaginary parts of a complex Gaussian noise e(t) are e, (z)
and ¢;(¢), the probability density functions of e,(¢) and ¢;(¢) both follow a Gaussian
distribution with zero mean and ¢ variance, then we have e(?) = e.(f) +je;(t),
consequently the envelop of the complex noise follows a Raleigh distribution.
Firstly, we introduce some features of the Raleigh distribution: Given the proba-
bility density function of a random variable w

w2
fw) = we ™ w20 (6.5)
0, w<0

where a (a > 0) is a constant, then w follows a Raleigh distribution with parameter
a, and its expectation is

Elw]=a 3 (6.6)

If the CFAR larger than wy is Py, then

00 " W2 W2

Wo

The threshold wy calculated based on (6.7) is
wy =a -2 ln(Pfa) (68)

Based on (6.8), for the Raleigh distribution, given a certain CFAR, the threshold
wy is related to the parameter a. If a can be solved, the threshold can also be
obtained. In the example, the envelop of complex noise |e(?)| follows a Raleigh
distribution, and the corresponding parameter a is ¢. As a result, for a complex
Gaussian noise with zero mean, the temporal domain pulse blanking threshold Thg
corresponding to the CFAR Py, is

Tho =0 _21n<Pfa) (69)

6.2.2 Frequency Domain Notch Filtering Algorithm

Since the DME pulse interference is manifested as a narrowband interference with a
fixed bandwidth in the frequency domain, the suppression can be performed on the
DME interference, and the frequency domain notch filtering algorithm is a method
based on such an approach. There are two types of implementation approaches for
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the frequency domain notch filtering algorithm: the approach based on notch filter
and the approach based on FFT. The filtering approach based on notch filter uses a
pre-designed notch filter (the interference frequency is the stop band center fre-
quency, and the stop band bandwidth is the same as the interference bandwidth) on
the received signal. The filtering approach based on FFT filtering converts the
received signals to the frequency domain using FFT, and in the frequency domain it
suppresses the frequency components higher than a threshold, then converts the
results back the temporal domain using IFFT to achieve interference suppression.
During the airplane’s flight process, since different DME transmitters have different
carrier frequencies, it is very hard to construct the notch filter beforehand. In
addition, since the number of transmitters associated with DME interferences may
be more than one, a notch filter with multiple stop bands needs to be built, which is
harder to implement. Therefore, the frequency domain notch filtering approach
based on FFT is usually used to suppress the DME interference. The frequency
domain notch filtering algorithm can remove the GNSS located at the same fre-
quencies when it filters out the interferences. By using the same data as in
Sect. 6.2.1, Fig. 6.5 illustrates the frequency domain notch filtering algorithm used
for interference suppression.

Figure 6.5a is the signal spectrum for the signal plotted in Fig. 6.4a under the
influence of interference, and Fig. 6.5b is the signal spectrum after a threshold is set
in the frequency domain to filter out the interference frequency; Fig. 6.5c is the
temporal domain waveform of the signal after the interference suppression. Next,
we discuss the threshold selection for the frequency domain notch filtering algo-
rithm based on FFT, since the selection of threshold is related to the noise model,
we can still assume that the noise is a complex Gaussian white noise.

Given that the complex noise e(z) has N points altogether, and both the real part
e,(t) and imaginary part ¢;(¢) follow Gaussian distributions with zero mean and
variance ¢2. Then the E(k) derived based on e(¢) using DFT transform still follows
a complex Gaussian distribution. The E(k)’s envelop |E(k)| follows a Raleigh
distribution, and the mean of |E(k)| is

Nn
EIEW)]) = /5o (6.10)
Let (6.10) equals (6.6), in this case we can derive the parameter corresponding to
the Raleigh distribution a = ¢+/N. Based on (6.8), the threshold Th, corresponding
to the CFAR Py, after transforming the complex Gaussian noise onto the frequency
domain is

Thy = o/ —2N In(Py,) (6.11)
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Fig. 6.5 Frequency domain notch filtering algorithm used to suppress DME interference

6.2.3 Temporal-Frequency Hybrid Filtering Algorithm

Temporal-frequency hybrid filtering method algorithm is a combination of temporal
domain pulse blanking method and the frequency domain filtering. When the signal
is received by the receiver, a detection window with a certain time width is used to
detect the DME interference. If an interference is detected, then the data under the
influence of interference within the window can be transformed onto the frequency
domain where the frequency domain filtering algorithm can be used for interference
suppression. Otherwise, if no interference detected, no processing is needed. The
temporal-frequency hybrid filtering algorithm can preserve more authentic signals
compared to the temporal domain pulse blanking algorithm and the frequency
domain filtering algorithm. But the temporal-frequency hybrid filtering algorithm
still inevitably filters out valid GNSS signals sharing the same frequencies with the
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interference. Figure 6.6 shows how a sliding window is used to detect the DME
pulse interference.

Figure 6.7 illustrates the interference suppression using the temporal-frequency
hybrid filtering algorithm. Figure 6.7a illustrates how to detect interference using a
sliding window in the temporal domain, where the scopes defined by the two
rectangular areas are where the interferences are detected, i.e. the two interference
pulse pairs detected in the example. Figure 6.7b, ¢ are the frequency spectrums for
DME signals corresponding to the two detection windows. The frequency spec-
trums after a frequency domain threshold is set to filter out DME interferences are
shown in Fig. 6.7d, e. Please pay attention to the difference on the ordinate scales
for these two subfigures as opposed to those for the Fig. 6.7b, c. Using the fre-
quency domain data after filtering out the interference, the temporal domain data
can be obtained using the IFFT transform. Then the data inside the detection
windows can be filled back, to obtain the signal’s temporal domain waveform after
the temporal-frequency domain hybrid filtering, as shown in the Fig. 6.7f.

In terms of the threshold selection for the temporal-frequency domain hybrid
filtering algorithm, we can reference (6.11) in which the threshold selection is
determined for the frequency domain notch filtering algorithm. The only difference
is that the number of samples for the temporal-frequency domain hybrid filtering
algorithm is related to the corresponding number of samples in the interference
detection window.

One drawback of implementing the temporal-frequency domain hybrid filtering
algorithm is that when aliasing exists in the pulse pair, it is very difficult to have
accurate positioning on the DME pulses because within a detection window there
might be more than one DME pulse pair, and existing DME pulse pairs might not
be complete. An incomplete DME pulse pair, after transforming to the frequency
domain, can lead to a frequency spectrum leak by the DME pulse pair. As results,
the width the frequency spectrum main lobe increases, and more authentic signals
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Fig. 6.7 Interference suppression effect of the temporal-frequency domain hybrid filtering
algorithm

are removed due to the interference suppression in the frequency domain, and the
interference suppression effect is not good, as illustrated in Fig. 6.8. Figure 6.8a
shows that DME pulse associated with aliasing is detected in the detection window
region; Fig. 6.8b shows the frequency spectrum after the signal inside the detection
window is transformed into the frequency domain. Two peaks can be seen, showing
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that two DME pulse signals are included in the detection window, and since one
DME pulse pair is incomplete in the detection window, after FFT transformation,
we have frequency band broadening.

6.3 Pulse Interference Suppression Based
on Parameterized Algorithm

The above mentioned algorithms for conventional DME interference suppressions
are all non-parametric methods, which have not taken advantage of the a priori
information on the DME signal waveform. If we can estimate the frequency,
complex amplitude, and time delay of the DME signal, we can reconstruct the DME
signal and use it for interference suppression. The methods based on parameterized
algorithm can preserve more authentic GNSS signals compared with the
non-parametric methods, and have better interference suppression performance.
The basic principle is that if the DME interference has no aliasing in the temporal
domain, a DME pulse pair is used as the detection object. In the temporal domain,
sliding windows are used for interference detection to confirm the window zone in
which the interference is detected as the region of interest. Then in the region of
interest we estimate the frequency, complex amplitude, and time delay on the DME
interference. Then the estimated parameters are used to reconstruct the DME signals
in the region of interest. Finally the reconstructed DME signal is subtracted to
obtain the signal after interference suppression. Below we introduce the method in
detail.

The width of the interference detection window is set as the duration of a DME
pulse pair. We assume that there is no aliasing between DME pulses, so it is easy to
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detect and confirm the signal range of a single complete DME pulse pair. Figure 6.6
shows the detection method. The detection window region in which a single
complete DME interference is detected in the received signal is defined as the
region of interest. Then the signal in the region of interest can be represented using
the mathematical model below:

y(t) = s (t — 1)) 4 e(r) (6.12)

where [3 is the complex amplitude; s(7) is the baseband DME signal as expressed in
(6.1); t is the time delay of the DME signal; w is the center frequency of the
received DME signal; ¢(r) is the complex noise and GNSS signals buried inside the
noise, which usually is assumed to be a Gaussian white noise with zero mean. The
expression of the s(¢ — 1) is

s(t — 1) = e M7 4 g iliAre) (6.13)

where o = 4.5 x 10! s72; At = 12 ps.
Using a sampling interval Ty, the continuous signal in (6.13) can be sampled to
obtain the following formula

y(n) = Bs(ng — 1) 4 e(n), n=0,1,...,N—1 (6.14)

First, we estimate the frequency w, which is a problem of estimating the fre-
quency of unknown signal frequency. The Nonlinear Least-Squares (NLS) method
can be used for this estimation on frequency. By simplifying (6.14), e 7% and fi can
be combined as f, then the following minimization problem can be defined [22]

N—1
I
min ng) — Bs(ng — 1)e"” 6.15
pin > [v(w) = Bs(rns =) (6.15)
To write the above formula in matrix format,

lety = [y(O),y(l), . 7y(N - l)]Tvz = [S(—T)7S(l - T)v .. '7S((N - 1) - T)}Tv D=
diag {1,e,...,e/® U} then (6.15) can be written as

min/ly — Dz (6.16)

First we fix , to solve the above formula, the estimated f can be obtained as
- -1
p=1z"D"y(z'z) (6.17)
Since the unknown frequency o is contained in D, another solution is needed.

By substituting (6.17) into (6.16), the following minimization problem can be
obtained



6.3 Pulse Interference Suppression Based on Parameterized Algorithm 247

mlnH(I—DzzTDH z'z) ) H (6.18)
It is equivalent to the optimization of the formula below
y'Dzz' Dy /22 = |sz’2/sz (6.19)

where m = D'ly is a function of unknown frequency . Since m is a complex
vector, it can be represented as

m = m, + im; (6.20)

where m, denotes the real part, and m; denotes the imaginary part. Thereby
|sz|2 = (sz,)2 + (sz,-)2

=z'[m, mi]lmﬂz (6.21)
ml

=72"MM’z

where M = [m,, m;]. Notice that M"M is a 2 x 2 real matrix, and the eigenvalues
can be represented as

MM =U [101 f }UT = UAU" (6.22)
2

where U = [uy, up] is an orthogonal matrix composed of two eigenvectors, and we
can assume that the eigenvalues satisfy the condition that 1; > A,. The following
formula can be computed

(MM") M(M™) " *U = M(M™M)'*U
~—— —
\4
—M(M™) PUUT(M™)U (6.23)
A

=VA

That means that for the eigenvalues of the MM?, N — 2 of them are equal to
zero, and the other two non-zero eigenvalues are A; and A, respectively. The
corresponding eigenvectors for the eigenvalue /; are
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vi =M(M™) "y (6.24)
Thereby, the solutions of z and w are
Z=v, (6.25)

@ = arg max (o) (6.26)

(0]

Next we derive the detailed expression for deriving 4;(w). Since

T T
mm,—4 mm
T T

mm —mm— 1 (6.27)
— 72 2(mTm, — mlm;) -+ (mTm, ) () — ()
We can obtain
201 = (mim, + mfm,) + [ (m'm, —mfm)’ +4(m'm)’] " (628)
Notice
m'm, + m/m; = m"m (6.29)
(m'm, — m'm;)’ +4(m m,)’ = [m"m|’ (6.30)

As a result, @’s estimator & can be obtained by maximizing the following
formula

m"m+ |m'm| (6.31)

Also since m™m is not related to @, we can obtain ®’s solution & as

2

@& = arg max (6.32)

N—1 i
Z y2 (n)e—ﬂwn
n=0

The formula for the solution above is similar to the formula of discrete Fourier
transformation. As a result the solution of @ in the above formula can be obtained
using FFT, and additionally & is half of the frequency corresponding to the peak of
the frequency spectrum obtained by performing FFT on y*(n).

Once we have the estimate on frequency, we can estimate the complex amplitude
p and time delay t using the estimated frequency. The estimation on these two
parameters can also be solved using the NLS method in the frequency domain.
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Given x(n) = s(n)el””, we have x(n — 1) = s(n, — 1)/~ Then (6.14) can be
rewritten as

y(n) = px(n—1)+e(n), n=0,1,....N—1 (6.33)

By converting the signal in the (6.33) onto the frequency domain using Fourier
transform, we have the following formula [23]

Y (k) = pX (k)& + E(k) (6.34)

where Y(k), X(k), and E(k) (k= —-N/2,-N/2+1,...,N/2 — 1) represent the
discrete Fourier transform for y(n), x(n) and e(n); and w, = —2nt/N. The esti-
mation on time delay is included in w;. Below we solve the problem related to f3
and w,, which can be regarded as the least squares problem below

N/2-1 ) '
min > [Y(k) - X (k)| (6.35)
gy

If we let
Y = [Y(=N/2),Y(—N/2+1),....,Y(N/2 = 1)]",
X = diag{X(—N/2),X(-N/2+1),.. ., X(N/2 — 1)},
a(wy) = [N/ eoal N2 e"“’d(N/z’l)]T, then (6.35) can be written as
. ~ 2
gnn”Y - ﬁXa(wd)H

Bwa

(6.36)

Based on the formula above, the solutions on [~3 and wy can be given by the two
formulas below

g = arg II(1uax|aH(a)d)(X*Y)|2 (6.37)
B = a'l(wq) (X"Y) (638)
-

Based on (6.37), we can obtain the time delay 1’s estimate 7
gN
27fs
Based on (6.32), (6.38) and (6.39), we can obtain the DME interference signal’s

frequency, complex amplitude and time delay &, B and 7 in the region of interest;
then the reconstructed DME signal $pyz(n) can be obtained by using these three

t=—

(6.39)

parameters
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Some(n) = Ps(n — 1)) (6.40)

Finally in the temporal domain, the reconstructed DME signal can be subtracted
to obtain the signal after the interference suppression y(n)

y(n) = y(n) — Ypme(n) (6.41)

Figure 6.9 shows the flow chart for DME interference suppression based on
parameterized algorithm.

6.4 Pulse Interference Suppression Based on Wavelet
Packet Transformation

In the two previous sections, we discussed several different pulse interference
suppression algorithms. In Sect. 6.2, we have studied temporal domain pulse
blanking, frequency domain filtering and temporal-frequency hybrid filtering
algorithms. When the DME interference pulse density is higher, these algorithms
can bring larger losses on the authentic GNSS signals, thereby negatively impact
the performance of pulse interference suppression. The pulse interference sup-
pression algorithm based on parameterized algorithm in Sect. 6.3 takes advantage
of the known a priori information on the DME pulse waveform, so it reduces the
GNSS signal loss while suppressing the interference. But, when there is
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overlapping between DME pulses, or the DME pulse’s waveform is incomplete in
the received signal, the performance of the pulse interference suppression algorithm
based on parameterized algorithm degrades. In this section we implement DME
interference suppression from the perspective of wavelet packet transformation.
First the wavelet theory is introduced, where we introduce the basic principle of
DME pulse interference suppression based on wavelet packet transformation, then
we discuss the parameter selection, including the selections on wavelet packet
coefficient domain threshold, wavelet packet decomposition series and wavelet
function type.

6.4.1 Wavelet Theory

1. Continuous Wavelet Transformation

Wavelet transformation is done using localized analyses based on time and
frequency. It performs multi-scale decomposition on the signals using scaling and
shifting operations. In the low frequency part, there is higher frequency resolution
and lower time resolution; in the high frequency part, there is higher time resolution
and lower frequency resolution. In other words, the wavelet transformation provides
a temporal-frequency window that is fully scalable, so it can automatically adapt to
the requirements on non-stationary signal analyses.

The continuous wavelet transformation of a function f(¢) can be defined as [24]

oo

)(s7) = / FW (1) (6.42)

where (-)” denotes the complex conjugate; , (r) is the wavelet’s basis function,
also known as wavelet. It is generated from a single mother wavelet function v (z)
by scaling and shifting, as shown in the formula below

Uyl (1) = % Y (t — T) (6.43)

Here y, ,(¢) relies on parameter s and 7, where s is the scale factor and 7 is the
shift factor. 1/4/s is used to implement energy normalization among different
scales. The function of the scale factor s is to scale the mother wavelet function
Y (), stretching when s > 1 and shrinking when s < 1. The larger s is, the wider
xp(f) becomes, which means that a general observation is made on the signal. When
s is smaller, a detailed observation is made on the signal. Equation (6.42) shows
how a function f(¢) is decomposed into a series of wavelet basis functions.
Figure 6.10 shows a continuous wavelet transformation operation.
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Fig. 6.10 Continuous wavelet transformation operations

Given that the Fourier transform function of the mother wavelet function is
¥(w), then the mother wavelet function /(¢) needs to satisfy the following con-
ditions [24]

(1) Square integrable.
) 7 (1) dr =0 [ie. y(0) =0].

e feone _ [~ PP
(3) Permitting condition: C, = [ —*-dw <oo.

The inverse transformation of a continuous wavelet is

70 = [[ 30067 asar (6:44)

In (6.42)—(6.44), no wavelet basis function has been specified. That is the dif-
ference between wavelet transformation, Fourier transformation, and other trans-
formations. Wavelet transformation theory only studies the general properties of
wavelet and wavelet transformation. In actual applications, proper mother wavelet
function can be selected or a detailed mother wavelet function can be designed for
different application scenarios.

2. Discrete Wavelet Transformation

In (6.42), the computation of the wavelet transformation can be realized by
continuously shifting a scalable function on the signal being analyzed and calcu-
lating the correlation between the two. Wavelet maps a one-dimension signal to a
two-dimensional time-scale joint function, but this expression is highly redundant.
For most applications we want to use as few components as possible to describe a
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signal, therefore discrete wavelet is introduced. A discrete wavelet cannot contin-
uously scale and shift. It can only scale and shift with discrete steps.
Discrete wavelet can be represented as

V() = ——y (“"—fj (6.45)

: J
J S
\/:0 0

where j and k are integers, sop > 1 is a fixed scaling step; the shifting factor 7,
determines the scaling step. The effect of discretizing the wavelet is equivalent to
sampling the time-scale space at discrete intervals. Usually we select s = 2, 79 = 1,
i.e. defining y; () as

bilt) == (35~ %) (6.46)

Therefore a function f(¢)’s binary discrete wavelet transform is defined as

o0

2. k) = / (o) dr (6.47)

—00

i.e., the discrete wavelet transform performs discrete processing on the scale factor
s and shift factor t for a continuous waveform transformation’s wavelet function.

Even if discrete wavelet function is used, we still need an infinite number of
scaling and shifting to calculate the wavelet transformation, so we need to find a
method to convert this infinite number to a limited number for practical imple-
mentations. Since a wavelet has a bandpass type of frequency spectrum. Fourier
transform theory tells us that the scaling on the temporal domain is equivalent to the
compression and shifting towards a low frequency band in the frequency domain.
Given a function f(¢)’s Fourier transformation is F(w), then the Fourier transfor-
mation of the function f (%) is

F{f(é)} — |a|F(ao) (6.48)

Equation (6.48) illustrates the scaling on the function with a factor a = 2 on the
temporal domain. It compresses the function’s frequency spectrum by a factor of 2
and shifts it towards the low frequency. Given wavelet functions v, ;(¢), ¥, ,(7),
¥34(1) and Y, ; (1) have frequency spectrum functions of Wy, W5, W3 and ‘¥4, then
the frequency and bandwidth for W, are only half of the frequency and bandwidth
for ¥;. And the frequency and bandwidth for W5 are half of the frequency and
bandwidth for ¥, i.e. the ratios of center frequencies and the bandwidths (also
known as quality factor) do not change. As a result, a scalable wavelet frequency
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Fig. 6.11 Overlapping wavelet frequency spectrums obtained by scaling the wavelet in the
temporal domain

spectrum can be used to cover a signal’s limited spectrum. The scaled wavelet
frequency spectrum should overlap with each other, as shown in Fig. 6.11.

But, if we only use the wavelet function for segmentation, every time the fre-
quency spectrum is divided and only a half remains, the wavelet frequency spec-
trum cannot cover the whole frequency down to the zero frequency. But the number
of functions after the segmentations is still infinite. After the segmentation reaches a
certain frequency, the segmentation stops, and all the remaining low frequency
parts need to be represented using a function with a low pass frequency spectrum.
This function is the scale function ¢(#) which can be represented using the cor-
responding wavelet

(1) = > 7 G k(1) (6.49)

Jik

Scale functions ¢; () for different scales can be defined as

(1) = %q} (% - k) (6.50)

Figure 6.12 illustrates the scale functions. The scale functions cover all the areas
that are not covered by the wavelet function frequency spectrums until the scale j,
consequently the number of wavelets reduces from infinite to finite.

By adding a wavelet function to the original scale function, we can derive a new
scale function with a frequency spectrum which doubles that of the original scale
function. It is equivalent to say that the original scale function can be expressed by
the new scale function. Since the scale function has a low pass type of frequency
spectrum, based on the new scale function, we can derive the original scale function
using a low pass filtering. Then the equations of two-scale related to ¢(f) can be
expressed as

Scale function frequency spectrum (¢)
\ Wavelet frequency spectrum (y)

~y

wn/8 wn/4 wn/2 wn

Fig. 6.12 Introduction of scale functions
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Pr0() = > b1 (k)1 4(0) (6.51)

k

where h;_;(k) can be regarded as the low pass filter’s (j — 1) th stage. The above
formula shows that a scale function at one level can be expressed using the scale
function with its previous level. For the same reason, since the wavelet has a
band-pass type of frequency spectrum, and the new scale function contains the
added wavelet function, then by using the new scale function, we can derive the
added wavelet function using a high-pass filter. As a result, the wavelet function can
be expressed as

,0 Zgj 90] 1k () (6.52)

where g;_i(k) is the (j — 1)th high-pass filter. The above formula is also the
two-scale relation between the wavelet function and the scale function. Next, we
study the relations among low-pass filters with various scales and various high-pass
filters with various scales. To make it easy for derivation, for the derivation process
below we assume that the scale function and wavelet function are all real numbers.
Based on (6.51), we can have the derivation below

hya (k) = <<p,»_,o<r>, w,,l,k<r>> - / 0,0(0)0;1 4 (1)

\/_ 2’ Jl_ <2/t‘ k)dt (6.53)

- / %"’(5)"’“’ —Kal [ =]

= (@10(1), Pox (1)) = ho(k)

The above formula shows that the low-pass filter corresponding to any scale is
equivalent to fip(k). Similarly we can derive that

gj—1(k) = go(k) (6.54)

i.e., the high-pass filter equivalent to any scale is equivalent to go(k). As a result we
can uniformly represent the low-pass filters and high-pass filters with any scales as
h(k) and g(k). Then by substituting (6.46) and (6.50) into (6.51) and (6.52) and
after simplifying, the following two-scale equation can be derived

() th (——k) (6.55)
() \/_Zg (——k) (6.56)
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Thereby, for function f(z), either we can express it as a scale function with the
scale j — 1

Zz, 1(m)@;_ 1 (1) (6.57)

Or we can jointly express it using scale functions up to the scale j and the
wavelet function

=D 4(R)pu )+ Y (k) () (6.58)
k k

where /;_1(m), 4;(k) is known as the coarse coefficient or low frequency coefficient;
yj(k) is known as the detail coefficient or high-frequency coefficient. We can also
regard ), ;(k)@; (1) as an coarse approximation of signal f(r), and regard
>k Vi(k)Y; (1) as a detail approximation of the signal f(#). If we let (6.57) equals
(6.58), we can have the following equation

Zy](k) ZA‘] 1 (pj lm 2/1 (p]k (659)
k

The above equation shows that the detail approximation is the difference
between the two-scale approximations, i.e. reflecting the detailed difference
between the two approximations.

3. Multi-resolution Analysis

If the scale function ¢; () and the wavelet function ; (¢) are orthogonal, i.e.
the inner product (¢;,(1),%;,(r)) = 0; then the coefficients 4; and 7, can be
obtained using the inner products between f () and the scale function, and between
the f(z) and the wavelet function

Ai(k) = (f (1), 0(1)) (6.60)
1k = (1) W4 (2)) (6.61)

Next we solve for ;(k) and y;(k). 4;(k) is solved first, and then by substituting
(6.58) into (6.61), we have

<Zﬂj 1(m) ;1 (1), <p,-,k<t>>
= @ 1m(), 9(1) )11 (m)

(6.62)

ol LElUMN Zyl_i.lbl
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By solving for <qoj,1 (1), ;. «(t)) independently, we have

(010 (0,0, (D)= [ 9,1, (D), (1) dt
A S T
el oS ot
I el

= <(pi,0 (t)’(pj—l,m-zk (t)> =h(m—2k)

(6.63)

Then we have

Ji(k) = " h(m —2k)A;-1(m) (6.64)

m

Next we solve for yj(k) by substituting (6.58) into (6.61), we have
< 30(k) + 3 160 wj,k<t>>
(gninnn)
<g 00y (1) = 34091400 wj,k<t>> (6.65)

< )'J 1 QDJ lm(t)ij,k(t)>
= > (@ 1m0, W) 21 (m)

Now we solve (¢; ; ,(t),;;(¢)) independently, which is similar to the solution
process in (6.63), and the result is

(@j-1m(0), W4 (1)) = g (m — 2k) (6.66)
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By substituting (6.66) into (6.65), we can derive the solution of yj(k) as
p(k) = g(m —2k)4;1(m) (6.67)

From (6.64) and (6.67), the scale function coefficient 4;(k) and wavelet function
coefficient yj(k) on a certain scale can be obtained by applying the low-pass filter
h(k) and the high-pass filter g(k) on the scale function coefficient 4;_; (k) at the
previous scale level. Equations (6.64) and (6.67) can jointly form the stage of an
iterative digital filter, as the result the wavelet transform can be implemented using
an iterative digital filter. After every iteration, the number of samples for the next
stage reduces by half, turning a discrete wavelet decomposition problem into a
simple inner product operation.

If we regard the sampled signal f (k) as the scale function coefficient 4;_; at the
next scale stage, we can decompose the signal using the known decomposition
low-pass filter h(k) and decomposition high-pass filter g(k). Given that the total
bandwidth occupied by the original signal is (0 ~f/2), we can define the space Vj,
where f; is the sampling frequency. After one-stage decomposition, Vy can be
divided into two subspaces of low frequency V; (0 ~f;/4) and high-frequency W;
(fs/4 ~fs/2). After the second-stage decomposition, the low-frequency part V; can
be further divided into two subspaces of low frequency V, (0~f;/8) and high
frequency W, (f;/8 ~f;/4), as shown in Fig. 6.13. By iteratively decomposing the
signal into different frequency bands, multi-resolution analysis can be realized. The
wavelet reconstruction on the decomposed signals is an inverse process of the
wavelet decomposition. After performing a 1:2 interpolation on the next stage’s low
frequency coefficients 4;(k) and high frequency coefficients yj(k), the summation of

the outputs derived by the reconstructed low-pass filter (k) and the reconstructed
high-pass filer g(k) is the low-frequency coefficients 4;_; (k) of the previous stage.
Figure 6.13 illustrates two-stage wavelet decomposition (wavelet transform).
Figure 6.14 illustrates a two-stage wavelet reconstruction (wavelet inverse
transform).

_>| g(k) |—>|2:1 DecimatiorJ(fob

A ?Nﬂ

A )
0 25
( 2 —>| h(k) |—>|2:1 Decimati0r1

A

h(k) |—>|2:1 Decimatiod—”lb

4

Fig. 6.13 Two-stage wavelet decomposition



6.4 Pulse Interference Suppression Based on Wavelet Packet Transformation 259

Y —
y _j’Il 2 Interpolationl_'l g (k) y)
Jj+l

1:2 Interpolation |—>| g (k) 1
J

A,
—/1>|1 :2 Interpolation |_>| }7 (k)

Fig. 6.14 Two-stage wavelet reconstructions

1:2 InterpolationH }7(/{)

4. Wavelet Packet Transformation

For multi-resolution analysis based on wavelet transformation introduced in the
previous section, every decomposition step only decomposes the low-frequency
sub-band, and does not decompose the high-frequency sub-band, leading to worse
frequency resolution in the high frequency band. In practice, the space corre-
sponding to the low frequency part of the wavelet decomposition is represented as
Vi, and the high frequency part of the wavelet decomposition is represented as W;.
The high and low frequencies here are in terms of the frequency band of the
previous stage. Wavelet transformation only performs binary sub-division on var-
ious V; spaces, and the same operation can be performed on various W; spaces as
well. Thereby, the wavelet packet transformation is introduced, i.e. the wavelet
transformations are performed simultaneously on the low frequency space V; and
high frequency space W;, consequently more refined signal decomposition can be
achieved compared with the wavelet decomposition, to improve the
temporal-frequency resolution.

Given that every space has its corresponding integer displacement orthonormal
basis, which can be represented using w,(f/)(t), n=0~2/—1, or can be abbrevi-
ated as w,(j); the superscript (Zj ) denotes the scale; j is the scale level; and the
subscript 7 is the space serial number for that level. For example, for j = 2, there are

4 sets of orthonormal bases w(()4) ), .., wg4> (only using the base wavelet with zero
displacement as the example); The set of orthonormal bases can form a wavelet
packet. Given that the wavelet packet takes the forms of the set of all subspaces at
Jjth stage and the corresponding filters, then the basic wavelets for various spaces

wﬁ[ >(t) have the following definitions [24]: the even components are

wih(0) = V2> h(k)wd (21 — k) (6.68)
k

And the odd components are

wi) () = V2 Y g(kwd (21 — k) (6.69)

k
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o)

)

Fig. 6.15 Three-stage wavelet packet decomposition tree

where j, k € Z (Z is an integer set); n € N (N is a non-negative integer set); k is the
time or position parameter, (k) and g(k) are a set of conjugate mirror filters. When
n = 0, the relation in (6.68) corresponds to the two-scale equation related to the

scale function ¢(z) in (6.55); wg>(1) is the scale function; the relation in (6.69)
corresponds to the two-scale equation related to the scale function ¢(¢) and the

wavelet function (¢) in (6.56); w@(t) is the wavelet function. And various other

w,(lj ) (¢) at the same stage can be derived using (6.68) when the space serial number is

an even number, or (6.69) when the space serial number is an odd number.

The process of using a filter set to implement wavelet transformation can be
analyzed below: After the analyzed signals are processed by the decomposition
low-pass filter and the decomposition high-pass filter, the signal frequency band is
evenly divided into two frequency bands (low-frequency and high-frequency). The
low-frequency signal and high-frequency signal, after the down-sampling, are
decomposed for the next round using low-pass and high-pass filters so their
low-frequency and high-frequency bands are divided again. This process repeats
until the whole frequency band is divided into an even number of frequency bands.
2N subband coefficients can be obtained by performing N-stage wavelet packet
transform. Figure 6.15 shows a three-stage wavelet packet decomposition tree for a
signal f(z) where A denotes the low-frequency coefficients when the signal goes
through a low-frequency filter, and D denotes the high-frequency coefficients when
the signal goes through a high-frequency filter. The serial number at the end denotes
the number of stages for the wavelet packet transform.

6.4.2 Suppression Method Based on Wavelet Packet
Transformation

1. Algorithm Principle

Based on the introduction in the previous section, the wavelet transformation,
essentially, is a method of measuring the degree of similarity on the waveforms.
The more similar a signal is to a wavelet, the bigger the coefficient of the wavelet
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packet becomes. To perform DME interference suppression for GNSS, the GNSS
signal is buried in the noise, and the similarity between the wavelet and the noise is
smaller than the similarity between the wavelet and the DME signal. Therefore we
can convert the received signal under the impact of DME interference onto the
wavelet packet coefficient domain using wavelet packet transform. The coefficients
with larger absolute values characterize the DME interference signals, and the
coefficients with smaller absolute values characterize the noise and authentic GNSS
signals. By setting a threshold in the wavelet packet domain, we can detect and
suppress the interferences by performing zero-setting on coefficients with larger
absolute values. Finally we can perform wavelet packet inverse transformation on
the processed wavelet packet coefficients to obtain time-domain signal after inter-
ference suppression. The DME interference suppression algorithm based on
wavelet packet transformation mainly has the following three steps:

(1) Wavelet packet transformation: select a proper wavelet function and wavelet
packet decomposition level, to perform L-level wavelet packet transformation
on the received signal under the impact of DME interference.

(2) Detect and suppress the interference in the wavelet packet domain. In the
wavelet packet coefficient domain, a proper threshold is selected, to zero-set all
the coefficients larger than the threshold, thereby achieving the objective of
suppressing the DME interference.

(3) Wavelet packet inverse transformation: using the L-level wavelet packet
coefficient obtained after the process in step (2), wavelet packet inverse
transformation is used to obtain the temporal domain waveform of the signal
after interference suppression.

It can be seen from the above algorithm steps that the selections on wavelet
function type, wavelet packet decomposition level and wavelet packet coefficient
domain threshold are the critical parameters for the wavelet packet transformation
algorithm. The selections on these parameters can affect the effects of DME
interference suppression using the wavelet packet transformation. Next, we discuss
the selections on wavelet packet coefficient domain threshold, wavelet packet
decomposition level, and wavelet function type.

2. Selection on Wavelet Packet Coefficient Domain Threshold

The overall principle of setting the threshold in the wavelet packet domain is to
find a threshold that can differentiate noise and DME interference. First, we need to
consider the characteristics of noise after the wavelet packet transformation. The
implementation of wavelet packet transformation is based on filtering, thereby we
need to consider the characteristics of the noise after filtering. Since the GNSS
signals are buried in the noise, the GNSS signal and noise can be modeled together
as a zero-mean Gaussian noise ¢. After filtering, the noise’s probability density
distribution still follows a Gaussian distribution [21]. We give the proof below.

Given ¢&’s variance as ¢, then its power spectral density is S,(w) = . The
variance of the wavelet coefficient We, after the ¢ is transformed by 1 level of
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wavelet packet transformation using the filter Gy, is 7. The frequency response of
the given Gy’s is [24]

o0

Go(w) = Z go(n)e ™ o e [-n,n| (6.70)

n=—0o0

where go(n) is the unit pulse response sequence. Then the power spectral density of
Wie is

Swi (@) = |Go(@)[*S:() (6.71)

and W;¢&’s autocorrelation function is
1 i jot
Ry, (1) = o Sw, (w)e""dw (6.72)
—00
Since the mean value of a zero-mean noise after filtering is zero, then we have

— R, (0 / Go()S.(0)do

2 [ =
= ;_1-[ _Z go(n)e—J"W] [Z go(n)énw] do
:; i (g0(n))” + i i go(m)go(m)e 3™ | de (6.73)
—T i - = mm;Z:O
0.2 0 2 - .

m;ﬁn
= o’ goll*

In the simulations, the filters used for wavelet packet decomposition are all filters

after energy normalization, i.e. ||go||* = 1; then 03 = 0% As a result, for a

zero-mean Gaussian white noise, after various levels of wavelet packet decompo-
sition, all its wavelet packet coefficients at every scale all follow zero-mean
Gaussian distribution with ¢? variance as well.

Therefore we can set a uniform threshold in the wavelet packet coefficient
domain to suppress DME interference. Based on the characteristics that the noise
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probability density follows Gaussian distribution, the selection of threshold can be
set based on the false alarm rate criterion described in Sect. 6.2.1.

3. Selection of Wavelet Packet Decomposition Level

Wavelet packet transformation divides the signal frequency band evenly using a
set of decomposition filters. For every decomposition, the frequency range of the
signal is divided into two halves, the frequency band resolution of the Level-L
wavelet packet decomposition BW; is defined as

BW, :fSZ/Lz (6.74)

where f; is the sampling frequency.

As the number of decomposition levels increases, we do finer division on the
signal, and the effect of interference suppression is better. But for every decom-
position there is a down-sampling process, and the number of points for useful
information decreases. After certain levels of decomposition, further decomposition
cannot bring significant performance improvement and the computation complexity
increases. In addition, due to non-ideal characteristics of wavelet packet filtering,
the increase of decomposition levels can lead to the problem of producing sub-band
frequency spectrum aliasing. For the selection of wavelet packet decomposition
level, we need to consider both the bandwidth and computation complexity of the
interference signal, matching the decomposed wavelet packet frequency band res-
olution and the bandwidth of the interference signal being suppressed. For a single
DME transmitter, the bandwidth of the DME interference signal concentrates within
an 1 MHz bandwidth. Consequently for DME interference suppression based on
wavelet packet transformation application, a proper decomposition level needs to be
selected to match the frequency resolution of the wavelet packet to the 1 MHz
bandwidth.

4. Selection of Wavelet Function Type

Based on the definition of wavelet packet transformation, as a mother function of
the wavelet becomes more similar to the signal being analyzed, the coefficients after
wavelet packet transformation become more localized. In another word, if fewer
points with more concentrated energy in the wavelet coefficient domain are used to
represent interference, interference suppression can be better achieved. But in real
applications, some wavelet functions do not have explicit expression, so it is very
hard to derive the similarity between the wavelet function and the function being
analyzed. To perform multi-resolution analysis using quick algorithm of wavelet
transform, we use the usual selection criteria on the wavelet function: compactly
supported, orthogonal or bi-orthogonal [24, 25].

Frequently used wavelet functions include: Daubechies wavelet function family
(dbN, N = 1,2,...,15, where dbl is equivalent to the Haar wavelet), Symlet wavelet
function family (symN, N =2, 3,...,15), Coifle wavelet function family (coifV,
N=1, 2,3, 4,5), bior bi-orthogonal wavelet function family (biorNr.Nd; Nr.Nd
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Table 6.1 Function properties of various wavelet functions

Function property Wavelet function

dbl/Haar dbN(N # 1) sym coif | bior/rbio dmey
Compactly supported Yes Yes Yes Yes Yes Yes
Orthogonal Yes Yes Yes Yes No Yes
Bi-orthogonal Yes Yes Yes Yes Yes Yes
Discrete transformation Yes Yes Yes Yes Yes Yes
Fast algorithm Yes Yes Yes Yes Yes Yes

parameters are (1, 1/3/5), (2, 2/4/6/8), (3, 1/3/5/7/9), (4, 4), (5, 5), (6, 8), rbio
inverse bi-orthogonal wavelet function family (rbioNr.Nd; Nr.Nd parameters are (1,
1/3/5), (2, 2/4/6/8), (3, 1/3/5/7/9), (4, 4), (5, 5), (6, 8)) and discrete Meyer wavelet
function “dmey”. Altogether 6 types of wavelet function family, and 65 types of
wavelet function are used for DME interference suppression. The properties of
these wavelet function family are shown in Table 6.1 [24, 25].

From Table 6.1, the characteristics of wavelet functions satisfy the requirements
of compact support, orthogonality and bi-orthogonality, and they all have quick
algorithms. Since the ideal wavelet function does not exist, and some wavelet
function cannot be expressed using fixed mathematical expressions, we compare
interference suppression effects of different types of wavelet functions based on the
acquisition properties of the signals after the interference suppression, so the most
proper wavelet function can be selected.

6.5 An Integrated Pulse Interference Suppression

We have introduced temporal domain pulse blanking algorithm, frequency domain
filtering and temporal-frequency hybrid filtering algorithm, and all these algorithms
have good interference suppression performance when the interference duty cycle is
lower, but as the interference duty cycle increases, the performance of these
algorithms degrade seriously. In this section, we first introduce a method to sup-
press DME interferences by integrating the parameterized algorithm and the
wavelet packet transformation algorithm that has better performance when the
DME interference duty cycle is higher. Secondly, we consider the computational
complexity of the interference suppression performance and algorithm, and propose
an integrated DME pulse interference suppression method. The method combines
the conventional DME pulse interference suppression method and the hybrid
algorithm, which can adaptively select the proper method for interference sup-
pression towards interference scenarios with different pulse interference duty
cycles.
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6.5.1 The Hybrid Algorithm

Since the interval between the DME pulse pairs transmitted by the ground DME
transmitters are random, even though the pulse pair signals from the same DME
transmitter have no aliasing, the signals from different DME transmitters may have
aliasing. When there is no DME signal aliasing, the DME interference suppression
method based on parameterized algorithm can preserve the authentic GNSS signals
to the greatest extent. But when there is aliasing in the DME signals, the DME
interference suppression method based on parameterized algorithm is difficult to
implement. Therefore we propose a hybrid DME interference suppression method
using both parameterized algorithm and wavelet packet transformation algorithm.
The basic principle of the method is to add an aliasing detector before the inter-
ference suppression. If there is no aliasing detected in the DME interference, a
DME interference suppression method based on parameterized algorithm is used.
But if there is aliasing detected in the DME interference, the DME interference
suppression method based on wavelet transformation is used. The flow chart of the
hybrid algorithm is shown in Fig. 6.16.

From Fig. 6.16, the implementation steps of the hybrid algorithm, by combining
the parameterized algorithm and wavelet packet transformation algorithm, are as
below:

(1) When the DME interference detection is performed on the input signal using a
25 ps long sliding time window, as shown in Fig. 6.6, if interferences are
detected, then interference suppression process can follow. Otherwise if no
interference is detected, no processing is performed and the non-interfered
signal can be directly output. Figure 6.17 shows the detection process when
aliasing DME pulse pair exists.

(2) Determination has to be made on whether the pulse pair within the window in
which interference has been detected has aliasing. If there is no aliasing and the
waveform is complete, then the pulse interference suppression based on
parameterized algorithm can be used to obtain the output signal after interfer-
ence suppression. Otherwise, the pulse pair data within the window is saved as
the staging data for the pulse interference’s pulse region with aliasing, and the
detection window’s position can be recorded. Among these steps, the deter-
mination on whether aliasing exists in the pulse pair within the detection
window can be made based on the number of peaks in the frequency domain.
When the number of peaks is 1, there is only one DME signal source, i.e. no
aliasing. When the number of peaks is larger than 1, the number of DME signal
sources within the detection window is more than 1, meaning aliasing exists.
Then, we determine whether the pulse waveform within the detection window
is complete or not based on the peak value and known pulse width within the
detection window. Figure 6.18 shows two examples of detecting an incomplete
pulse pair within the detection windows. By sliding the detection window, and
repeating steps (1) and (2), the final staging data in the pulse interference region
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Fig. 6.16 Flow chart of the hybrid algorithm

with aliasing and the position of the corresponding detection window can be
obtained at last.

(3) Connectivity analysis is performed on the staging data for pulse interference
regions with aliasing. Given that the interval between two neighboring win-
dows for the staging data is smaller than a certain distance, then the region after
connecting these two windows can be used as the new pulse interference region
with aliasing. Otherwise, we keep the position for the pulse interference region
with aliasing.

(4) By performing DME pulse interference suppression based on wavelet trans-
formation on the pulse interference region with aliasing after the connecting,
the output signal after the interference suppression can be obtained at last.
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6.5.2 Integrated DME Pulse Interference Suppression
Method

The method integrating the parameterized algorithm and the wavelet transformation
combines the advantages of parameterized algorithm and wavelet transformation. It
can have good performance when the duty cycle of the pulse interference is high.
But compared with the other conventional DME interference suppression methods,
it has higher complexity. It trades off between the complexity and interference
suppression performance. In an actual DME interference environment, the number
of interference pulses in the received signal is unknown so there is a need to
estimate it. This number can be measured using the pulse interference duty cycle.
By balancing computation complexity and interference suppression performance,
we propose an integrated DME pulse interference suppression method in this
section. This method combines the conventional interference suppression algorithm
and the hybrid algorithm. It can adaptively select proper methods for interference
suppression towards various pulse interference scenarios with different duty cycles.
Detailed steps of the method are listed below:

First the interference duty cycle for the input signal is calculated. It can be
represented using the blanking duty cycle, which is defined as the ratio between the
number of samples larger than the temporal domain pulse blanking threshold and
the total number of samples. Secondly, when the interference duty cycle of the input
signal is smaller than the duty cycle threshold 7, the temporal-frequency hybrid
filtering algorithm is used for DME pulse interference suppression. When the
interference duty cycle of the input signal is larger than the duty cycle threshold 7,
the hybrid algorithm is used for DME pulse interference suppression. Based on the
decision on the duty cycle threshold, we can constantly switch between proper
interference suppression algorithms to achieve the objective of DME interference
suppression. The threshold y can be selected based on Monte Carlo simulation,
which can be determined in advance based on experience. The block diagram for
implementing the algorithm is shown in Fig. 6.19.

When the interference duty cycle
of the input signal is smaller than
y , temporal-frequency hybrid

filtering algorithm is selected for
interference suppression

compute
interference
duty cycle

output signal
after interference
suppression

input
received signal

/When the interference duty cycle
of the input signal is larger than
¥, hybrid method is selected for

k interference suppression

Fig. 6.19 Block diagram of integrated DME pulse interference suppression method
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6.6 Simulation Results

In this section two simulation results verify the performance of the algorithms
mentioned above. The first simulation verifies the performance of the DME inter-
ference suppression based on wavelet packet transformation, and the impacts on the
performance by the wavelet types and decomposition levels are compared as well.
The second simulation, under interference scenarios with different duty cycles,
compares the performances of the temporal domain pulse blanking algorithm, the
frequency domain notch filtering algorithm, the temporal domain hybrid filtering
algorithm, the wavelet packet transformation algorithm, the hybrid algorithm, and
the integrated algorithm.

The first simulation demonstrates the DME interference suppression algorithm
based on wavelet packet, and it evaluates the interference suppression performance
with different wavelet functions and wavelet packet transformation levels by setting
a unified threshold under a given false alarm rate condition. To compare the
interference suppression performance of implementing different wavelet packet
transformation algorithms, the Correlation Peak to next Peak Ratio (CPPR) is used
as the evaluation criterion for acquisition performance. A larger CPPR represents
better acquisition performance, i.e. better interference suppression performance [2].
200 Monte Carlo simulations are performed on every algorithm, and the average
CPPR of the 200 trials is used to compare acquisition performance of different
algorithms.

A GPS L5 GNSS signal is added into the simulation. The signal-to-noise ratio is
—20 dB, and the intermediate frequency is 10 MHz. Acquisition is performed on
I-branch. Its sample frequency is 40 MHz, and the observation time is 1 ms.
A more realistic DME interference environment is simulated in which interferences
from 18 DME transmitters are added. The repeat frequency of DME pulse pair
transmitted by every transmitter is 2000 pairs/s, and the intervals between pulses
changes randomly based on a Poisson distribution. The interference duty cycle is
37%. The temporal domain waveform for the signal under the impact of interfer-
ence is shown in Fig. 6.20a. In the simulation, we also consider the problem of
possible aliasing among signals transmitted by different DME transmitters.
Figure 6.20b shows a locally amplified view with aliasing pulses.

For the simulations the wavelet packet coefficient domain threshold is set in a
unified way under the condition of 0.01 false alarm rate. Figure 6.21 shows the
results of comparing the performances of interference suppression for different
wavelet packet decomposition levels and using different wavelet functions

In the simulations, 65 types of wavelet functions are compared for their inter-
ference suppression results. The details can be found in Sect. 6.4.2. Figure 6.21
lists performance results for 6 typical wavelet functions (db15, coif5, sym15, dmey,
bior6.8 and 1bi06.8) using 1-8 levels of wavelet packet decompositions. It can be
seen from Fig. 6.21 that, as the decomposition levels increase, the interference
suppression performance improves. But when the level of decomposition reaches a
certain level, the performance improvement is not obvious anymore and it shows a
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trend of degradation. From Fig. 6.21, we also know that the best performance
happens by using the dmey wavelet function for a 5-level wavelet packet transform.
This is because the corresponding wavelet packet frequency band resolution for the
5 level wavelet packet transformation is 625 kHz, which is equivalent to the fre-
quency band 0.8 MHz for the DME interference. Also for these wavelet functions,
the corresponding filter bank has the most number of points, so relatively speaking
it has better frequency response characteristics. Figure 6.22 shows the temporal
domain signal waveform after the DME interference suppression using a dmey
wavelet packet for a 5-level wavelet packet transform.

A GPS LS5 signal is added for the second simulation. The signal-to-noise ratio is
—20 dB, the intermediate frequency is 10 MHz, the sampling frequency is 40 MHz,
and the time interval of observing the signal is 1 ms. The acquisition factor CPP
also serves as the criterion of evaluating the acquisition performance.
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The interference duty cycle computed in the simulations of this chapter is the
ratio between the number of samples that are higher than the temporal domain pulse
blanking threshold and the total number of samples. A higher number of DME
transmitters means that there is a higher number of corresponding pulse pairs DME,
leading to higher interference duty cycle. For the simulation, the added number of
DME transmitters changes from 1 to 18, as a result the interference duty cycle
changes from 4 to 51%. The repeat frequency for the pulse pair from every DME
transmitter is 2700 pairs/s, the ratio between a pulse’s peak power and the noise’s
peak power is 20 dB, and the arrival time of the pulse pair is subject to a Poisson

distribution.
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Fig. 6.23 Comparisons of interference suppression using different methods under the conditions
of different duty cycles

Figure 6.23 compares the signal acquisition performance after interference
suppression using temporal domain pulse blanking method, frequency domain fil-
tering method, temporal-frequency hybrid filtering method, wavelet packet trans-
formation method, hybrid method (combining parameterized algorithm and wavelet
packet transformation method), and integrated method under interference condi-
tions associated with different duty cycles, in which the related pulse blanking
threshold setting by different methods are all obtained when the false alarm rate is
set as 0.001. The Figure also shows the performance under the condition of no
interference. Figure 6.23 shows that the performance of all interference suppression
methods degrade as the interference duty cycle increases. When the duty cycle is
smaller than 20%, the integrated method selects the temporal-frequency hybrid
algorithm that has less computational complexity. If the duty cycle is bigger than
20%, the performance of the temporal-frequency hybrid filtering algorithm drops
significantly. In this case, the hybrid algorithm’s performance is much better than
the conventional method, and consequently the integrated method selects the hybrid
method.

To achieve the optimum tradeoff between interference suppression performance
and computational complexity, the proposed integrated method combines the
temporal-frequency hybrid filtering algorithm and hybrid algorithm. For the inte-
grated method, the duty cycle threshold y is set as 20%. When the duty cycle is
smaller than 200%, the integrated method selects the temporal-frequency hybrid
filtering method as the interference suppression method; when the duty cycle is
bigger than 20%, the integrated method selects the hybrid algorithm as the inter-
ference suppression method.
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6.7 Summary

In this chapter, we mainly study the pulse interference suppression algorithms for
GNSS. Using the DME pulse interference as an example, we first summarize the
conventional pulse interference suppression method, i.e. temporal domain pulse
blanking method, frequency domain notch filtering algorithm and
temporal-frequency hybrid filtering algorithm. Then we propose the pulse inter-
ference suppression algorithm based on parameterized algorithm and wavelet
packet transformation. Finally, to achieve a tradeoff between performance and
algorithm complexity, we propose an integrated pulse interference suppression
algorithm. The algorithm adaptively selects an algorithm with good performance
and low computation complexity based on different pulse interference density. It is
worthy to point out that even though the DME pulse interference is used as an
example in this chapter, related algorithms can also be applied to suppress other
pulse interferences.
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